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Revision
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Description

Initial Release.

Note: This new document part number, MN/22156, supersedes the previous VMS User
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New functionality in v3.5.x: VMS N:1 Redundancy; Site Distribution Lists; CDM-700 Out-
of-Band Driver; CDD-564IF InBand Driver

New functionality in v3.6.0: VMS SOTM, VNO and Global Map View
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Out-of-Band Driver, Satellite Advanced Switching for SOTM and Antenna Mesh
Compensation Factor, Basic Guaranteed Bandwidth and CIR.
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GENERAL

How to Use This Manual

This manual documents the features and functions of the Vipersat Management
System (VMS), and guides the user in how to install, configure, and operate this
product in a Vipersat network.

NOC administrators and operators responsible for the configuration and mainte-
nance of the Vipersat network, as well as earth station engineers, are the
intended audience for this document.

Manual Organization

This User Guide is organized into the following sections:

Chapter 1 — General

Contains VMS product description, customer support information, and manual
conventions and references.

Chapter 2 — VMS Installation

Covers the steps for installing the VMS software application on a host server, in
both standalone and redundant configurations.
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Chapter 3 — VMS Configuration

Covers the Quick Configuration procedure as well as detailed steps for full
System Configuration in building the Vipersat network.

Chapter 4 — Configuring Network Modems

Describes how VMS is used to configure modems in the Vipersat network.

Chapter 5 — VMS Services

Describes the various service managers that comprise VMS and how Viper-
View is used to monitor and control the Vipersat network.

Chapter 6 — Out-of-Band Units

Describes the methods for integrating out-of-band modem units into a VMS-
controlled satellite network.

Appendix A — VMS Cross Banding

An explanation of how VMS accommodates applications involving satellite
cross strapping and cross banding.

Appendix B — Antenna Visibility

An explanation of how to use the VMS antenna visibility function to control the
frequency spectrum used in VMS switching.

Appendix C — Redundancy

Describes the optional redundancy services available for VMS—N:1 Server
redundancy and N:M Hub Modem redundancy.

Appendix D — Domain Controller and DNS

Describes the method of configuring VMS servers to perform the role of
network Domain Controller and Domain Name Server for the VMS network.

Appendix E — SNMP Traps
Describes the use of SNMP traps by VMS.

Appendix F — Automatic Switching

Reference on how the VMS monitors and automatically responds to changing
load, data type, and QoS requirements in the network.
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Appendix G — Entry Channel Mode Switching

Supplement on how ECM provides a method for remotes to switch from
STDMA to SCPC and back.

Appendix H — VMS Billing Log Translator (VBLT)

Covers how to install and operate VBLT, an application that converts switch
events into billing log format.

Appendix | — Glossary
A glossary of terms that pertain to Vipersat satellite network technology.

Conventions and References

The following conventions are utilized in this manual to assist the reader:

Note: Provides important information relevant to the accompanying

NOTE text

Tip: Provides complementary information that facilitates the
associated actions or instructions.

Caution: Explanatory text that notifies the reader of possible
consequences of an action.

ol

Warning: Explanatory text that notifies the reader of potential harm
A as the result of an action.

The following documents are referenced in this manual, and provide supple-
mentary information for the reader:

e CDM-570/570L Modem Installation and Operation Manual (Part Number
MN/CDM570L.1I0M)

e Vipersat CDM-570/570L User Guide (Part Number MN/22125)
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CDD-562L/-564 Demodulator with IP Module Installation and Operation
Manual (Part Number MN/CDD562L-564.10M)

Vipersat CDD-56X Series User Guide (Part Number MN/22137)
SLM-56504 Installation & Operation (Part Number MN-0000031)
Vipersat SLM-56504 User Guide (Part Number MN-0000035)
Vipersat Circuit Scheduler User Guide (Part Number MN/22135)
ROSS Getting Started Guide (Part Number MN/13070)

Vioad Utility User Guide (Part Number MN/22117)

Vipersat CDM-570/L, CDD-56X Parameter Editor User Guide (Part
Number MN-0000038)

SLM-5650/A Parameter Editor User Guide (Part Number MN-0000041)
VNO Web Service ICD (Document Number, ICD- VNO-WS)
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Product Description

Product Description

NOTE

Introduction

The Vipersat Management System (VMS) is a network management system
that uses information it receives from the network’s VMS controlled modems.
The VMS controlled modem’s internal microprocessor based input/output (I/0)
controller measures, captures, and transmits these detected, real-time network
operating parameters to VMS via PLDM (Path Loss Data Message) packets.

VMS receives, stores, and processes this data from the network’s VMS
controlled modems and uses the data to update and display current network
status information. The network data is then displayed by VMS in an easy-to-
interpret, real-time graphic presentation. The result is a comprehensive, intuitive
operator’s network Management and Control tool for quick, responsive network
control.

VMS is customized at setup for each satellite network it controls recognizing
the unique bandwidth resources and limitations available for each network.
VMS has trigger points set defining the upper and lower limits for usage, type
of service, and other network parameters defining bandwidth resource alloca-
tions for each traffic type. These triggers, or set-points, are easily modified at
any time by a qualified operator whenever network resource allocations need to
be reconfigured.

As VMS receives a switching request from a network VMS controlled modem,
it uses sophisticated algorithms to evaluate the request against available
network resources and network policies before sending a switch command back
to the requesting VMS controlled modem to make a switch to a given frequency
and bit rate. If the switch request is denied, because of lack of available network
resources for example, the VMS controlled modem will not make the switch
until the necessary network resources become available.

The satellite network’s VMS controlled modems detect, monitor and, when
commanded by VMS, physically make network changes. The VMS collects,
analyzes, and displays data, and commands the VMS controlled modems to
make network changes. Refer to each VMS controlled modem’s User’s Guide
for more details on each device’s role in the satellite network.

Note: The Vipersat External Switching Protocol (VESP) is available to equip-
ment manufactures, making it possible for them to smoothly integrate
their products into a VMS controlled satellite network. Contact a Vipersat
representative for details.

A sample display, shown in figure 1-1, shows VMS ViperView display giving
the operator a complete view of a network’s configuration, the health of all
network components, and current bandwidth usage. The VMS display is flexi-
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ble and can be modified by the operator at any time, as described in this User’s
Guide, to optimize network Management and Control.
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Figure 1-1 VMS ViperView display

Vipersat uses IP connections between network nodes, supporting UDP connec-
tivity. The Vipersat VMS controlled modem, consisting of a satellite modem
with an imbedded microprocessor router, which is the interface between LAN
traffic and the satellite links that connect remote stations to the hub.

VMS has a client/server architecture, as shown in diagram figure 1-2, with rack
servers communicating with remote client PC’s. The client/server model has a
number of advantages. The server maintains all databases in a central location
accessible to all clients. Thus, all network status updates and performance data
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is stored in a single place, processed by VMS running on the central server, and
the results are available to all clients across the network.

Through its client/server architecture, VMS supports centralized management,
control, and distribution of data, alarms, and events. VMS also simultaneously
supports multiple clients, network management, and complete visibility of the
entire network operation.

VMS Features

The VMS network management software has the following features:
¢ Configuration Setup
¢ Network Status Displays (automatic and manual)
¢ Statistics Gathering (automatic and manual)
* Diagnostics Monitor and Control (automatic and manual)
¢ Dynamic Bandwidth Management
e Alarm Processing
¢ Optional VMS and Critical Hardware Redundancy
¢ Report Generation
* Network Administrator Mode

* Remote Access Capability via Local LAN or Internet/Intranet

VMS Operation

A Vipersat network provides Internet Protocol (IP) connections between
network nodes and supporting UDP and Multicast protocols. Vipersat satellite
networks rely on VMS controlled modems to provide the interface between
LAN traffic and the satellite links that connect remote stations to the hub.

VMS Architecture

The VMS Client (ViperView) and Server (Vipersat Operating System) archi-
tecture figure 1-2 supports centralized management, control, and distribution of
data, alarms, and events. Network units, such as a Vipersat VMS controlled
modem while functioning as a modulator/demodulator, also detects, analyzes
and reports to VMS details on network operation. VMS collects, stores,
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analyzes and acts on this information to intelligently control network operation
to optimize bandwidth utilization and overall network performance.

| &

VMS
Vipersat Operating System
(VOS) Server

Redundant VMS
Servers

b

VMS
Vipersat Operating System
(VOS) Server

VMS
Client
ViperView
VMS
Client
ViperView

Figure 1-2 ViperView Client, Server (VOS) Relationship

The VMS management and monitoring system uses an intuitive graphic display,
as illustrated in figure 1-1. VMS makes visible the entire network’s operation
and performance. All network status and performance data is collected,
processed, and stored at the server. Any client workstation retrieves information
from the VMS single, central server’s database.

The VMS network management system displays the following information
gathered from the network VMS controlled modems:

* System configuration

* Transmission configurations

 Satellite link Status

* QoS displayed as E; N, values for each circuit.

* Switching times and connection type and duration for each circuit.

* Network alarms showing health of network hardware IP and RF
connections
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¢ Bandwidth resource allocations

¢ Modem, RF equipment, and VSAT station management

The network map displays an integrated view of the entire network including all
nets, subnets, equipment, and equipment interconnections. You can double-
click on an icon to display its status information and/or sub-components. Right
clicking on an icon displays a drop-down menu allowing the operator to issue
commands, change configurations, or change the unit’s state, as applicable.

The colors associated with each icon, as shown in the display illustrated in
figure 1-1, reflect the current outstanding alarm condition of the network
component or its sub-components:

* Green = online
* Red = alarm
* Gray = offline as the result of missing three consecutively PLDMs and not

responding to the recovery process

All devices, networks, and carriers displayed by ViperView share the same
color scheme indicating their health in the network giving the operator real-
time, at-a-glance network health status.

VMS provides operator notification in the event of network alarms. This notifi-
cation can be in the form of both visual and audible alerts. VMS also maintains
a log of all network activity making use of analysis and network trouble shoot-
ing information readily available.

New in this Release

v3.6.3 Release

SLM-5650A Inband Device Driver

This version now supports monitoring control and switching for SLM-5650A
with Network Processor (NP) board. The Inband driver provides for full switch-
ing functionality backup and restore of hub device redundancy.

SLM-5650A Full MIB Out-Of-Band M&C

In addition to controlling the SLM-5650A as an inband device optioned with the
Network Processor the base modem without the Network Processor will operate
as manage OOB circuit controlled link.
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CDM-570/570L Full MIB OOB M&C

The CDM-570/570L is supported as an OOB device operating without IP option
card. This new device driver provides the monitoring and control of standard
base modem control within and IP overlay network through SNMP.

Satellite Advanced Switching (Remote Roaming)

This new remote roaming feature provides advanced switching per remote to
any given satellite. The advanced carrier switching from beam-to-beam in
roaming applications allows for variable carrier characteristics between satel-
lites per remote, whereby roaming from one satellite to another with different
specifications, e.g. modulation, FEC Rate...

Generic VMS Installer

Changed installation authorization to remove serial number check. During the
build authorization of VMS installation the packaging generation will not
require serialization providing generic distributed install builds. Only key file
updates (.vku) will be required to install latest versions of VMS as new or
updates. Latest build versions will display on both Server and Client About
Menus. This simplifies the distribution of release versions of VMS.

VNO Basic User Authorization

Supported in this release, the VNO server supports a new feature called Basic
User Authentication. This feature provides a simple form of user access control
to VNO resources and a limited set of privilege levels for specific VNO opera-
tions. It allows network operators to configure their VNO interface to expose a
subset of all the networks on a per user basis. Users, passwords, and privilege
levels are stored in VNO WS service.

Antenna Mesh Compensation Factor

This feature applies a power delta between any mesh remote sites. The hub is
used as the reference value when calculating a power delta value between
remote's with smaller antennas. This is accomplished through comparing its
gain opposed to the gain differences between remotes. If multiple remotes are
involved in a SHOD connection the VMS uses the lowest remote gain value for
compensation control.

ToS Value Control for Management Messages

The management control messages can be stamped with a Type of Service
(ToS) value providing for priority singling control through network routers.
This priority control value increases reliability of management messages.
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SLM-5650A Demodulator Only Support

The SLM-5650A optioned through FAST Codes produces a new device struc-
ture that masks all modulator functions. This new product is supported in this
release by reading feature sets from the device providing for demodulator only.
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Customer Support

Contact Information

Contact Comtech Vipersat Networks Customer Support for information or
assistance with product support, service, or training on any Vipersat product.

Mail: 3215 Skyway Court
Fremont, CA 94539
USA

Phone: 1+510-252-1462
Fax: 1+510-252-1695
Email:  supportcvni@comtechefdata.com

Web: www.comtechefdata.com

Return Material Authorization

Any equipment returned to Vipersat must have a Return Material Authorization
(RMA) issued prior to return. To return a Comtech Vipersat Networks product
for repair or replacement:

e Obtain an RMA form and number from Vipersat Customer Support.

* Be prepared to supply the product model number and serial number of the
unit.

* To ensure safe shipping of the product, pack the equipment in the original
shipping carton.

Reader Comments / Corrections

If the reader would like to submit any comments or corrections regarding this
manual and its contents, please forward them to a Vipersat Customer Support
representative. All input is appreciated.
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General

o)

o il

The Vipersat Management System software should be installed on a high-
performance, industry-standard computer running the Microsoft Windows
Server 2003 or later operating system.

For specifications for the minimum recommended VMS hardware configura-
tion, please refer to the VMS Release Notes for the version of software that will
be installed. Both Server and Client configurations are provided.

The VMS software is installed using an Installation Wizard. Depending on the
desired setup, installation can be performed with the full set of files (both client
and server), client-only files, or server-only files. The Wizard guides the
installer through the installation process and provides all necessary information
to complete typical, compact, and custom installations.

The same procedure for installation of the VMS on a server is used for both
standalone and redundant configurations.

Caution: Installing VMS on non-recommended hardware or operating system
will void the support warranty. Also, VMS must be installed on a
dedicated server to retain support warranty.

Caution: The Automatic Updates function in Microsoft Windows must be
properly set to avoid possible disruption of the VMS and the Vipersat
network. Please see information below.
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VMS Server - MS Automatic Updates Setting

The Microsoft Windows OS Automatic Updates feature provides a selection of
configuration settings. The default setting, Automatic, will automatically down-
load and install Windows updates. Typically, this process includes an automatic
reboot of the server to implement the updates.

A VMS server with the default setting and an active connection to the Internet is
susceptible to experiencing an automatic reboot that may adversely impact
Vipersat network functions. This event can be especially damaging to redundant
server configurations. When a redundant server reboots, the Primary or Second-
ary server (depending on which server was on-line) will require "activation" in
order to restore proper functionality.

Vipersat therefore strongly recommends that the Automatic Updates configura-
tion NOT be set to Automatic. This feature should be set to either of the two
selections below:

* Notify me, but don't automatically download or install them.
* Download updates for me, but let me choose when to install them.

The Automatic Updates configuration window can be accessed from the Start
Menu by choosing Control Panel, then opening it either directly or as a tab
from the System panel.

Automatic Updates [ ]

Automatic Updates |

‘windows can regularly check For important updates and install them For vou,
(Turning on Automatic Updates may automatically update Windows Update
saftware first, before any other updates.)

How does Automatic Updates works

" Automatic {(recommended}

Automatically download recommended updates Far my
computer and install them:

IEvery day j at |3:DD A j

¢~ Download updates For me, but let me choose when to install them,

' Notify me but don't automatically download or install them.

= Turn off Automatic Updates,

Your computer will be more vulnerable unless vou instal
updates regularly.

Install updates fram the Windows Update ‘Web site.

Offer updates again that I've previously hidden

[s]'q I Cancel | Apply |

Figure 2-1 Automatic Updates window, Recommended Setting
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Types of Installation

The VMS can be installed in three different configurations:
1. On a single VMS server; Vipersat Operating System (VOS).

2. On two or more (N:1) VMS servers in the optional fault-tolerant, redundant
configuration; Vipersat Operating System (VOS).

3. On a client workstation; Viperview User Interface.

Each of the first two configurations can be made as a:

* Clean Installation - A clean installation is one done on a server that has
not previously operated as a VMS server, or that has had its hard drive re-
formatted. With no existing network database, a full network
configuration (Chapter 3, “VMS Configuration’) must be performed
following installation.

¢ Upgrade Installation - An installation to be made on a server that has
previously been installed as a VMS server in a Vipersat network,
operating with a previous version of VMS. The existing network database
will be automatically converted during installation, with minimal
configuration changes required.

Upgrading Redundant Server Configuration

Perform the upgrade on the Standby server first. This will allow the installation
of the new software and database conversion to be verified without losing VMS
service. If successful, continue the upgrade by doing the following:

Deactivate the Active (Primary) server.
Activate the Standby (Secondary) server.
Perform upgrade installation on the now deactive server.

This method provides a seamless upgrade with no VMS downtime.

The installation instructions in the following section include special instructions
for each of these various installation types.

Caution: Failure to note and follow the instructions for the intended network
configuration may cause the VMS installation to fail or to operate
erratically.

o il
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Preparing Server for VMS Installation

If not already done, perform the following tasks before proceeding with installa-
tion of VMS on the server:

¢ Limit DEP (Data Execution Prevention) — see following section.
¢ Create a user account in the Active Directory (example: VMS).
* Add the VMS user to the DCOM Limits.

* Reboot the server before continuing with the VMS installation.

Limiting DEP (Data Execution Prevention)

DEP (Data Execution Prevention) is a service, available on some CPUs, which
will actively block a virus or program which it determines acts like a virus.
Without limiting the action of the DEP feature to essential Windows programs
and services, this procedure will prevent DEP from blocking the actions associ-
ated with VMS.

Use the following procedure to make certain that this feature is limited to essen-
tial Windows programs only.

1. From the server’s Start menu, go to the System Properties menu located at
Start > Control Panel > System, as shown in figure 2-2.
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2. Click the Advanced tab to display the dialog page shown in figure 2-3.
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Preparing Server for VMS Installation

System Properties ﬂ E
Automatic Updates I Femote
Computer Mame I Hardware
System:

Microsoft Windows Server 2003
Standard Edition
Service Pack 1

- Fiegistered to:
Viperlab2
Comtech Vipersat Metworks Inc
E9712-0EM-4211904-02010

Manufactured and supported by: Dell Server PESS

Intel[R] Pentium(R] D CRU
3.00GHz

3.00 GHz, 1.00 GB of RakM
Physical Address Extension

Support Information |

o]

Cancel | Lpply

System Properties

Figure 2-2 System Properties menu

I Hardware
Automatic Updates I Femote

Computer Mame

General |

“r'ou mugt be logged on as an Administrator to make most of these changes.

i~ Performance
Wisual effects, processor scheduling, memary usage, and virtual memany

Settings |

r~ Uszer Profiles

Desktop settings related to your logon

Settings |

r~ Startup and Recovery
Sustem startup, system failure, and debugging information

Settings |

Error Reporting |

Environment % ariables |

o]

Cancel | Lpply

Figure 2-3 Advanced tab
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2-6

5.

3. In the Performance box on the Advanced tab, click the Settings button then
click the Data Execution Prevention tab to show the dialog shown in
figure 2-4.

Performance Options ﬂ E

Visual Effects | Advanced Data Execution Prevention |

' Turn on DEF for essential Windows programs and services
only

" Turn on DEP for all programs and services except those I
seleck:

Add... Remayve

OF I Cancel | Apply

Figure 2-4 DEP tab

. Select the Turn on DEP for essential Windows Programs and services

only radio button. If the CPU processor does not support DEP, this radio
button will be greyed out and unavailable.

Click the OK button to complete this procedure.

This action limits DEP to protecting only essential Windows programs without
interfering with any other applications.

Enabling Global Catalog Caching (Redundant
Configurations)

Enabling Global Catalog Caching on the backup server(s) in a redundant
configuration will ensure that the server will not fail on a subsequent boot after
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it has been brought online as the active server. Use the following procedure to
enable Global Caching on backup servers.

1. From the Server Start menu, open the NTDS Site Settings Properties
window from: Administrative Tools > Active Directory Sites and Services >
Default-First-Site-Name.

2. From the Site Settings tab shown in figure 2-5, select the Enable Universal

Group Membership Caching option to enable this function on the backup
server.

NTDS Site Settings Propetties EHE

Site Settings | Dbiectl Securityl

B NTDS Site Setiings
[rpes
Description: ||
Lhange Schedule. .. |
r~Inter-Site Topology Generator
Server: IVIPEHLABBAK
Site: IDefauIt-First-Site-Name

r— Univerzal Group Membership Caching
[¥ Enable Universal Group Membership Caching

Befresh cache from: Drefault-First-Site-Mame j

QK I Cancel | Lpply
Figure 2-5 NTDS Site Settings

3. Click the OK button to complete this setting.

What this does is to cause the backup server to maintain its own global catalog
in addition to the catalog resident on the active server. In the event of a switch-
over, the backup server will operate until it is rebooted. At that time it will fail
to run if it cannot find the Global Catalog on the active server, unless it has its

own resident catalog, which this setting provides.
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NOTE

NOTE

2-8

Configuring Server as Domain Controller and/or DNS

Note: If the server is to be used as a domain controller, it must be configured
as a domain controller at this time before proceeding with the VMS
installation.

In a redundant configuration, the servers must be configured as domain
controllers and DNS.

If the VMS server is to be used as a Domain Controller and/or as a Domain
Name Server (DNS), or if VMS is to be installed in an existing domain, follow
the procedure outlined in Appendix D, “Domain Controller and DNS”, Redun-
dancy, before starting the VMS installation.

Backing Up VMS Database (Upgrade)

For VMS upgrades, it is recommended that the current VMS database be backed
up prior to installing the new version of VMS. This precaution will allow for the
current database to be restored in the event that the new install fails.

Note: This database backup can only be restored on the current VMS version.
It is not compatible with the new VMS version because a database
conversion is performed during the installation process.

Should the new VMS installation fail, the fall-back procedure would be to re-
install the previous version of VMS, then restore the database with the backup.

A successful installation of the new VMS will result in an automatic conversion
of the current database. This new database should immediately be backed up,
and any previous database backups should be removed from the server to avoid
compatibility issues.

1. Right-click on the VMS Server icon and select Backup from the drop-down
menu (figure 2-6).
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" YIPERLAEL @ Tree Wigw List Yiew
T

Open

Event Log

4 Metwork Manager Backup
‘j Qut of Band Manager Restore
@# Subnet Manager Synchranize
ﬁ?’ Bandwidth Manager
A% somp Modem Manager — =
ﬁ Redundancy Manager Licensing mOut of Band Manager
= Oubof Band Circuit Mar —

<+ Vipersat Manager

Mebwork Manager

Deactivate &InBand Manager

i

Properties 2 Skak
Subnet Manager o 1
3‘-—-@ conneck

NBandwidth Manager P
ﬁSnmp Modem Manager 4

@Redundancy Manager
H

]
& out of Band Circuit Manager 4
o

Figure 2-6 Backup Command, VMS Server

2. Enter the Name for the backup file and select the directory location for
saving the file from the Save As dialog window that opens (figure 2-7).

Save jm IE}VMS Backups j [€] i

6-29-07 Y3 3.5,vms-backup

My Documents

™

My Computer

File name: I j Save I
j Cancel |

4

Save as ype: IVMS Backup Files [ vms-backup]

Figure 2-7 VMS Backup Save As dialog

Chapter 2-VMS Installation 2-9



Preparing Server for VMS Installation

° —utll)

o il

Stopping Previous VMS Version (Upgrade)

If you are installing VMS on a server which does not have a previous version of
VMS installed, skip this “Stopping Previous VMS Version (Upgrade)” section
and proceed with the instructions in the section “VMS Server Installation” on
page 2-14.

Caution: If a prior version of VMS is installed and running on the server, you
must first stop, then uninstall, this prior version as described in the
following procedure.

Caution: Stopping VMS does not change the configuration of the server. Refer
to Appendix D, “Domain Controller and DNS” for detailed instructions.

If there is an earlier version of VMS installed on the server, use the following
procedure to stop VMS before proceeding with the new installation.

1. Right-click in the Windows status bar and select Task Manager from the
pop-up menu. The Windows Task Manager window will appear.

2. From the Processes tab, scroll down the list to find the three VMS processes
that are running—V ConMgr.exe, viperview.exe, and VOS.exe, as shown in
figure 2-8.

I windows Task =l
File ©ptions Wiew Help
Applications ~ Processes | Performance I Metworking I Users I

Image Mame | Lser Marne: | CPU | Mem Lsage | ;I
sychost,exe SYSTEM oo 3,080 K
svichost,exe METWORK SERYICE Juli) 4,160 K
svichost,exe METWORK SERYICE Juli) 5,085 K
sychost,exe LOCAL SERYICE oo 5,852 K
sychost,exe SYSTEM oo 28,724 K
sychost,exe SYSTEM oo 2,196 K
sychost,exe LOCAL SERYICE oo 1,976 K
sychost,exe SYSTEM oo 6,352 K
sychost,exe SYSTEM oo 4,592 K
System SYSTEM Juli) 244K
System Idle Process  SYSTEM 99 28K
taskmagr.exe rinistrakor oo 4,312 K
TscHelp.exe Administrator oo 2,828 K
WiZonMgr, exe Administrator oo 4,305 K
viperview.exeﬁdministrator oo 13,524 K
W05 exe k WIS uli} 11,440 K
winlogon, ex SYSTEM oo 6,264 K
winvncd, exe SYSTEM oo 3,360 K
WINIpryse, exe SYSTEM oo 5,136 K LI

V¥ show processes from all users End Pracess |

|Pr0cesses: 36 |CPU Usage: 0% |C0mmit Charge: 211M [ 23940~

Figure 2-8 Windows Task Manager, Processes tab

VMS User Guide



Preparing Server for VMS Installation

3. Select each process and click on the End Process button. A Task Manager
Warning dialog will appear (figure 2-9)—click on the Yes button to termi-
nate the process.

g [=TE
File ©ptions Wiew Help
Applications ~ Processes | Performance I Metworking I Users I
Irnage Marne | Lser Marne: | CPU | Mem Lsage | ;I
sychost,exe SYSTEM oo 3,080 K
= - ST T T RERMICE Juli) 4,160 K
Zlepice w508k
e _ ICE oo 5,644 K
' WARNI!\IG: Tgrmlnatlng 4 Process can Cause un_;leswed oo 25,932 K
. results including loss of data and system instability, The oo > 196K
process will not be given the chance to save its state or ICE a0 119?6 K
data before it is terminated, Are you sure you wark o !
terminate the process? oa 6,352K
Juli) 4,600 K
Juli) 244K
ille] 99 28K
nr Juli) 2,185 K
TscHelp.exe Administrator i} 2,828 K
WiConMgr, exe Administrator oo 4,305 K
viperview, exe Administrator oo 13,524 K
WiOS5. exe wms oo 11,432 K
winlogon, exe SYSTEM oo 6,256 K
winvncd, exe SYSTEM oo 3,360 K
WINIpryse, exe SYSTEM oo 5,136 K LI
[V Show processes From all users End Pracess |
|Pr0cesses: 36 |CPU Usage: 1% |C0mmit Charge: 210M [ 23940~

Figure 2-9 Task Manager Warning dialog

4. After each of the three processes have been terminated, close the Task Man-
ager window then re-open it to confirm that the processes are no longer run-
ning.

5. Once the Vipersat Management System service has been stopped, uninstall

the previous version of VMS from the server as described in the following
section.

Uninstall Previous VMS Version (Upgrade)

1. Uninstall the previous version of VMS by selecting Add or Remove
Programs from the server’s Control Panel, as shown in figure 2-10.
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a Manage Your Server

Command Prompt

./ Windows Explorer
"

Event Yiewer
@ Component Seryices

Remote Desktop
Connection

% Microsoft: Visual Studio \MET

2003
|7

Connection Manager

faaar

[—g\l Motepad
-

L;J Calculator

A Bkive Directory Users and
Computers

Al Programs  #

adminisiralor

ﬂ! My Computer

&

\_é Printers and Faxes

Cﬁ’g Adrinistrative Tools 4

b

e

9) Help and Support
/..) Search

{7 Run...

:;] Windows Security

Log Off @ Shut Down

SEFSCLCDVERELEE

o

=
=

.
il
¥
&

[ @@ € ¥ B

@ Viperiiew

&

Accessibility Options
Add Hardware

Administrative Tools
Automatic Updates
Date and Time
Display

Folder Options
Fonts

Game Controllers
Inkernet Options
Keyboard
Licensing

Mouse

Mebwork Connections

Phone and Modem Options
Partable Media Devices

Power Options

Printers and Faxes

Regional and Language Options
Scanners and Cameras
Scheduled Tasks

Sounds and Audio Devices
Speech

Stored User Names and Passwords
Syskem

Taskbar and Start Menu

‘Windows Firewall

Figure 2-10 Add or Remove Programs Control Panel

2. Select Vipersat Management System and click the Remove button

(figure 2-11).

2-12
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[ Add or Remove Programs i =]
Currently installed programs and updates: ¥ show updates Sart by IName vl

ﬁl Microsoft \MET Framewark 3.0 Size  57.73MB
ﬂ M3EML 6.0 Parser (KE927977) Size 1,30MB
[ Motepad++ Sz 2.51MB
Security Update For Windows Media Player 6.4 (KB925398) Installed On 2{7/2007
© snaglt 5 Size  20.21MB
(?j ‘Wipersat Management System *— Size 33.35MB
ﬁ! WNC Free Edition 4.1.2 Size 1.27MB
'_r,é ‘Windows Internet Explorer 7 Size 2.50MB B
'_r,é ‘Windows Internet Explorer 7 - Software Updates
'_r,é Security Update For Windows Internet Explorer 7 (KB923090) Installed On 3/8/2007
'_r,é Security Update For Windows Internet Explorer 7 (KB931768) Installed On 5/8/2007
'_r,é Security Update For Windows Internet Explorer 7 (KB933566) Installed On  625/2007
& windows Server 2003 - Software Updates
f,'- Update for Windows Server 2003 (KE931836) Installed On 3/5f2007
-
>y ik e b, Foe Wlie o] TR e e Y wo L,

Figure 2-11 VMS, Remove Program

3. Close the Add or Remove Programs window.
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VMS Server Installation

Note: For VMS Redundancy Server configurations, after installing VMS on
NOTE each of the servers as described in this section, refer to Appendix C,

“Redundancy”, for detailed instructions for configuring the redundant
servers.

The installation process is highly automated and typically does not require
manual intervention unless the installation is to be non-standard.

1. Locate the file VMS 3.x Install.exe on the VMS distribution CD and double-
click it to start the VMS Installer.

2. After starting the VMS installer, the Vipersat Management System Setup
Wizard welcome screen, shown in figure 2-12, is displayed. Click the Next
button to continue.

i

Welcome to the Vipersat
Management System Setup Wizard

This wizard will guide you through the installation of Vipersat
Management System,

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

Cancel

Figure 2-12 Setup Wizard Welcome screen

3. On the License Agreement screen, shown in figure 2-13, click the I Agree
button to proceed.
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7 Vipersat Management System Setup E]
License Agreement P
Please review the license terms before installing Yipersat Management System, { 3 7

Press Page Down to see the rest of the agreement.

Nipersat Management System VMS version 3.6.3 &
Copyright® 1996-2008 Comtech EF Data, Vipersat MNetwork
Froducts Group
All Rights Reserved

EMND-USER LICEMSE AGREEMEMNT FOR COMTECH EF Data SOFTWARE

IMPORTANT—READ CAREFULLY: This End-User License Agreement [

If you accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install Yipersat Management System,

[ < Back " 1 Agree ] [ Cancel

Figure 2-13 License Agreement screen

4. From the Installation Type screen shown in figure 2-14, select the radio
button for the type of installation you will be making. The VMS software is
comprised of two main components, the Server component and the Client
component.

Full Install - This type of installation installs both components, and
allows a local user to operate VMS locally on the server and also
remotely. This installation type requires a USB key to operate VMS.

Server Install - This type of installation only installs the Server
component, and allows the VMS server to be operated through a remote
connection by a client—the VMS can not be operated from the local
server. This installation type requires a USB key to operate VMS.

Client Install - This type of installation only installs the Client
component, and is used to install the VMS client on a workstation that
will be used to connect remotely to servers on the same LAN that are
running the VMS. This installation type does not require a USB key to
operate VMS.

Chapter 2-VMS Installation 2-15



VMS Server Installation

2-16

\

7 Select the type of installation

Installation Type
Select the type of installation you would like to perform,

() Full Inskall
This installs both the client & server, This requires a USE key to operate, This
allows this machine to connect and be connected, localy and remately,

() Server Install
This installs only the server, This requires a USE key to operate, This allows
this machine ko be connected ko remotely,

O Client Install

This installs only the client. This does not require a USE key, This allows this
machine ko connect remaotely to other machines,

[ < Back " Mexk = ] [ Cancel

Figure 2-14 Installation Type screen

5. Click the Next button to proceed to the VMS Setup screen.

6. The Service Configuration defaults with all three boxes checked as shown in
figure 2-15. It should be left this way.

=

L)

Service Configuration

Enter a user account For the ¥M3 service to run on, Leave the domain field blank to K ¢ 7
install this as & non-domain system,
Service Account
Enter service account, leave the domain
Configure as Service field blank to use a local service account.
Install USE Key Driver Username
WMS
management traffic,
Domain
Passward
LLLLLLL]]
Re-enter password
LLLLLLL]]
[ < Back ][ Mexk = ] [ Cancel

Figure 2-15 Service Configuration dialog

7. Enter the User name for the account (e.g., VMS).

Note: If this is an upgrade, use the same name as before.
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8. If the VMS server is to operate in a Domain, enter the domain name in the
Domain field exactly as the domain is named.

Caution: Failure to have an exact match between the assigned domain name
and the domain name entered in this dialog will cause VMS to fail,
requiring re-installation.

o il

9. The Password field is auto-filled with the default password, vipersat. Enter a
new password, if desired, to change the default setting.

Note: If this is an upgrade of a domain account, enter the password associ-
ated with this acount.

10. Click the Next button when this dialog is complete.

11. The Choose Components dialog appears, as shown in figure 2-16. All ser-
vices are selected by default for a typical VMS installation. It is recom-
mended that these settings not be changed, except for non-standard
installations.

15
‘

Choose Components e
Choose which Features of Vipersat Management System you want to install, k 3 )

Check the components you want to install and uncheck the components you don't want ko
install, Click Mext to continue.

Select components ko install: System Description

Metwork,

InBand Manager
Qut-of-Band Manager
Subnet Manager
Bandwidth Manager
Snmp Modem Manage
Device Redundancy [,
R T
< ¥

Space required: 21,9MB

[ < Back ][ Mexk = ] [ Cancel

Figure 2-16 Choose Components dialog

12. Click the Next button to proceed.
13. In the Choose Install Location dialog shown in figure 2-17, it is recom-

mended that the default file location be used. Click the Next button to con-
tinue.
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&
Choose Install Location e
Choose the Folder in which to install Vipersat Management System, kJ )

Setup will install Yipersat Management System in the Following Folder. To install in a different
folder, click Browse and select another Folder, Click Mext o continue,

Destination Folder

C:\Program Files!Yipersat\vMsi3.0

Space required: 21,9MB
Space available: 15,266

[ < Back ][ Mexk = ] [ Cancel ]

Figure 2-17 Choose Install Location dialog

14. From the Choose Start Menu Folder dialog shown in figure 2-18, accept
the default folder name, VMS 3.x, and click the Install button to start the
installation process.

&
Choose Start Menu Folder e
Choose a Start Menu Folder For the Vipersat Management System shortcuts, k 3 )

Select the Start Menu Folder in which you would like to create the program's shorkcuts, You
can also enter a name ko create a new Folder,

WMS 3.6.3

7-Zip -
Accessories

Activestate ActivePerl 5.6

Administrative Tools

Adobe

Agile Advantage 2006

ArcSoft PhokoStudio

Aukodesk.

BlackBerry

Canon

Cisco Systems VPN Client

Cygwin »

[ < Back ][ Install ] [ Cancel ]

Figure 2-18 Choose Start Menu Folder dialog

15. The installation process will be interrupted with the notice shown in
figure 2-19. Click on the Continue Anyway button to continue.
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Software Installation

] E The zoftware you are inztaling has not paszed Windows Loga
L

testing to verify its compatibility with “Windows =P, [Tell me why
thiz testing iz important. |

Continuing your i llation of this sof may impair
or destabilize the t operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and

tact the sofl vendor for sof that has
paszed Windows Logo testing.

Continue Angway | STOP Installation I

Figure 2-19 Software Installation notice

16. During installation, the Waiting dialog shown in figure 2-20 asking you to

insert USB key will pop up and the installation progress bar will stop.

Note: This step will not occur if the key is already plugged in or when per-
forming a Client Install, since a USB key is not required for this installation

type.

Install the Vipersat Crypto-Box key by plugging it into an available USB
port on the VMS server.

If this is an Upgrade Installation, proceed to step 19.

If this is a Clean Installation, continue with the next step.
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Installing

Please wait while Vipersat Management System is being installed, { 3 7

Execute: "CADOCUMER1bradiLOCALS~13 TempinswaiC tmplupdate-vms-key exe" CADOCU

Extract: CDOCUME1 bradiLOCALS~ 1) TempinswdC tmpiChSetup.exe, ., 100%
Execute: "CADOCUMER1bradiL OCALS~14 Tempinswai tmplChSetup,exe” [Q JCRY...
Extract: CDOCUME~1 bradiLOCALS~ 1) TempinswdC tmpiupdate-vms-key. exe... 1.,
Extract: CADOCUME~14bre — —

ey . Sk
Execute: "C:'l,DOCUME~1'I.I:M x| e-vms-key. exe” .,

Flease insert your USE key now, ..

Cancel |

Tullsaft Install System w2, 14

= Back. | Iexk = | Cance

Figure 2-20 Install Cypto-Box Key prompt

17. The Found New Hardware Wizard will start.

Select the No, not this time radio button, then click Next to continue.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Wwindows will zearch for curmrent and updated software by
looking on your computer, on the hardware installation CO, or on
the "Windows Update “Web site [with pour permizzion).

Eead our privacy policy

Can ‘Windows connect to Windows Update ta search for
software?

0 Yes, this time only
ez, now and every time | connect a device
% Mo, not this time

Click Mest to continue.

< Back I Mest > I Cancel |

Figure 2-21 Found New Hardware Wizard

18. On the Hardware Installation notice shown in figure 2-22, click the Con-
tinue Anyway button to continue.
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Please wait while the wizard installs the software... % gt
T
CE ] E The zoftware you are installing for thiz hardware:
ﬁ ? £ L
CBUSE Yer 1.3

hasz naot paszed Windows Logo testing to verify its compatibility

with ‘Windows %P, [Tell me why this testing iz important. |

Continuing your i llation of this sof may impair
or destabilize the t operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
paszed Windows Logo testing.

Continue Angway | STOP Installation I

Figure 2-22 Hardware Installation

19. The installation process will continue and, when completed, the screen
shown in figure 2-23 will be displayed. Click the Finish button to exit.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz finished installing the software for,

% CBUSE ¥er 1.3

Click Finish ta close the wizard.

< Back I Finizh I Cance!

Figure 2-23 Hardware Installation Completed screen

20. Click the OK button in the Waiting dialog shown in figure 2-20 to com-
plete the installation and updating of the Crypto-Box Key.
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NOTE

21. After installing and/or updating the key, the installation
shown in figure 2-24. Click the Next and then the Finish
installation wizard.

[ )]

Installation Complete
Setup was completed successfully,

Completed

will complete as
button to exit the

Extract: ParamEdit-COMSXE-5, 1.dlL., 100%
Extract: ParamEdit-COMSXE-5.2.dlL., 100%
Extract: ParamEdit-COMSXE-5.3.dlL., 100%
Extract: ParamEdit-COMSXE-5.4.dl.., 100%
Create folder: C:\Program Files\VipersatiyM3i 3, 0hdatal DeviceRedundancy

Execute: "Ci\Program Files\YipersatiWM3i3, 0biniWOS.ini" -status +install +account v...
CQutput Folder: C:iDocuments and Settingsirremillong, FREMONT Start Menu\Pragram, ..
Create shorkcut: C:\Documents and Settingsirremillong, FREMONT)Skart MenuiProgra. ..
Create shorkcut: C:\Documents and Settingsirremillong, FREMONT)Start MenuiProgra. ..
Create shorkcut: C:\Documents and Settingsirremillong, FREMONT)Start MenuiProgra. ..

Created uninstaller: C:iProgram Files\Wipersativisi3, Oluninstall exe
Completed

Figure 2-24 Installation Complete dialog

Note: If this is a standalone on a workgroup server, or an upgrade installation,

move on to the section “Verifying Successful Server |
page 2-27.

If this is an installation on a new or completely rebuilt

nstallation” on

Domain Controller,

continue with the following section, “Setting Com Security for VMS”.
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Setting Com Security for VMS

1. From the Windows Start menu, select Settings and open up the Control
Panel, as shown in figure 2-25 below.

£~ Control Panel o [=] ES
Ele  Edit iew Favortes Tooks Help | 3
ek - € - (¥ | ) search Folders | & (3 X ) | Baf

addvess |3 Control Pancl >
Hame = [ Comments | =
&, Accessibility Options Adjust your comput. ..

FE add Hardware Installs and trouble...

L5Add or Remove Programs  Install or removs pr...
administrative Tools

& sutomatic Updates Set up Windows o ...
" Broadcom Control Sulte 2 Broadeom Advance...
' Date and Time Set the date, time, ...
@ Display Change the appear...
(%) Folder Options Custamize the displ. ..
[EAFonts add, change, and ...

&= Game Controllers add, remove, and c...
] Internet Options Configure your Inte...
ZmKeyboard Customize your key...
Tt Licensing Changes licensing o...
Ty Mauss Custarmize your mo...

A& network Connections Connects to other c...

E,Phone and Modem Options  Configure your tele. ..
0 Portable Media Devices View the portable m...
“%3Power Options Configure energy-s...
2yPrinters and Faxes Shows installed prin. .

Figure 2-25 Control Panel

2. Select Administrative Tools and then Component Services, as shown in
figure 2-26.

O Back = (J ~ ? | 7 ) Search Folders =T x n | El -

Address I-h, Administrative Tools

Mame = | Size | Type | Date Modified | Attributes |
ﬁnctive Directory Domains and ... 1KE  Shortcut 11292008 10:53 AM A
@Active Directory Sites and Ser... 1KE  Shortcut 11292008 10:53 AM A
@Active Directory Users and Co... 1KE  Shortcut 11292008 10:53 AM A
@Certification Authority 2KB Shortcut 5/2/2005 5:00 PM A
E_';T-! Cluster Administrator 2KB Shortcut 8/30/2007 9:39 AM A
@Component Services *— 2KB Shortcut 5/2/2005 4:57 PM A
@Computer Management 2KB Shortcut 2512008 2:12 PM A
Ei Configure Your Server Wizard ZKE Shorkout 1/28/2008 11:42 A A
Data Sources (ODBC) 2KB Shortcut 5/2/2005 5:00 PM A
EE Distributed File System 2KB Shortcut 5/2/2005 5:00 PM A
E?J.|DNS ZKE Shorkout 1/29(2008 10:52 AM &
Eﬂ Domain Controller Security Pal,.. 1KE  Shortcut 11292008 10:53 AM A

1 Minrnain Sacovibe Dalice 1 k¥R Shorkrik 11202002 1N 53 Ak h

Figure 2-26 Administrative Tools

3. Expand the Component Services tree until “My Computer” appears, and
select Properties, as shown in figure 2-27.
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Component Services

ndow  Help

[ Console Raot I
E@ Component Services D Q Q

=0 Computers COM+  DCOMcCorfig  Distbuted  Runring
ot Transacti... Processes

Refresh all components

Wiew 3
@ Active Direckory Us  New Window from Here
Event Viewer (Loca

@ Services {Lacal) Properties *—-———.

Help

Figure 2-27 Component Services, My Computer Menu

4. Select the COM Security tab, then the Edit Limits button under Launch
and Activation Permissions, as shown below in figure 2-28.

My Computer Properties ﬂ E
General I Options I Default Properties |
DefaukProtocols | MSDTC COM Secuity

~ Acocess Pemmissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

Edit Lirnits...

i~ Launch and Activation Permissions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

—_. Edit Limits... Edit Default...

QK | Cancel | Apply |

Figure 2-28 Com Security, Edit Limits

5. In the Launch Permissions window, select Add as shown in figure 2-29.
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Launch Permission HE
Security Limits |

Group of user names:
ﬁ Digtributed COM Users [VIPER-BACKA\Distributed COM Usﬂ
@ Diamain Adming [WIPER-RACKAD omain Adming)

ﬁ Everyone
ﬁ venhomraom [venomroom{&hiper-Hack. com)

| | »

_. Add... | Remove |

Permizzions for Administrators Allow Deny

Local Launch
Remate Launch
Local Activation

EEEE
ooono

Remate Activation

oK I Cancel

Figure 2-29 Launch Permissions

6. Ensure the Location is the domain, then type “VMS” in the object box and
select Check Names. If the location was correct you should see the result
shown in figure 2-30.

Select Users, Computers, or Groups ﬂ E

Select thiz object type:

IUsers, Groups, or Built-in security principals Object Types... |

Erom this location:

IViper-H ack.com *— Locations... |

Enter the object names to select [examples):

WS [Wh4S Eiper-B ack. com *_ LCheck Mames I

Advanced... | QK | Cancel |

pA

Figure 2-30 Select Users

7. Click on OK. This will return you to the Launch Permissions window with
the new user highlighted. Check Allow on any boxes that are blank as shown
in figure 2-31, then click the OK button.
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Launch Permission EHE
Security Limits |

Group or uzer names:
!ﬁ Domain Adming [VIPER-BACKAD omain Adminz) ;I

!ﬁ Everyone

ﬂ wenomroom [venomroom(@iper-Fack. com)
€ WMS (VM5 @Viper-Rack. com]

| | B
Add... | Bemove |
Permizzions for YMS Allow Deny
Local Launch a

Remote Launch —_
Local Activation —_
—

Remate Activation

a
a
O

oK I Cancel |

Figure 2-31 Launch Permissions with New User

This concludes setting the Component Securities on the Domain Controller.
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Verifying Successful Server Installation

Successful Server Installation

1. Open the Services window on the server by selecting Services from the
Start>Administrative Tools menu.

a Manage Your Server

Command Prompt

./ windows Explorer
=4
Event Yiewer
@ Component Services

'C;;v Remote Desktop
) Connection

A Microsaft Yisual Studio \MET

2003
&

]

ﬁl\‘ Mokepad
\J Calculator

| S Bitive Directory Users and
< Computers

Connection Manager

Al Brograms  »

adminisirator

32 My Computer

B’ Control Panel

(\é Prirkers and Faxes

3

9) Help and Suppart
l") Search

1) Run...

':‘ﬂ ‘Windows Security

Log Off @ Shut Down

.Id_-"Start (& @ Faexsr B @Viper\u‘iew

Figure 2-32 Services, Administrative Tools menu

'e'@ Active Directory Domains and Trusts
M Active Directory Sites and Services
@ Active Directory Users and Computers
@ Certification Authority

@ Component Services

Cluster Administratar

@ Computer Managemenk

4 Configure Your Server Wizard
Data Sources (ODBC)
.-E Distributed File System

*
=
L

A& ons
i

Ja

Domain Controller Security Policy

Diomain Security Policy

Event Yiewer

Internet Information Services (I15) Manager
Licensing

Manage Your Server

Microsoft .WET Framework 1.1 Configuration
Microsoft \MET Framewark 1.1 Wizards
Metwork Load Balancing Manager
Petformance

Remote Deskbops

] 60 B B i £ D e

=) Routing and Remote Access

1@ Terminal Server Licensing

@ Terminal Services Configuration

‘F Terminal Services Manager

2. Select Vipersat Management System from the Services list as shown in

figure 2-33, then click on Start the service.

This will start the VOS (Vipersat Operating System).
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2-28

=10l x|

File  Action Yiew Help
= |EEFER @B > = 1 =
@ Services (Local) Services (Local)

Vipersat Management System Mame | Description | status | 4]
W‘I’ask Scheduler Enables a...  Started

Start the service S TCP/IP NetBIOS He... Praovidess... Started
%Telephony Provides T...
%Telnet Enables ar...
%Terminal Services Allows user...  Started
%Terminal Services 5. Enablesa ...
%Themes Provides u...

%Uninterruptible Pow... Manages a...
'_. %Vipersat Manageme. ..

%Virtual Disk. Service Provides s...

%VNC Server Version 4 Started
%Volume Shadow Copy  Manages a... J
%Webclient Enables 'Wi...

%Windows Audio Manages a...  Started

%Windows CardSpace  Securely ...

WdimAdmiim Sivm-llT Flem s
4

Figure 2-33 Vipersat Management System Service

il

Extended 4 Standard /

3. From the Program File directory, find VMS 3.x and click the Connection
Manager. Accept “localhost” and click on the OK button in the Connect To
dialog. The Viperview window will appear, as shown in figure 2-34.

& viperview 10l =|
; y | —
@ FBRADFORD Tree Yiew | = — | List View IT-
T —— e
= FERADFORD Event L
P& Everlt Log ventLog

&) Network Manager
5] ©ut of Band Manager 9 Hetwark Manager
4 Subnet Manager

s
/‘Cf Bandwidth Manager L] &InBand Manager
AL Snmp Modem Manager

o
< Vipersat Manager : ”Out of Band Manager

1

= ':, _,!Subnet Manager

NBandwidth Manager
ﬁSnmp Modem Manager
;Q Vipersat Manager

JLocaI Status: Active | Remote Status: Disconnected

Figure 2-34 Successful Installation, ViperView
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This completes the VMS server installation procedure.

e For VMS Standalone Server configurations, proceed to Chapter 3, “VMS
Configuration”, to configure the VMS database for the satellite network.

Note: If this is an upgrade, the network database will already exist and
configuration is not required.

e For VMS Redundancy Server configurations, proceed to Appendix C,
“Redundancy”, for instructions on configuring redundant servers.
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VMS Client Installation

NOTE

NOTE

NOTE

2-30

The Vipersat Management System client software should be installed on a high-
performance, industry-standard workstation computer running Microsoft
Windows XP Professional with SP2. For specifications for the minimum recom-
mended VMS platform configuration, please refer to the VMS Release Notes for
the version of software that will be installed.

Note: To view the Global Map application, it is necessary to have a video
graphics card that supports a minimum of 256 MB of videag memory and
supports Pixel Shader Model 2.0 - 3.0 (reference NVIDIA™ Graphics
Card family, 7000 series or equivalent).

Dual monitors are recommended for greater viewing of multiple
windows.

The VMS client software is installed using the same installation disk used for
server installation. The Installation Wizard will prompt the user for Full Install,
Server Install, or Client Install. Selection of the Client will only install the
necessary files without prompting for USB key and password. This type of
installation only installs the Client component, and is used to install the VMS
client on a workstation that will be used to connect remotely to servers on the
same LAN that are running the VMS. This installation type does not require a
USB key to operate VMS.

Note: The installation does not require the USB Key as there are no services
running on the client workstation. This machine will require network
connections and proper security configurations to connect to the active
VMS sever.

Note: The install must be done from an account with Administrator Privileges.

For VMS Client installation, follow the same procedure used for Server installa-
tion provided in the section “VMS Server Installation” on page 2-14. In step 4.,
select the radial button Client Install, as shown below in figure 2-35.

VMS User Guide



VMS Client Installation

P
L5

Installation Type P
Select the type of installation wou would like to perform, { @ 7

3 Full Tnstall
This inskalls both the clienk & server. This requires a IUSE kew to operate. This
allaws this machine to connect and be connected, localy and remately.

() Server Inskall

This installs anly the server. This requires a USE key to operate. This allows
this machine to be connecked to remotely.

=) Client Install

This installs only the client. This does not require a USB key. This allows this
machine to conneck remotely to other machines.

[ < Back ][ Mext = ] [ Cancel

Figure 2-35 Client Install

Once the installation wizard is finished, return to continue with the following
section.

Creating Client Accounts

It is necessary to configure the appropriate security settings for the Client work-
station to gain network access privileges to the VMS server.

If this is a client for a standalone VMS, an account must be created on the VMS
server for the client to log into. The VMS account must also be added to the
Client machine.

If this is a client for a redundant VMS, perform the following steps to create an
account on the Primary VMS Domain Controller and set COM Security.

1. Open up Adminsitrative Tools and select Active Directory Users and
Computers, as shown in figure 2-36 below.
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2-32

Adminisirator

ﬂ Manage Your Server

Command Prompt

A Windows Explorer

@

Event Yiewer
Component Services
~ | Remote Desktop
Connection
@ Services key.reg

-
3! My Computer

D’ Control Panel

Fl\t Admini

% Printers and Faxes

e
9) Help and Support

p Search

=7 Run..

:ﬂ Windows Security

e’@ Active Directory Domains and Trusts
@ Active Directory Sites and Services
@ Active Directory Users and Computers
@ Certification Authority

| Cluster Administrator

@ Component Services
g Computer Managemenk

"i Configure Your Server \Wizard
Data Sources (ODBC)

.E Distributed File System
2 s

Figure 2-36 Admistrative Tools menu

2. Expand the Domain name tree, right-click on Users and select New Group
from the drop-down menu, as shown below in figure 2-37.

4% Active Directory Users and Computers

@ File  Action YWiew ‘Window

Help

«=|Ba@msalx

= [ R 2

RiflevQ e

-] Saved Queries

E@ Wiper-Rack.com
[ Builtin

D Computers

(&3] Domain Controllsrs

D ForeignSecurityPrincipals
ey

Delegate Control. ..
Find...

@ Active Directory Users and Computer

Mame

Type Description |

ﬂ Administrator
!ﬁCert Publishers
!ﬁDnsAdmins
!ﬁDnsUpdateProxy
Domain Adrirs
@Domain Computers
@Domain Controllers
]

3 Computer

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User Built-in account for adrmini. ..
Security Group ... Members of this group are. ..
Security Group ... DNS Administrators Group
DNS clients who are permi...
Designated administrators, ..
All workstations and serve...
All domain controllers in th...
All domain quests

All domain users

All Tasks »  Contact i R o adhmi
- B ‘ Security Group ... Designated administrators. .,
Wiew L4 w,., Security Group ... Members in this group can...
) InetOrgPerson
Mew \Window From Here . User Built-in account for guest ...
MSMG Queue Alias ; e
Refresh Prinker aecurlty Group .. IBIS-|thr T Protcfess GEroup
Export List... User , User Bu!lt-!n account For SN0y, ..
hared Folder ser uilt-in account for anorey...
Properties - ——— User Built-in account For anony...
o] ﬂ TWAM_VMS_SECONDARY  User Built-in account For anony...
2 @RAS and IAS Servers Security Group ... Servers in this group can ...
!ﬁSchema Admins Security Group ... Designated administrators, ..
€ ums User

Figure 2-37 Create Group

3. The New Object—Group dialog will open. Under Group Name, enter VMS
Users and ensure that the Group Scope and Group Type are set as shown in

figure 2-38.

Click on the OK button to close the dialog.
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New Object - Group [ %]

@ Create in:  Viper-Rack,.comjlUsers

ErOUp Name:

I VM3 Users| ‘

Group name {pre-wWindows 2000):
I WMS Users

Group scope | Group bype

& Security e

" Distribution

" Domain local

' Global ‘—

£ Universal

[8]4 I Cancel

Figure 2-38 Create Group Dialog

4. Right-click on Users again in the Active Directory window and select New
User. The New Object—User dialog will open (figure 2-39). The user name

can be anything desired and will be used to log onto the server from the

client machine.

New Object - User [ %]

g Create in.  Viper-Rack. com/Users

First name: WS Initials: I
Last name: IEIienﬂ
Full name: IVMS Client

User logon name:
IVMS Cliert I @iper-Rack.com j

Uzer logon name [pre-windows 2000]:
IVPEHHAEK\ IVMSEhm

< Back I Mest » I Cancel

Figure 2-39 Create User Dialog

5. Click Next and the User Password dialog will open, as shown in figure 2-40.

Create and confirm a password and set the properties as indicated.
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g Create in.  Viper-Rack. com/Users

Password: Ioooooooo ‘_
LConfirm pazsword: quuu ‘_

™ User must change password at nest logon

V¥ User cannat change password ‘—

™ Account is disabled

< Back I Mest » I Cancel |

Figure 2-40 Setting the User Password

6. Move the new user to the VMS users group. Do this by right-clicking on the
user that was just created and opening the Client Properties page shown
below in figure 2-41. Open the Member Of tab.

¥MS Client Properties EHE
Remate control I Terminal Services Profile I COM+
General | Address I Account I Frafile I Telephones I Organization
Member D\ | Dialin I Environment I Sessions
Member of:
Mame | Active Directory Folder |
Domain Uzers Viper-Rack.com/Jsers

Eemove |

Frimary group: Domain Uzers

it B (e There iz no negd to chgnge Frimary group u_nless
_—HI you have Macintozh clients or POS[=-compliant

applications.

QK | Cancel | Apply

Figure 2-41 Client Properties
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7. Click the Add button. The Select Group dialog will open, as shown in
figure 2-42. Ensure that the location is the domain, then enter VMS Users as
the object name and click Check Names to verify.

Click OK to close the dialog.

Select Group EHE

Select thiz object type:

IGroup or Built-in zecurity principal Object Types... |

Erom this location:

IViper-H ack.com +— Locations... |

Enter the object name to select [examples):

RS Uzers ‘__ LCheck Mames I

Advanced... | QK | Cancel |

A

Figure 2-42 Select Group Dialog

8. Close the Active Directory window.

9. Open up Adminsitrative Tools and select Component Services to open the
Component Services window, as shown below in figure 2-43.

10. Expand the Component Services tree and right-click on My Computer,
then select Properties from the drop-down menu.

i Component Services

File  Action Yiew ‘Window Help
¢ = @@ X & 2|2 6m| [

D Console Rook

E@ Component Services
ED Camputers

E
O O @&© o

COM+ DCOM Config  Distributed Running

Eg Transacti... Processes
&[] COM4,  StapMSDTC
D DCOM G Refresh all components
B[] Distribu
D Running  Wigw 3

@ Active Direckory Us  New Window from Here
@ Event Viewer (Loca

Services {Lacal) Properties *—-—___

Help

Figure 2-43 My Computer Properties

-

11. In the My Computer Properties window, open the COM Security tab as
shown in figure 2-44. Under Launch and Activation Permissions, click on
the Edit Limits button.
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My Computer Properties
General I Options I Default Properties
DefaukProtocols | MSDTC COM Secuity

~ Acocess Pemmissions

“r'ou may edit who iz allowed default access to applications. Y'ou may
alzo et limitz on applications that determine their own permissions.

Edit Lirnits...

i~ Launch and Activation Permissions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

—_. Edit Limits... Edit Default...

QK | Cancel | Apply

Figure 2-44 Edit Limits

12. From the Launch Permission dialog, click on the Add button.

Enter VMS Users in the Select Users, Computers, or Groups dialog to
add the group to the launch permissions.

Check all of the Allow boxes for VMS Users, as shown in figure 2-45.
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Launch Permission EHE
Security Limits |

Group or user names:

!ﬁ Domain Adming [VIPER-BACKAD omain Adminz) ;I
!ﬁ Everyone

€ WMS [WMS@Viper-Rack.com)

Permizzions for WS Users Allow Deny

Local Launch O
Remote Launch —_ O
Local Activation - O

—» a

Remate Activation

oK I Cancel

Figure 2-45 Launch Permissions

13. Click on the OK button to launch the selected permissions and close the
dialog.

Verifying Successful Client Installation

After installation, verify that the VMS Client installation was successful by
running the program. The VMS Server must be running VOS.

1. From the Program File directory, find VMS 3.x and click the Connection
Manager.

2. At the connection prompt in the Connect dialog, enter the IP address of the
VMS Server and click on the OK button (figure 2-46).

x
Select server to connect to oK I
locathos] -

J Cancel |

Figure 2-46 Connect dialog
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3. The ViperView window will appear, as shown in figure 2-47.

"‘E Yiper¥iew =10l x|
@ @ O O FERADFORD @ Tree Wiew |~ — | List View |T,
— - ==d
= FERADFORD Event L
P& Everlt Log ventLog

) MNebwork Manager
-54] Out of Band Manager 9 Metwark Manager
g Subnet Manager ~

- Bandwidth Manager \] &InBand Manager
408 Snmp Modem Manager

H . 4
LA Wipersak Manager : ”Out of Band Manager

= ':, ;!Subnet Manager

NBandwidth Manager
ﬁSnmp Modem Manager
;Q Vipersat Manager

JLocaI Status: Active | Remote Status: Disconnected

Figure 2-47 ViperView window, VMS Client

ViperGlobe Install

ViperGlobe is a small separate installation and is installed only on a VMS
Client workstation that has the necessary supporting video graphic hardware.
Located on the VMS install disk, VMS 3.6.x.xxx Globe View Setup will install
in the same directory as the VMS Client.

Double-click on the Setup file to install the application.

i Vipersat Network Globe Setup: Completed

Completed

Show details

o=

Figure 2-48 Vipersat Network Globe Setup
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Verifying ViperGlobe Installation

After installation, and with all Client connections established to the VMS
server, launch ViperGlobe:

1. From the Program File directory, find VMS 3.x and click the Vipersat
Network Globe shortcut.

2. At the connection prompt, enter the [P address of the Active VMS server and
click on the OK button in the Connect To dialog.

3. The Vipersat Map View window will appear, as shown in figure 2-49.

Note that this Vipersat Map View example shows an existing Vipersat net-
work that has already been configured.

Figure 2-49 Vipersat Map View window
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VNO Install

VNO Overview

Comtech EF Data - Vipersat Network Products Group VNO solution provides
an interface into a defined subset of the actual network managed by VMS. This
is exposed as a Web Services SOAP interface provided by the VNO-WS.exe
service. The VNO web service supports both non-redundant stand-alone and
redundant VMS deployments.

With redundant VMS servers, figure 2-50 depicts the VNO-WS.exe installed on
a separate Windows workstation running the same service providing active
awareness between the VMS Servers. It is recommended that this separate
workstation be the same workstation running ViperView (Client PC worksta-
tion).

The VNO-WS service accepts requests from the VNO Web application running
on an IIS server. Requests and responses transmitted between the web applica-
tion on the IIS server and VNO-WS web service uses SOAP over HTTP proto-
col. The SOAP request is translated into an RPC call into VOS and the response
is returned to the web application, which usually transforms into HTML and
sends the HTML back to a web browser where a VNO user interface is
presented to the VNO user.

The Viperview client communicates directly with VOS using DCOM/RPC
protocols. Viperview is used by the Central Network Operator for administra-
tive functions, such as creating VNO networks, and other resources in the
network. Refer to the VNO User Guide for details.

Viperview
1IS Server Client PC
VNO Web (Viperview._exe) VMS Server VMS Server
Prlmaalr).r Sel:l]ndaalr).r
Web Application (Vno.ui.dIl) (VOS exe) NOS exe)
Browser (InetpubiVno'* aspx) (VNO-WS exe)

-1 - 11 11

Ethemnet LAN

Figure 2-50 VNO Deployment with Redundant VMS Servers
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Installation Procedure

The VNO installation process consists of installing software, highlighted in
yellow sections in figure 2-50, on the IIS Server and the Client PC. Although
the VNO_WS Server can run on the VMS server, it is recommended that it be
installed only on the client PC running Viperview.

1. If running, terminate the Viperview.exe and VConMgr.exe applications on
the server. Use the Task Manager to end the applications and processes.

2. Execute the VMS 3.6.x.xxx SOAP Proxy setup.exe application. This will
install VNO-WS.exe and VNO.ui.dll in the default Vipersat\VMS\3.0\bin
directory.

3. As shown in figure 2-51, the Installer will present a dialog requesting VNO
configuration parameters.

* VNO Host IP

This parameter is the IP address for the network interface that the VNO
web service will use for TCP/IP communications with VNO client
applications. A value of 0.0.0.0 will use all network interfaces on the
server. This is the recommended setting unless a specific network
interface is required.

¢ VNO Host Port

This parameter specifies the TCP port used by VNO-WS. The default port
is decimal 8080. Any available port can be specified provided that the
client applications send their request to this port.

¢ Basic User Authentication

This check box indicates whether the Basic User Authentication is enabled
or not. If enabled, each client request contains a user name and password
in the HTTP header. The VNO.admin.exe utility is used to configure the
user database and privilege levels. This utility is located in the VMS-
installed directory Vipersat\VMS\3.0\bin.

e VMS Server IP

This parameter specifies the IP address(es) of the VMS server(s). In a
standalone VMS configuration, enter the one VMS server IP addresses. In
a redundant VMS configuration, up to nine addresses can be entered (e.g.,
for all VMS servers in the same redundancy group).
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=
=
EF DATA BEERIN.

VMO Hosk

P 0000 Fort | 8080 IV Basic User Authentication
VM5 Server IP

| 127.0,0.1 [ [

| | |

Cancel Install

Figure 2-51 VNO-WS Installer

4. Refresh the Service Control Manager and verify that the VMS VNO WS ser-
vices entry is displayed in the list of services.

5. Start the VMS VNO service. A single beep will indicate that the service
started. Verify that the status has changed to Running. The vno-ws-log.txt

log file in the Vipersat\VMS\3.0\Data directory will also show if the service
started.

2-42 VMS User Guide



VMS CONFIGURATION

General

Note: For a Redundant VMS Server configuration, perform the VMS configura-
NOTE tion procedure on the Active server only. When completed, perform a
server synchronization to synchronize the server databases.

Before proceeding with configuring the network using VMS, the following
network information should be available, for reference.

¢ A list of all equipment used in the network, broken down by site.
¢ A schematic or other documentation of the network’s topology.
* A Physical site map where each piece of equipment is located.

e [P addresses assigned to all network hardware.

¢ Documentation assigning IP address numbers and subnet masks to each
site in the network, the multicast address(s) to be used, and the IP address
of the VMS server’s connection to the network.

¢ The functions each piece of equipment is to perform in the network (Hub,
Remote, Expansion unit, etc.) and the equipment type (CDM-570/570L,
CDD-564/564L, CDM-600L, SLM-5650A, ROSS, etc.).

¢ All frequencies and frequency allocations to be used by each site and each
piece of equipment, and available pool frequencies.

* Types of traffic expected to be handled by each site and corresponding
bandwidth allocations to accommodate the expected traffic volume and

type.
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3-2

NOTE

* A list of the VMS licensing options that have been purchased. Details can
be found on the Purchase Order, or a Vipersat representative can provide
detailed information on licensing options and pricing for the VMS-
managed network.

* A list of network modem equipment and the FAST features associated
with each. This information can be obtained either via Telnet from the
Main>Administration>Feature Configuration screen, or with Vload and the
use of the Parameter Editor (Features tab).

The following sections describe configuring the VMS to the network topology,
traffic type, and bandwidth requirements for the network. This information can
then be compared to the physical network configuration displayed by the VMS,
once it has completed its network analysis and displays the results, as shown in
the sample network in figure 3-1.

@

@ @ (‘ O Ca-BKNETEL r’é} Tree Wiew (& d Demo |- — | List ¥iew ?
. s Py AN

= Ca-BKNETEL Operator
™ Event Lag 85 il ] not specified

=82 Network Manager
D s 8y e
w5 Intelsat 903 o
=% HUE RO Customer 1
B Hus
+- @ty HUE
=) P** Customer 1
gy B3 PRI stamer 3
=g R2

SRV Cskamer 2

=™ Customer 2
+g% RS
+ g% R7
*g% RE
=™ Customer 3
*o% RE
+ g% RIO
*g% RI
] out of Band Manager
-4y Subnet Manager
=4 Bandwidth Manager
+- 5 Intelsat 903
&% Snmp Modem Manager
5 Redundancy Manager
=% Vipersat Manager
+- iz Network 10

Figure 3-1 Sample Network Configuration

By comparing the planned network configuration with the actual network
configuration, any missing nodes or potential trouble spots can be quickly iden-
tified. The tools described in this chapter can then be used to modify and opti-
mize the network’s configuration and operation.

Note: An Out-of-Band network is displayed in the same manner as other
elements in the network.
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Hardware Configuration

Note: For VMS compatibility, see the product Release Notes for specific
NOTE versions of each modem supported.

Once all of the needed information is obtained, configuration can begin. Before
making the physical installation of hardware into a network, each modem/router
must be pre-configured using either Telnet (CLI) or HTTP. Refer to the modem/
router’s documentation for details.

Comtech EF Data ships all modem/routers with FAST Codes pre-configured.
The modem/routers are always configured at the factory as type Remote, with
the Default Gateway pointed toward the Satellite, and with STDMA disabled.

At this point, VMS cannot discover the node. The operator can either use Telnet
(CLI) or HTTP to set up these parameters as shown in the example CDM-570/
570L CLI interface shown in figure 3-2, or flash a configuration file using
VLoad.

As a minimum, the following items in the modem/router will have to be config-
ured before it will be able to communicate with the VMS following installation
in the network:

¢ Network ID
¢ Receive Multicast Address

* Managing IP address is set through reception of VMS announcement
multicast message that is sent continuously on timed intervals.

] Telnet 10.1.0.16 -|o| x|

Vipersat Configuration

TDMA:Modecssasa s s ue R R R e R SR RR R
utomatic Switching
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ynamic Power Control Config.......c.iiininiininccacacaacacnacacnacncnamnmnnnns
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Figure 3-2 CDM-570/570L Telnet Vipersat Configuration
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Once the modem/routers have the minumum required configuration and an
installer successfully points the antenna at the satellite and establishes a receive
link, the operator at the Hub site can push frequencies, bit rates, and FEC code
rates to the units at remote sites using the VMS. The frequencies can be
anywhere in the customer’s frequency pool, allowing a thin-route SCPC
connection to be established with the satellite network’s modems.

For example, once communication is established, the Hub operator can set up
the unit for STDMA using the instructions found in each modem manual. After
a reset, the unit will come back online operating in STDMA mode with the
desired configuration.

Once communication is established between VMS and all network devices, the
network is ready to be configured.

VMS User Guide



VMS Network Configuration

VMS Network Configuration

This procedure assumes that the user is experienced with the VMS or has
attended the System Operator training course, and gives summary instructions
for configuring an installed VMS. If difficulties are experienced during configu-
ration, contact Comtech EF Data’s Vipersat CTAC for assistance.

Once VMS is installed and started up, the VMS immediately starts gathering
and storing information from the units which make up the network.

ViperView window. Be certain that all of the known units in the network
have been discovered before proceeding. It is suggested that, once it has
been verified that all known devices are present in the VMS database, a
VMS backup be performed.Then, in the event that difficulties are
encountered, the database can be restored to this point.

Q Tip: Watch the devices as they are discovered by the VMS, as viewed in the

VMS Initial Setup Procedure

This procedure must be executed in the following order to insure proper setup
and configuration. After file installation and network hardware is in place and
operational, you can assume that most of the equipment is communicating with
the network management system. That is, the VMS has IP access to each unit
either through a LAN or satellite connection.

Configure Server Connection

Start the Vipersat Management System service on the VMS Server and open the
Connection Manager on the VMS Client.

1. On the VMS Server, select Vipersat Management System from Windows
Services and Start the service, if it is not already running.

Starting the service is described in Chapter 2, VMS Installation, in the
section “Verifying Successful Server Installation” on page 2-27.

Note: It is recommended that this service be configured for Automatic
Startup.

2. On the VMS Client, open the Connection Manager, using either the
Desktop shortcut, or from the path Start > Programs > VMS > Connection
Manager.

Although the Connection Manager can be opened on the VMS Server, it is
NOT RECOMMENDED to run ViperView on the same machine as the
VOS.
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3. The Connection Manager will prompt for the server with which to connect
(figure 3-3). Enter the IP address of the active VMS Server and click the

OK button.
x
Select server to connect to oK I
I j Cancel |

Figure 3-3 Connect dialog

The ViperView window will open.

Activate the Server Processes

In ViperView, right-click on the Server icon on the top menu bar and select
Activate from the drop-down menu (figure 3-4) to manually initialize the VMS
Server processes.

% ViperView E]@
e 0 @ e CA-BKMEYEL f@ Tree View I'_-__— Lisk Wiew 6
. || =

B CA-GKNEYEBL Cpen i ~
- b EvBBIGg &Event Log ]
-4 Metwork Manager Backup )|
bﬂ Out of Band Manager Restore Q Metwiork Manager F |

=) gy Subnet Manager
gty 172.17.0.0/17
#-g#ty 172.17.128.0j26|  Licensing

Activate b
% { &InBand Manager

i
gty 172.17.129.0/26 — : ”Out of Band Manager
ety 172.17.130.0/26 o :
®-oify Remote 4 - 172.17.131.0 (o] | S subret Manager _ v

Local Status: Standby| Remote Status: 00

Figure 3-4 Server Processes, Manual Activation

The windows task bar will pop-up a text bubble indicating activation.

j‘) ¥MS Server Status Change
Local server activated,

Figure 3-5 Activated Server Notification
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Configure Auto Activate

1. Right-click on the Server icon and select Properties from the drop-down
menu.

2. In the General tab, check the box for Auto Activate as shown in figure 3-6.
This will automatically activate the server processes the next time the VOS
service is started.

__ CA-6KNBYB1

General | Traps

Server Statuz
Up Time: 0 daysz, 0 hours, 4 minutes, 50 seconds
Wersion: 3.5.3.938

Serial: {3DCBFCAZ-500F-1103-B0FF-001054202838}

Fedundancy
Local Status: Bictivel

[JEnabled || &uto Activate

Redundant Servers Pricrity
Address 1
Retry Delay
Tsec
Retry Count
5
Failover Time
[ Add ] [ M adify ] [ Hemove] 10zec

Figure 3-6 Server Properties, Auto Activate

Configure Addresses and Assign ID

1. Right click on Vipersat Manager from the ViperView tree view list and
select Properties. The Vipersat Manager window will open.

2. Select the General tab shown in figure 3-7, and make sure that the
Management Multicast Address of the VMS matches the Receive Multi-
cast Address for each modem in the network that is controlled by this VMS.
This address is used to propagate managing multi-command messages from
the VMS to all receiving IP network modems.
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¥ Vipersat Manager @

General | Timeouts | Registration

IP Setup
Management Multicast Address

| .1 oz 4
Local ¥MS Address
192 . 168 . 150 . 188
Base Port TOS Yalue
oo o]
Guardband
35%:
Streamload Datarates
Tx | 512Kbps R | 32Kbps

D Force Multicast Port Restart
Legacy Broadcast Mode

[ O ] [ Cancel ]

Figure 3-7 Vipersat Manager, General tab

3. The Local VMS Address will default to 0.0.0.0 on new installations and
must be changed to reflect the IP address of the NIC that connects the VMS
server to the Vipersat Hub LAN. This address configuration is necessary
because of multiple LAN ports on the server.

4. The Base Port sets the starting IP port addressing for all VMS messages.
Changing this address base will affect the entire network requiring configu-
ration changes to all modems. Leave this setting at default C000 to avoid
unnecessary configuration changes. This setting is ONLY necessary if net-
work port addressing is in contention.

5. The TOS (Type Of Service) Value provides prioritization of VMS messages
in cases where the forwarding router is congested or overloaded. The value
typically is set to Class Selector 6 or “192” for priority queuing to allow
management/singling messages the highest passage level.

6. The Guardband is the center carrier-to-carrier frequency slot allocation set-
ting. The default setting of 35% will place carriers within the bandwidth
pools at 1.35 times the carrier symbol rate. Contact your satellite service pro-
vider for proper setting of carrier spacing.

7. The Streamload Data Rate values determine the amount of bandwidth
required to GET and PUT modem configuration files. Set the rates not to
exceeded the network transmission bandwidths, forward and return channel
rates. These values are typically set low as the file transferred is small and
requires little overhead. Default settings are usually acceptable.
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8. The Force Multicast Port Restart check box provides the option to reset
the port used by the VMS server for multicast transmissions. This action is
recommended whenever the Local VMS Address or base port setting is
changed, especially for servers that have multiple NICs.

Activate the check box, then click on the Apply button to execute the restart.

9. The Legacy Broadcast Mode check box provides support for the previous
method of sending the active management IP address message using an
acknowledged multi-command packet. This message updates the Managing
IP Address field in all listening modems set to receive the management
multicast message. The message interval is defaulted to send an update every
15 seconds. See Timeouts tab for timer interval setting.

If all modems are running CDM-570/570L, CDD-564/564L—v1.5.4, SLM-
5650A—v1.3.2 or greater, uncheck this box to use the unsolicited message

type.

10. Select the Timeouts tab shown in figure 3-8. The default timer settings are
adjustable to accomodate communications that require additional time
because of network congestion.

4 Vipersat Manager

General | Timeouts | Reqistration

Heartheat

Interval Timeouk Debounce
2.5sec| 10.25sec | |10

Comrmunications
Retry Timeout  Retry Count

Seec 3
Announcement Period
15sec

Failure Threshold
3

[ QK H Cancel ]

Figure 3-8 Vipersat Manager, Timeouts tab

11. The Heartbeat timer values sets the Interval, Timeout and Debounce of
hub device redundancy messaging. The Interval of 2.5 seconds updates the
modem to send it’s heartbeat message to the VMS at set rate. The Timeout
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3-10

is how long the VMS will wait before determining communications failure
commanding a device redundancy switchover. The Debounce is a message
count on how long the VMS will receive messages sent from the modem
with alarm information set. This value is important to reduce the possible
spurious alarm redundancy triggers.

12. The Communications timer values set timeouts for command messages.

The Retry Timeout is the wait between messages which works in conjunc-
tion with Retry Count. The default setting with a count of 3 and a timeout of
5 seconds would set the message failure at a total timeout of 15 seconds with
3 attempts to command the modem.

If communication latencies are greater than default settings (command
communication failures), increase the Retry Timeout value.

13. The Announcement Period is a the interval at which VMS will multicast

its management [P address to all listening modems within the network. This
ensures, for example, that remotes that are not online during a redundancy
switch will pick up the new managing address when they come back online.

The default value (15 sec) enables the VMS to send the update message on a
15 second interval to establish the current managing address in all modems
set to receive the message.

14. The Failure Threshold parameter specifies the number of consecutive

attempts that the VMS will make for a single remote unit to switch using an
available demodulator before that demodulator is made unavailable.

15. Select the Registration tab shown in figure 3-9 and click the Add button to

add the Network ID number (any number between 1 — 255) that will iden-
tify this network. This number must match the Network ID established in the
modems for this network.
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&
General | Timeouts | Redistration

Mebwork ID's

Modify

Network 1D () Monitor Cnky
il (%) Monitor & Control

[ [o]4 ][ Cancel ]

[ OF ][ Cancel ][ Apply ]

Figure 3-9 Vipersat Manager, Registration tab

16. Select the Monitor & Control radio button if this network is to be man-
aged by this VMS, otherwise select Monitor Only.

17. Click the OK button to save these settings for the Vipersat Manager Proper-
ties.

VMS Network Build Procedure

Subnet Manager Configuration

Most of the work here will be done by VMS. The operator needs to verify that
each subnet has all of the expected elements populated in the subnet.

Once all the management addresses are correct and communicating, the Subnet
Manager will start to populate with VMS controlled modem IP subnets. If some
or all units are not populating, the managing VMS address (configured in each

VMS controlled modem during the automatic registration) may not correct.

After the subnet list population is complete, the VMS stores all listed subnets,
any reference to nodes within each subnet, and in-band configurations in the
VMS database.

Note: All VMS controlled modems that have IP communications with the VMS
will have their subnet address added to the VMS database.
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NOTE

Setting the Alarm Masks

Network alarms must be set to insure an alarm alerts the operator to an actual
problem. If there are spurious alarms, or alarms which have no operational
meaning the operator will become desensitized and critical network failures can
be missed. This section addresses masking alarms that represent normal
network conditions. VMS allows the masking of these nuisance alarms. Do not
skip this step if you want your operators to manage the network pro-actively and
respond quickly to alarms.

In a Vipersat network, there are burst controllers that are locking and unlocking
multiple times per second, and expansion units whose normal parked or quies-
cent state is to be unlocked. Perform the following procedure for all network
units that function as either a Burst Controller or an Expansion unit.

Note: On SLM-5650A modems, masking is pre-configured when set to Hub
and Selective TDMA is enabled.

1. From the Tree View, select the unit and open the Properties window as shown
in figure 3-10.

For CDM-570/570L and CDD-56X units, right-click on the unit icon and
select Properties from the drop-down menu.

For SLM-56504 units, right-click on the demodulator icon and select
Properties from the drop-down menu.

2. Select Mask Unlock Alarm, then click on OK.

3. Right-click on the unit’s icon again and select Force Registration to activate
the flag.
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== Hub-51-G1-5W EHE Demodulator HE

General |C0nfigurations| General |

[T Lock Front Panel

w Mask Unlock Alarm

[™ Enable Heartheat

Auto Home State Timeout I~ Burst Controller
‘ ¥ allocatable
v Unlock Alarm Mask.
QOS5 Management _b IV Unlack Alarm Mas
’]_ Enable Rules |

Right click on demodulator

Routes |
Right click on unit

K I Cancel | Apply | Ok I Cancel | Apply
CDM-570/570L, CDD-56X SLM-5650A

Figure 3-10 Mask Unlock Alarm setting

Enabling Auto Home State

A critical feature of Vipersat Networks is the modem Home State. Since the
topology of the network is changing on the fly, it is necessary to ensure that
remote units will recover from a communications outage in a known state. If a
remote loses power, its home state parameters will cause it to boot up into its
burst configuration, awaiting maps from the hub. Knowing this, the VMS can
free up assets (switched demodulators and bandwidth) if it loses communica-
tions with a remote for a settable period of time. This is the Auto Home State
concept.

The recovery cycle is automatic once the operator sets the Auto Home State
parameter in the remote unit.

1. From the VMS Tree View, right-click on each remote data unit (not
expansion units and never any hub units) and open the Properties
window(figure 3-11).

2. Enter a time in minutes for the Auto Home State to take effect, then click
OK.

Caution: A Timeout of no less than 4 minutes is recommended; warning values
less than 4 minutes will create undesirable recovery effects.

o il
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3. Right-click on the unit icon again and select Force Registration.

This will force the parameter set in the modem. VMS will then set the
parameter every time it registers the unit.

== Remote-3-Data HE == 10.1.129.50 nﬁ
General |C0nflguratlons I General |C0nfigurati0ns|

Mame
—— | Remote 2

™ Lock Fronk Panel P Address
[~ Mask Urlack Alarm I m .1 129, 50

[™ Enable Heartbeat
Subniet Mask.

Auto Home State Timeout I 255 . 255 L 285 . 0

4

Auto Home State Timeout (min

Q05 Management 4
I Enable Ru—lesl FIP3 Elocks Per Frame

il

Routes |
™ Heartbeat Enabled

ok I Cancel | Apply | oK | Cancel |
CDM-570/570L SLM-5650A

Figure 3-11 Auto Home State Timeout setting

Bandwidth Manager Configuration

Create Satellite(s)
The first step is to create the satellite for the network with the appropriate oper-
ating frequency information.

1. Right-click on the Bandwidth Manager and select Create Satellite from the
drop-down menu (figure 3-12).

2. Enter the satellite Name and the Center and Translation Frequency set-
tings in the Create Satellite dialog (figure 3-13).

Check with your service provider if unknown. Bandwidth Allocation and
Location entries will be defined later, if necessary.
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&5 ViperView E]@
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EEVEnt Log Hab
[+ \:« Network Manager )
] ot of Band Manager w Metwork Manager
[ gupy Subnet Manager . A
=i Bandy InBand Manager 1
] ,;?’ P k. g
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[ g Redurs .
‘e It OF Band Circult Manager Subnet Manager -
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Figure 3-12 Create Satellite menu command

Create Satellite
General |

Mame

I unnamed

r~Bandwidth Allocation Policy

Optimal Fit Threshald Minimum Fragment Size
IDHz IDHz

i~ RF Characteristic:
Center Frequenc’

Translation Frequenc

| 14.25GHz | 2.3GHz

~Location

Latitude Longitude:
| 000"

| 0:00"

Apply |

o1

Figure 3-13 Create Satellite dialog

Cancel |

3. After a Refresh command, the newly created satellite will appear under
Bandwidth Manager in the ViperView window.

4. Repeat the previous steps to create additional satellites, as required

Create Transponders

The next step is to create transponders in the newly created satellite. Each tran-
sponder is entered with its center frequency and bandwidth.
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1. Right-click on the satellite icon and select Create Transponder from the

drop-down menu (figure 3-14).

2. Enter the transponder Name, Center Frequency, and Bandwidth Span in

the Create Transponder dialog (figure 3-15).

Leave the Pad and Translation Override entries at the default values, if
unknown. The Pad value sets the gain variation between transponders for
automatic switching power calculations. The Translation Override parameter
is used for specific applications and represents a frequency offset for cross-
banded transponders (refer to Appendix A, "VMS Cross Banding" for more

information).
& ViperView E]@
@ Q @ @ - CA-BKNEYE] '-(@ Tree Yiew E List View Q
e —

i+ g:a MNetwork Manager
h:] ©ut of Band Managsr
) ige-s Subnet Manager
= /\7’ Bandwidth Manager
-8 W
= ?;mp open

[ Q Redul  reate Antenna
- CUE T

Create Transponder \, 1 Subnet Manager -
[+« Vipery % -

Delste

y

Metwork IManager

¢

7

InBiand Manager

2

=

Qut of Band Manager

&

Bandwidth Manager

I X

Properties

Crram Madarm Mansnoe

Local Status: Active Remote Status: 0/0

Figure 3-14 Create Transponder menu command

Create Transponder ﬂ E
General |

Iame Pad

| =

Frequency Range

Center Frequenc
I OHz

Bandwidth Span Translation Override
| 36MHz | 0Hz

OF I Cancel | Apply |

Figure 3-15 Create Transponder dialog

3. Repeat the previous steps to create multiple transponders.
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Create Antennas

The following steps cover creation of the network antennas. Each antenna is a
site container for upconversion/downconversion and modem devices. First
create a Hub antenna, followed by the Remote antennas, as described below.

1. Right-click on the satellite icon and select Create Antenna from the drop-
down menu.

2. In the General tab of the Create Antenna dialog (figure 3-16), enter the
Name, Operator and Contact Information.

General | yisibilicy

Mame Rux-Gain
unnamed 0de

Operatar
not specified

Contact Infarmation
not specified

[ [o]4 ][ Cancel ]

Figure 3-16 Create Antenna dialog

3. Set the Antenna Receive-Gain for the Mesh Compensation Factor.

Refer to link budgets and antenna manufacture specifications for gain
settings. If meshing is not required, leave Rx-Gain at the default setting of 0
dB.

This feature applies a power delta between any meshed remote sites. The hub
is used as the reference value when calculating a power delta value between
remotes with smaller antennas. This is accomplished through comparing its
receive gain to the gain differences between remotes.

During a mesh switch setup, the VMS compares the delta values and
modifies the power adjustments at each remote site to compensate
differences in receive gain. If DPC is enabled, the system will then further
fine tune power to the targeted configuration values.
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If multiple remotes are involved in a SHOD connection, the VMS uses the
lowest remote gain value for compensation control.

4. Select the Visibility tab to configure the Antenna Visibility range, as shown
in figure 3-17.

Caution: Unless specific limitations are required for the antenna range, the
recommended settings are 500 GHz center frequency and 1 THz
bandwidth (defaults). Refer to Appendix B, "Antenna Visibility", for
more information on this feature.

| General Wisibiity | cut of band
Center Bandwidth
S00GHz 1THz
Add ] l Subtract ] [ ¥iew as Base(Top
[ [8]4 ] [ Cancel ]

Figure 3-17 Antenna Visibility, Default Settings

5. Click on the OK button to complete the antenna creation.
The new antenna will appear under the satellite in the ViperView window.

6. Repeat the previous steps to create additional antennas.

Create Antenna Devices

The following steps cover the creation of the antenna up converters and down
converters, and binding the modem modulators and demodulators to the
converters.

1. Right-click on an Antenna icon and select Create Up Converter. The dialog
box shown below(figure 3-18) will open.

It is important to ensure that the Up Converter frequencies are correct, as
this is a very common error which breaks the switching engine.

3-18 VMS User Guide



VMS Network Configuration

Also, check the Bandwidth and Power Limit settings. If the RF hardware
does not exactly match the satellite parameters, the Bandwidth setting may
have to be changed.

Contact the Vipersat Network Product Group CTAC for further information.

Create Up Converter ﬂ E

General |

Lacal Oscillator | 13.05GHz [ Trwersion

" 70MHz Up Converter

Transponder Center I I Inversion

" 140MHz Up Converker

Transponder Center I I Inversion

7 Cuskom
RF Reference| 14.25GHz I | Triversion

IF Referencel 1.26Hz
Bandwidthl S00MHz
Pawer Limit |DdBm

OF I Cancel | Apply |
Figure 3-18 Create Up Converter dialog

2. Right-click on the Antenna icon again and select Create Down Converter
(figure 3-19). Ensure that the frequency settings here are correct.

Create Down Converter ﬂ E

General |

% {-Eand Low Noise Block Down Converter:

Lacal Oscillatorl 11.075GHz [ Trwersion

7 F0MHz Dowin Correerter

Transponder Center I I Inversion

7 140MHz Down Correerter

Transponder Center I Inversion

7 Cuskom
RF Reference| 12.2756H I | Triversion

IF Referencel 1.26Hz
Bandwidthl S00MHz

OF I Cancel | Apply |

Figure 3-19 Create Down Converter dialog
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3-20

3. Notice that the newly created Up and Down Converters appear in the

Antenna View (figure 3-20).

B a8 k- b )
[ J [ J [ J WIPERLAEL T Tree Wigw RS
T

WIPERLAE1L
Q Event Log
& Nebwork Manager
Sl FBN - East Eurape - G2(Ku)
'ﬁ Site 0: Prague Teleport {Hub)
'ﬁ Site 1: KZT Media Services {128kb)
By Site 2: RetSil GSM Uzebek (354Kb)
FBM Morth America - G1 C-band
Gl Sat
By Hub (Baltimare NOC)
'ﬁ Site 1: Preoria University {1Mb)
'ﬁ Site 2: Opus Dei Hospital (256K0)
Oﬁ Sike 3 GOTel GSM Fayettevile {128Kb)
b‘;,' Qut of Band Manager
@2 Subnet Manager
/\.’f Bandwidth Manager
£l Gl Sat
[

-

2R
g 14.256GHz <-1,2GHz
N 11.95GHz-»1,2GHz E

Figure 3-20 Converter Icons on Antenna View

4. Bind node Modulators and Demodulators to the Up and Down Converters:

Expand the Subnet Manager tree down to the Modulator and
Demodulator level for those units that will utilize this Antenna.

Click on the Antenna icon in the left window panel to display the
Converters in the Antenna View in the right window panel.

Click-hold on each modulator/demodulator device icon in the left panel,
drag it to the right panel and drop it onto the desired converter.

The new devices appear under the Converters as shown in figure 3-21.
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Figure 3-21 New Devices Added to Converters

5. Make the Expansion Unit Demodulators available by right-clicking on them
in the Antenna View and selecting Allocatable from the drop-down menu.

6. Repeat the previous steps for each Antenna.

InBand Manager Configuration

A precursor to configuring InBand management is to set the carrier flags.

Carrier flags provide carrier type information to the system switching function.
Each modem device (Modulator and Demodulator) is represented to the switch-
ing function as a transmission mode type (None, SCPC, or STDMA). These
carrier flags set up the database for a starting point or home state condition.
Additionally, there are flags to indicate availability of units for the switching
resource manager.

It is important for the operator to set the STDMA flag on the network burst
controller(s). The VMS sets the flags for the other network devices automati-
cally.

Right-click on the BC demodulator and select Properties from the drop-down
menu. The dialog appearance with the correct settings are shown in figure 3-22
(CDM-570/570L) and figure 3-23 (SLM-5650A).
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Demodulator 2 EHE
General  Maodem |

Flags—— [~ Camier Type
" None
i SCPC
& STOMA

QK I Cancel | Lpply |

Figure 3-22 BC Carrier Flag Setting, CDM-570/570L

Demodulator EHE

General |

Mame

P I =rnodulator

¥ Burst Contraller
[ allocatable
™ Unlock slarm Mask

OF I Cancel | Apply |

Figure 3-23 BC Carrier Flag Setting, SLM-5650A

1. Enable InBand Management on each remote subnet. On nodes which are
part of the switched network, right-click on the Subnet icon from the Tree
View and select InBand Management, as shown in figure 3-24.
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Figure 3-24 InBand Settings for Remotes

2. When InBand Management is selected, as shown in figure 3-24, a window
will open prompting the operator to select the Modulator for switching from
the Name list shown in figure 3-25.

Select Modem... [ %]
Mame L QK I
IModulator 1 on B2 DATA

Cancel |

Figure 3-25 Select Switching Modulator

3. Select the remote’s modulator, open the Subnet View, as shown in
figure 3-26, and refresh the device view to verify that the VMS has picked
up the home state.

all sites are registered with the VMS before attempting InBand
Management. Typically, if the device icon is illuminated (green or red), the
modem has registered. To verify that the modem is registered with the
managing VMS, secure a connection to the unit through either Telnet or
Web interface.

Q Tip: If the list is empty, it is likely that the remote is not registered. Ensure that
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3-24

Viper¥iew B
85 %) Gz Remotes [ List Vigw (7]
101,132,002 Status Address Status Type Ei: Rate Frequency
Ok 10.1.132.0/24 Idle Home 512Kbps 14.445GHz

Status Addre Type

E Haome 512Kbps !
Address Status Type Ei: Rate Frequency
" v Infiand Management j10.1.134.0;24 Idle Harne 512Kbps 14,445GHz
Reesize Uplink Cartier ] Address Status Type Ei: Rate Frequency
Revert Lplink Carrier 10.1.135.0/24 Idle Home 512Kbps 14.445GHz
Reset Uplink Carrier 4
Saft Reset N N
Delte | Home indicates successful
inband. Unknown does not.
Properties

Figure 3-26 InBanding a Remote

4. Right-click on the Subnet and open the Properties page.

The General tab, which opens first, allows the operator to enter a Subnet
Name, if desired, and add External Subnets. External Subnets are
additional networks beyond the local area network of the modem.

If the remote site has a router, and applications you wish to switch on (voice,
e.g.) reside on the other side, insert the Subnet Address and Mask here. See
figure 3-27, below.

# X

General | InBand | Policy | Distribution Lists | S.4.5.

2
o Subnet Mame can be entered here
=3
External Subnets
Address Mask.
Mew Subnet
ps
o .o .0
Mask
o . o0 .0 .0

'I_-'-‘b[ Insert ][ Modify ]:[ Remove ]

[ oK ] [ Cancel ] [ Apply ]

Figure 3-27 Subnet Properties, General tab

5. The InBand tab on the Properties page (figure 3-28) displays the Home
State, the Remote Modulator, the Downlink Modulator (if selected), and
the Uplink Demodulator.
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If the initial InBand setting failed (did not show the correct Home State in
the Subnet view), check to ensure these settings are correct.

This tab can be used to change Home State settings for a remote. Enter the
desired settings and revert the uplink carrier. Remember to reset the Home
State parameters in the modem and save them after doing this.

4
General | InBand | policy || Distribution Lists [ 5.4.5.

Home State

Frequency Bitrate Power
14.261GHz 512kbps 17.5dBm
QPSK, 31 4, Turba
Remote Modulator
Modulator 1 on Data Unit
Downlink Modulatar
Uplink, Demodulator
Demodulator 2 on Burst Controller
[ [o]4 ] [ Cancel ]

Figure 3-28 Subnet Properties, InBand tab

6. The Policy tab (figure 3-29) allows the operator to modify policy settings for
this remote site that are inherited from the global Policy tab (see the section
“InBand Manager” on page 5-18).

Minimum, Maximum and Excess Bit Rates can be either left at 0 bps, which
will cause the InBand to use the global settings, or set to the desired values
for local control.

Chapter 3-VMS Configuration 3-25



VMS Network Configuration

L]

General I Ingand Palicy |Distributi0n Lists I

Enable Application Palicies

[ Load [ 2 3zKbps 128Kbps
[# 65 &kbps 128Kbps

2

sl [7 72 eKkbps 256Kbps
[T 254 16kbps 3Mbps

Minimurn Eitrate
Obps

Maxirmurn Bitrate
Obps

Excess Bitrate
Obps

Modem |
OF I Cancel | Apply |

Figure 3-29 Properties Policy Tab

The check boxes have 3 states:

Clear — The policy or switch type is not allowed
Clear with Check — The policy or switch type is controlled locally
Gray with Check — The policy or switch type uses global settings

Application Policy Type numbers have the following convention:

1 — Scheduled Switching and VFS
2 — Voice

3 — Video

4-64 — Reserved for the System
65-253 — User Defined

254 — Uninterruptable Switch (used to ensure that additional applications
will not generate a switch, thus preventing video glitches)

7. The Distribution Lists tab (figure 3-30) allows the operator to set up a list of
sites to be included in a switch under defined circumstances. For example,
this feature can be used to tune expansion demodulators at a list of sites to
receive a multicast video stream.

To declare a distribution list, right-click on the white area in the tab box,
then click on the Insert button that appears.
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General I In Band I Policy  Distribution Lists |

Deskination | Marme |

Insert |

OF I Cancel | Apply |

Figure 3-30 Properties Distribution List tab

8. The Distribution List dialog (figure 3-31) provides a Destination box and a
Name box, and allows the operator to select Sites to add to the list.

If the destination is left as 0.0.0.0 and the network is in Entry Channel Mode
with switch type Load, the effect is to permanently PAMA the links in the

list.
Distribution List [<]
Destination oK | Select Object [ %]
o .o .0.
in: G2 Remotes
Mame Cancel | Loak in I&‘d j
Sike List
Site | ...... e
Remave Site |
Chiject name:l 10.1.135.0/24 QK I
Chbjects af bype: IInBand Subnet j Cancel |
Z z

Figure 3-31 Distribution List dialogs

The Satellite Advanced Switching (S.A.S.) tab (figure 3-32) is a remote roam-
ing feature that provides advanced switching per remote to any given satellite.
The advanced carrier switching from beam-to-beam in roaming applications
allows for variable carrier characteristics between satellites per remote, whereby
roaming from one satellite to another with different specifications, e.g. Modula-

Chapter 3-VMS Configuration

3-27



VMS Network Configuration

tion and FEC Rate, can occur. Note, however, that Turbo mode should never be
changed.

To configure a roaming remote and different specifications per satellite are

required, perform the following steps. Otherwise, proceed to the next section,
“Pool Management”.

#1172.17.128.0126 #
General | In Band | Policy || Distribution Lists | 5.4.5. General | InBand | Palicy | Distribution Lists | 5.8.5.
Per Satellite Advanced Setkings Per Satelite Advanced Setkings
Domain Settings Domain Settings
Vipersat QPSK, 3/ 4, Turbo
Right Click to Insert
I Select Object Modem Extra
Lookin: ;;f\fipersat Bandwidth Manag | s [=]
— Madulation GPSK
& vpersat FEC Rate 3/4 Rate
FEC Type Turbao
Obiect name:
O ey Do Y]
(0] 4 ] [ Cancel ] [ (o] 4 ] [ Cancel ] [ Apphy

Figure 3-32 S.A.S. tab with SOTM Enabled

9. Right-click in the center of the S.A.S. tab and select Insert to open the Select
Object dialog.

10. Select the Vipersat Bandwidth Manager Service from the list of object
names and click OK.

11. Select the Satellite and click OK, then modify the Modulation and FEC
Rate for the switched SCPC characteristics of this satellite service area.

Note: When switching between satellites, the Modem Extra values set within
the SAS will override the Modem Extra block setting in the Policy tab.

The Home State Extra block setting is not affected, as it is used for
reverting to STDMA mode.

NOTE

3-28 VMS User Guide



VMS Network Configuration
Pool Management

The next step is to set up bandwidth pool(s) in the transponder(s) created earlier.
Bandwidth pools are the heart of the switching engine. They are the only portion
of the space segment actively controlled by the VMS.

1. Right-click on the satellite in the tree view and select Open (figure 3-33).

E/\.’f Bandwidth Manager

5 G Sat

Create Antenna

Create Transponder
i Mipersat

ﬁ: Metw  Delete
[ Netw

Properties

Figure 3-33 Satellite Open menu command

This opens the Spectrum Analyzer / Bandwidth ViperView window
(figure 3-34).

of the window. If the carriers still do not appear, there is an error in the

frequency settings on either the satellite, the transponder, or the
converters.

Q Tip: At this point, the carriers should be visible. If not, double-click in the center

B5 5 G25at (7]

Zoom To

Create Pool
Delete

Properties

Dperator: not specified

Figure 3-34 Spectrum View

The gray edges in the Spectrum View represent the Guardband. The darker
area is the Transponder, and the carriers shown are the TDM Outbound and
STDMA carrier for the network associated with the opened satellite.

2. Right-click in the Transponder area and select Create Pool from the menu to
open the Create Pool dialog shown in figure 3-35, below.
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Create Pool EHE

General |

Frequency Range

Center
14,4314937075Hz

Bandwidth
1MHz

OF I Cancel | Apply |

Figure 3-35 Create Pool dialog

3. The Center Frequency setting will reflect the Transponder frequency value
corresponding to the point where the mouse was clicked to create the pool.

Correct this setting to the desired value for this pool, and adjust the
Bandwidth to the correct width.

Click OK and the new pool will appear (figure 3-36).

I ——————————
B5 5 G25at (7]

Dperator: not specified

Figure 3-36 New Bandwidth Pool

4. Repeat the previous steps to create additional bandwidth pools.

5. Right-click on the inbanded subnet in the Subnet Manager View and select
Resize Uplink Carrier from the drop-down menu (figure 3-37).

The Resize Uplink dialog will open, allowing a New Bitrate to be specified.
The bit rate shown is equal to the current bit rate; in this case, the STDMA
channel rate.

6. Click on OK to close the dialog and initiate a switch.
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("] ,GZRemotes Dsttwew (7]

1.132.0/24 1de Home 5

Y Address Status Type Bit Rate Frequency

1910.1.133.
3 v nbandManegement |, 13006 1de Home Stabps  14.445GH

{f 10,4134, Pesize Uplink Carrier ‘H&ess Status Type Bit Rate Frequency
2 Revert Uplnk Carer 11340024 1de Home S12kbps 14.4456Hz

if 10.1.435. Reset Uplink Carrier Address Resize Uplink E Bit Rate Frequency
I T oot Resat LSO mtrae 512Kbps 14.4456Hz
| [status: OK[ade  peete AL ]|

0k Cancel
Properties |—| il

Figure 3-37 Resize Uplink Carrier, Subnet

Returning to the Spectrum View, the blue shaded area represents the slot
assigned by the VMS for the switch. Upon receipt of the next PLDM (Path
Loss Data Message), a carrier will appear showing the current E;N, and
bandwidth (figure 3-38).

Operator: not specified

Figure 3-38 Switched Carrier (Spectrum View)

The Subnet View will show the site status as Switched, with a type of
Manual, along with the current Bit Rate and Frequency (figure 3-39).

Yiperview B
5 %) Gz Remotes [ List View (7]
o Status Address Status Type Bit: R.ate Frequency
o 10.1.132.0/24 (—
J-*'J / 10.1.132.0/24 Switched Manual 512kbps 14,42933504GHz
o

Status Address Status Type Bit: R.ate Frequency

i 10.1.133.0/24
) f 10.1.133.0/24  Ide Horme S12Kbps 14,4456Hz
Status Address Status Type Bit: R.ate Frequency

10.1.134.0/24
- / 10 11340/24  Ide Horme S12Kbps 14,4456Hz
Status Address Status Type Bit: R.ate Frequency

10.1.135.0/24
i f 10 1.135.0/24  Ide Horme S12Kbps 14.445GHz

Status: OK | Address: 10.1,132,0/22

o g
= T—u_

[

Figure 3-39 Switched Carrier (Subnet View)
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NOTE

7. From the Tree View, click on the Hub antenna under the Bandwidth Man-
ager to display the Hub devices in the right window panel.

From this view, the operator can see the switched demodulator that the VMS
selected, the carrier frequency in L-Band, the bit rate, the current E;Nj), and
the subnet/subnet mask (figure 3-40).

Yiper¥iew B
& %res (7]
B § Hus
B Jjg 14.256Hz <-1,26Hz
qﬁu Modulator 1 on Hub-G2-TDM OF  1.39GHz 2.048Mbps  -7dBm  EBlocked

Bl s 11,95GHz->1.26GHz
fuDemodulator 2 on HUb-G2-TDM ~ OK 1.379335GHz  S12kbps  8.4dB  10.1.132.0/24 (——

ﬂﬁu Demodulator 1 on Hub-52-G2-BC QK 1,395GHz 512Kbps 8.5d8  Available
ﬂﬁu Demodulator 2 on Hub-52-G2-BC QK 950MHz 32kbps Parked  Blocked
ﬂﬁu Demodulator 3 on Hub-52-G2-BC QK 950MHz 32kbps Parked  Blocked
ﬂﬁu Demodulator 4 on Hub-52-G2-BC QK 950MHz 32kbps Parked  Blocked

Figure 3-40 Switched Carrier (Hub Antenna View)

Note: After reaching this point and all indications are as noted above, the
Subnet Manager, the Bandwidth Manager, and the InBand Manager
have been configured successfully. All frequencies and conversions are
correct. To test the policies, it will be necessary to set up an application
such as VolIP.

Network Manager Configuration and ViperGlobe

The Network Manager provides a means of exposing the satellite network(s) to
customers via VNO (for network operations) and ViperGlobe (for geographical
display). The networks, and their associated elements, that are created in the
Network Manager are virtual, and can thus be added and removed without
affecting the actual networks upon which they are based.

VMS version 3.6 introduces ViperGlobe, an optional global Map View applica-
tion. The ViperGlobe option greatly enhances Network Manager by providing a
geographical global representation of the Vipersat satellite network. ViperGlobe
displays the networks that are created under the Network Manager and provides
a visual global positioning of the network sites and the carrier links that exist

between them. Network alarm status is also visually indicated in the Map View.

The operator can now anchor sites to true geographic locations. In a SOTM
(Satellite on the Move) network, moving sites are placed based on GPS infor-
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mation received from the antenna ACU. An example of this type of network is
depicted in figure 3-41, below.

Figure 3-41 Vipersat Network, Global Map View

This section describes the procedure for configuring Network Manager in the
VMS, and graphically displaying the network using ViperGlobe.

1. From the Tree View, right-click on the Network Manager icon and select
Create Network (figure 3-42).

2. In the Network Properties dialog that opens, enter a Network Name.

3. Expand the Network Manager to expose the new Network icon.
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NOTE

& viperview
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™ Event Log
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S G2 sat
-4 Snmp Modem Marnager
=B redundancy Manager
- Group |
[Z-4% Vipersat Manager
i Network 2
&u Wetwork 20
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S rpate Netwark e
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bEvent Log
QNEtwurk Manager

N
9 4, InBand Manager

; lOut of Band Manager

., Jy5ubnet Manager
gog &
N Banduwidth Manager
ﬁsm Madem Manager
e

(Q ‘ipersat Manager

Figure 3-42

Creating the Network

4. Drag and Drop the satellite(s) for this network from the Bandwidth Manager
onto the Network icon (figure 3-43).

i Viperview

A " { i
WMS1 [@ Tree View = 0
—

[F-ggs Subnel
EI/\?’ Bandwidy

Metwork Manager

sat Netwark,

----- A% Snmp Modem Manager
E_ﬁ Redundancy Manager
w20t of Band Circuit Manager

Vipersat Manager
Mebwork 10
[l Network 1

"n\nu-n\.iu\..A,._.A;‘-\—-ﬂuﬂun e S ]

Figure 3-43 Drag and Drop Satellite(s)

Note: References to ViperGlobe in the following steps apply to Client machines
that have the optional ViperGlobe application installed.

5. Open the Vipersat Map View window by one of two methods:

Double-click on the Network Map View icon (Desktop Shortcut).
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From the Start menu, select Programs then VMS 3.6 followed by Vipersat
Network Globe.

A Connect dialog will open, prompting for the Server Name. Enter the IP
address of the server and click Connect.

The Vipersat Map View window will open, displaying the globe
(figure 3-44).

Vipersat Map View &
P P

Figure 3-44 Globe View with Network Icon

6. In the upper right corner of the window, the Vipersat network will appear as
an orange icon. Click on this icon to highlight it and make the network
active.

The next step is to add the sites, typically the Hub site and each of the Remote
sites. This can be done by one of two methods (figure 3-45):

Right-click on the Network icon under Network Manager in the Tree View
of the Viperview window and select the Create Site command from the
drop-down menu.

This method requires that the site coordinates for latitude and longitude be
specified after the site is created.

Right-click on the desired geographic location on the globe in the Vipersat
Map View window and select Create Site.

This method approximates the site coordinates for latitude and longitude
based on the point where the mouse click occurs. The coordinates

Chapter 3-VMS Configuration 3-35



VMS Network Configuration

corresponding to the mouse position appear in the upper left corner of the
window as a reference.

@ Q @ @ = VIPERLAB1 ‘3; Tres

_ WIPERLABI |
™ Event Log
=% Metwork Manager
o
+- gl FENNori_ OPER
] Out of Band I
- gy Subnet Man:
= Bandwidth Ma
- 5¢ G15at
-5 G2 5t
[+ EX Snrmp Modem Manager
= <Ci Redundancy Manager
+ -: Group 1
[5 4% Vipersat Manager
+-g& Network 2
+ g5 Metwork 20 ?9:930‘” 1
reate Ske

Creake Group
Create Site

Delete

Figure 3-45 Adding Sites, Network Manager and ViperGlobe

7. Execute the Create Site command and enter the Name to be used for the site.

In the Tree View, expand the Network to expose the newly created site.

8. Right-click on the Site icon and select Properties.

The exact coordinates can be entered in the dialog that opens.

9. After adding a site, drag and drop the associated Antenna from the Satellite
Tree View onto the Site.

10. Once the Hub site and at least one Remote site have been added and popu-
lated with their antennas, a Carrier Line should appear between them

(figure 3-46), assuming that the sites are up and there is at least one active
link.
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Figure 3-46 Map View with Linked Sites

In order to have the sites on the Map View indicate alarms, it is also necessary
to drag and drop the subnet icons associated with each site into the Network
Manager.

11. Drag and drop the associated Subnet from the Subnet Manager onto the
Site.

12. Repeat the above Create Site steps to create all desired sites for the Net-
work.

Multiple Networks can be created under Network Manager by repeating the
above procedure. Each of these Networks will appear as a separate network icon
in the upper right corner of the map window. When an icon is selected (click to
highlight), the associated network element map will be displayed on the globe.
All sites created for the same Network will appear together in a single map.

Basic Guaranteed Bandwidth

Basic Guaranteed Bandwidth is a feature that provides the means for assigning a
guaranteed minimum bandwidth on a per site basis. This bandwidth allocation is
known as the Committed Information Rate (CIR). When properly configured,
this feature ensures that there will always be sufficient bandwidth available to
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3-38

switch a terminal to its CIR. Requests for rates above the CIR are granted on a
first-come, first-serve, best effort basis. A terminal that does not have an
assigned CIR has no guarantee for any bandwidth, and is only granted band-
width on a purely opportunistic basis.

The Basic Guaranteed Bandwidth / CIR function depends on the pre-allocation
of system resources, namely RF spectrum and network hardware devices
(demodulators). Overlaying frequency masks are utilized for the pre-allocation
of bandwidth, as illustrated in figure 3-47.

Site CIR
Allocation
Mask 1 Mask 2
Guaranteed Minimum Bandwndth High Priority

sl

High priority Low Priority
147 4>14— —p-l-q— —n-l
| Pre-Allocated GMB Bandwidth Bandwidth

I
, Total Pool Bandwidth -

Figure 3-47 Visualization of Basic Guaranteed Bandwidth

Mask 1 designates the frequency spectrum that is reserved for sites with defined
CIR bandwidth slots. The slot size is equal to the Minimum Bit Rate value that
is defined by the site Policy parameter setting.

Mask 2 designates a separate spectrum allocation dedicated to sites that are
selected to operate within this priority frequency segment. Creating this spec-
trum mask is optional when setting up the Basic Guaranteed Bandwidth feature.

CIR Configuration

The configuration of CIR involves four steps:

Enabling CIR on the Satellite

Setting the CIR policies — first the Global, then the Local Subnet
Enabling CIR on the Remote Antenna(s)

Defining the Priority Bandwidth allocation (optional)
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Enable CIR on the Satellite

Right-click on the Satellite appearance in the Tree View and select CIR
Enabled from the drop-down menu (figure 3-48).

= MIPERLABI ! -

-4 Metwork Manager

----- 4] Cut of Band Manager

[*-ggs Subnet Manager

EI/\..”‘ Bandwidth Manager
25 [B

Open

Create Antenna
Create Transponder

Delete

CIR Update

Figure 3-48 CIR Enabled Command

CIR Policy Setting

The CIR assigned to a Remote is equal to the Minimum Bit Rate setting, which
is determined by the local Subnet policy setting. Any Remote that has the local
policy set to 0 bps (the default) will use the global policy setting as its CIR
value. This relationship facilitates the configuration of CIR on a system-wide
basis. A local policy, if set above 0 bps, will over-ride the global policy, in
much the same manner as is used by the VMS to control switching policies.

In the example figures shown below, the global policy Minimum Bit Rate value
is set to 256 Kbps. The remote with the subnet 172.16.128.0/27 has a minimum
rate of 384 Kbps, which will be its assigned CIR.

To configure the CIR Policy settings, perform the following procedure.

1. Click on the VMS Server appearance at the top of the Tree View to display
the Service Managers in the right panel of the window.

2. Right-click on the InBand Manager and select Properties from the drop-
down menu. The window shown in figure 3-49 will open.

Chapter 3-VMS Configuration 3-39



VMS Network Configuration
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Event Log
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] &InBand Leecd & InBand Manager
Vot of Band Mard | FRicy | Distribution Lists
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X
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Excess Bitrate
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[ Ok H Cancel ]

Figure 3-49 Global CIR Setting

The Minimum Bit Rate setting on the Policy tab establishes the global CIR
value for the Network.

Perform the following steps for all Remotes that will utilize a CIR that is differ-
ent than the global value.

1. Right-click on the local Subnet appearance for the Remote and select the
Properties command.

2. Open the Policy tab and set the Minimum Bit Rate for the Remote
(figure 3-50).
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w
iy

#e 172.16.128.0/27

General | InBand | Policy | Distribution Lists | 5.4.5.

Enatle ppplication Polizes
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Figure 3-50 Remote CIR Setting

Enable CIR on Remote Antennas

1. Right-click on the Antenna appearance for the desired Remote and enable
CIR for either Normal or Priority bandwidth from the drop-down menu
(figure 3-51).

B MIPERLABI |

-4 Metwork Manager

----- )Ill Qut of Band Manager
[*-ggs Subnet Manager
EI/‘J’ Bandwidth Manager
B G1 Sat
- GiHb
Gtk Hub

Open

Create Up Converker
Create Down Converter

Delete
CIR Disabled
CIR Mormal

""" Properties |

(-2 Snmp Modem Manager
= e

Figure 3-51 CIR Commands, Remote Antenna
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NOTE

Selecting CIR Normal will allow this Remote to access the Low Priority
Bandwidth spectrum (see figure 3-47) when attempting to switch above its
CIR.

Selecting CIR Priority will grant access to the High Priority Bandwidth
spectrum for this Remote.

2. Repeat for each Antenna associated with a CIR Remote.

Note: An attempt to enable CIR for a remote that results in the available band-
width (the sum of the Guaranteed, Normal, and Priority bandwidths)
exceeding the Total Pool Bandwidth will be denied, and an error
message will appear (figure 3-52).

Enable CIR
@ insufficient bandwidth ko assign CIR slob

Figure 3-52 Enable CIR Error

Adjust Bandwidth Allocation
1. Right-click on the Satellite and open the Properties window.

2. Select the CIR tab, as shown in figure 3-53.
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¥ G1 Sat (2] ]

GeneraIITransponders CIR |

Guaranteed Bandwidth | S

Mormal Bandwidth I 2.712MHz
Priority Bandwidth I 2MHz

OF I Cancel | Apply |

Figure 3-53 Satellite CIR tab

Because the Remote CIR policies have been configured previously, the
available bandwidth for Guaranteed and Normal has been calculated by the
VMS and is displayed here.

3. If Priority Bandwidth is required, enter the amount and click on the Apply
button. Note that the Normal Bandwidth will be reduced by this amount.

It will be necessary to perform a CIR Update whenever any of the following
occur:

The Bandwidth Pools are changed
The CIR (Minimum Bandwidth) for a Remote is changed
A Remote Antenna is added or removed, with or without CIR

Note: An Update is not required when changing either a Remote priority or the
Priority Bandwidth because the VMS will automatically adjust the avail-
able bandwidth.

The CIR Update command is selected from the Satellite drop-down menu
(figure 3-48).
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N:M Device Redundancy

If device redundancy for hub primary modems is desired, it should be config-
ured at this point. Complete instructions for configuring this feature can be
found in Appendix C, "Redundancy".

VMS Redundancy

If VMS server redundancy is desired, it should be configured at this point.
Complete instructions for configuring this feature can be found in Appendix C,
"Redundancy".

SOTM (Satellite On The Move)

This section applies only to those networks with mobile platforms, such as a
maritime environment. VMS 3.6.x incorporates automated features to seam-
lessly handle configuration changes inherent to a mobile environment. If a plat-
form transitions to a new satellite, the VMS will automatically move the
associated antenna, update the Inband Home State, and remove and rewrite the
appropriate routes in the old and new TDM outbounds. QOS rules applying to
the TDM outbound for the remote site will be moved as well. If the transition
involves moving to a different hub, the modems will generate RIPv2 updates to
the edge routers providing a path to the Internet.

This process is illustrated below, in figure 3-54. Configuring this feature
requires that sites are on-line.
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Figure 3-54 SOTM Transitioned Site

1. Open the Vipersat Map View and highlight the Network icon to make the
network active.

2. Right-click on a mobile Remote site and open the Properties window
(figure 3-55).
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gicd 3|

| oK I Cancel | apply |

Figure 3-55 Enable Dynamic Function for SOTM Remote

3. Check the Dynamic box and select the browse button beneath it. This will
open a dialog box in which the subnet should appear (figure 3-56).

Note that, if the subnet icon was not copied into the Network Manager site as
described in Network Manager Configuration, this box will be empty.

seetobiea x
Lookin, [HR7 R Lookin: [g#10.1.134.0/24 -~

#310.1,134,0/24

Object name: | ) Object names  10.1.134.25 oK |
Objects of type: IGPS Source :I Cancel I Objects of type: IGPS Source :] Cancel I
Vi

Figure 3-56 Selecting ROSS Unit for SOTM

4. Select the Subnet and click OK. This will open up a dialog showing the
subnet components.

5. Select the ROSS unit and click OK.
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At this point, the Remote site icon will snap to a location on the globe based
on the GPS reading that the ROSS is receiving from the antenna.

6. Repeat the above procedure for all mobile remote sites.

The next step will be to set up the VMS to push the routes to the TDM
outbounds. This step is necessary if there is more than one satellite—or satellite
beam—being used in the network, or if multiple TDM outbounds are being used
and the mobile sites will transition between them.

It will no longer be necessary to put static routes in the TDM modems. If any
static routes exist, either telnet/console into the box(es) or use the Parameter
Editor from the VMS and delete them. The only routes left in the TDM
outbounds should be the Default Gateway to the edge router and any non-
mobile remotes in the network (if desired, these routes can also be entered as
dynamic VMS routes).

7. Right-click on the Hub modem unit that represents the first TDM outbound
and select the Properties page.

8. Click Routes. The Routes window will open (figure 3-57).
Right-click in the window and select Insert.

A new route is added to the Route List. The operator can then edit the route
settings, including the Network address, the Mask, the Gateway, and the
Interface (next hop). For remotes, select Satellite.
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| Metwork | IMask. | Gateway | Interface | Hdr Comp | Pld Camp | Encrypt |
I_ 10,1,128.0 255,255,255.0 0.0.0.0 Satelite Dizabled Dizabled Disabled
I- 10,1,129.0 255,255,255.0 0.0.0.0 Satelite Dizabled Dizabled Disabled
|7 10,1,130.0 255,255,255.0 0.0.0.0 Satelite Disabled Disabled Disahled
|7 10,1,131.0 255,255,255.0 0.0.0.0 Satelite Disabled Disabled Disahled
Impart Excport: | a | Cancel |
\ 4

CDM570L C:\Documents and Settings\rremillong. ...

SMTP | SMMP | STDM& | Switching | Wipersat | wLaN |
.&ccess] .&dmin] Compression] DES ] DPC ] Home ] 1GHP ]

Maintenance ] Mngd Switch ] Network ] Qo5 Routing
# | Route Mame | Metwork Address | Mext Hop | I
0 DFG 00000 1001.01 r
1 WMS.ae 10.1.120.0/24 HOME r
2 WMS.ag 10.1.131.0/24 HOME r

<] B
Add.. = | Cea |

Ok | Cancel |

Figure 3-57 Dynamic Routing Entry, CDM-570/570L

9. Push the new route to the modem with a Force Registration. The modem
will generate a RIPv2 update to the router identified as its default gateway.

This can be verified by right-clicking on the modem, selecting Configure,
then opening the Routing tab as shown in the figure.

10. Repeat this route procedure for each TDM outbound modem.

If Quality of Service rules apply, configure them now. Typically, QOS rules in
the TDM will be configured for Min/Max priority. This gives each remote a

CIR (min rule) in the TDM outbound and a burstable rate (max rule). Since the
number of rules per modem is limited to 32, these rules should be moved to the
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currently active TDM outbound. Configure QOS rules for the remotes that use
this modem as their “home” TDM.

11. Right-click on the Hub unit with the first TDM outbound and open the
Properties page.

12. Enable QOS Management by checking the box, then click on the Rules
button (figure 3-58).

= Hub-51-G1-TDM/BC

General |C0nfigurations |

Name

I Hub-51-G1-TDM{BC

™ Lock Frork Paned
[V Mask Unlock Alarm
™ Enable Heartbeat

Auta Home State Timeout
1}

Q05 Management ———
[V Enable Rules |

Routes |

QK | Cancel | Apply |
QOS5 Rules E
| source | Port | Destination | Port | Protocal | Priarity | #in B | Max B | Fiter [ wren |
W 0.0.0.00 065535 0.0.0.00 0/65535  Mane 0 32¥bps 9.999Mbps  OFfF  Off

Right Click to Insert

Import Export o4 | Cancel |

4

Figure 3-58 QOS Rules Configuration, CDM-570/570L

13. Right-click in the QOS Rules window to Insert a rule, then edit the rule set-
tings that will apply to the remote.

When the remote transitions to a new TDM outbound, these rules will
transition with it.
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This concludes the VMS Network Configuration.
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General

NOTE

This section describes using VMS to configure Vipersat network modems.
Configuration of modem parameter files is accomplished using the Parameter
Editor. The Parameter Editor, as used from the VMS, performs the same func-
tions as the Parameter Editor accessed via Vipersat’s VLoad utility. The uses of
the Parameter Editor in VMS and VLoad differ, however, in the way the edited
parameters are stored and applied.

For example, once a modem/router parameter has been changed by the VMS,
clicking the OK button on the edit screen causes the change to be implemented
immediately in the modem. The same change made using VLoad will not be
implemented in the modem until the modified parameter file is uploaded or
“put” to the subject modem/router.

The parameter modifications may also be made directly to the modem using
either a console, Telnet, or HTTP connection. Refer to the modem’s documenta-
tion for details on configuring modem equipment using one of these methods.

The settings of any network modem/router can be configured or modified using
the VMS. Right-clicking on a device icon will display a drop-down menu show-
ing the options that can be exercised for the device (figure 4-1).

The following describes the actions for each item/command on the drop-down
menu.

Note: Many of the parameters interact with each other. Before making a
change to a parameter, carefully read the instructions and note any inter-
action with other parameters.
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&F ViperView Q@
e @ G O CA-GKNEVEL ’ﬂ\\} Tree View %‘u Modulstor 1 on Data Unit ? Parameter View G
=
S _ CA-BKNBYBI ~ B -
™ EventLog [s73
#-# Network Manager Disable
44 ©ut of Band Manager ode
= @u Subnet Manager b
ety 172.17.0.0/17 B
= ogfy 172.17.126.0/26 =]
g Batall  open oK
olfu g oK
Om_ D2 soft Reset oK
®-qe Snitch
Firm Reset o
g Ot of
B 1721709 HardResst ok
= g;!: 1721915 5aveto Flash oK
® oy 172.17.19 _ Force Regstration o
o
o8 1721713 npaie
-ogly 172.17.13 B oK
+-gay 172.17.13  Remove ok
gy 172.17.13 oK
5oty 121713 Propertes =
=-qafy 172.17.137.0/26 Tx AIS Alarm Mask Unimasked
=+ 47 Bandwidth Manager Tx FIFC Alarm Mask Unmasked
= % Vipersat Tx G.703 Alarm Mask Unmasked
&L Snmp Modem Manager || BUC Alarm maskc Unmasked v

w0 B Dadiindanco Mananar
Status: OK Frequency: 1.211GHz DataRate: S12kbps Power: 17 5dBm Allocation: Blocked

Figure 4-1 Modem Equipment Drop-Down Menu, ViperView

* Open - This item causes the selected modem/router to pop open a separate
window displaying the device parameters for the unit.

* Soft Reset — This command causes the selected modem/router to perform
a refresh of all latched alarms, clearing all internal table entries.

¢ Firm Reset — This command overwrites active memory in the modem/
router with the contents of the unit’s flash memory and executes it.

¢ Hard Reset — This command causes the modem/router to do a complete
process reset. Performing a hard reset is similar to power cycling the unit.

* Save to Flash — This item will save all volatile configurations to the
modem/router’s flash memory. Anytime an operator makes a change to
communication and operating parameters, it is necessary to save the
changed information/configuration.

vote| Note: Save to Flash saves information in the selected modem/router, not in the
VMS database.

* Force Registration — A modem/router is normally automatically
registered on the network as part of the initial setup process. If this process
fails, this command will force a registration attempt.

e Configure — This item will open the Parameter Editor, allowing
configuration changes to the unit.

* Remove — This command deletes the device container from the VMS
configuration database, removing it from selected view.

e Properties — This command allows access to the General and
Configuration tabs for the selected unit.
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Hardware Configuration

Refer to the user documentation for each modem/router in the satellite network
for details on the physical installation of the device. The hardware documenta-
tion also has detailed information on using either the unit’s front panel controls
or a Telnet connection and the command line interface for directly configuring
the target modem/router.
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Configuring a Network Modem

A modem/router, when controlled by the VMS as part of a communications
network, has its performance automatically controlled as VMS monitors the
modem/router’s role and performance in the network. VMS then commands the
modem to modify its configuration, as needed, to optimize network perfor-
mance.

In addition, the modem portion of each modem/router in a network can be
controlled manually. Using the CDM-570/570L as an example, the listing in
table 4-1 is typical of the information available in a modem/router’s user docu-
mentation.

Each modem/router will have its own unique user interface and connection
methods. Check the modem’s documentation for details.

Note: Not all modem functions may be controlled by the VMS. Refer to the
NOTE device’s user documentation for instructions for using functions not avail-
able through the VMS.

Table4-1 CDM-570/570L Modem/Router Manual Connection Options

Related
Modem Manual
User Interface Connection Functions CDM-570L Functions Chapters
Front Panel Local - Keypad ALL IP Address/Subnet Chapter 6
Mask only
Serial Remote Local - Serial RS-232 ALL IP Address/Subnet Chapter 14
Control Remote Control Port Mask only
Serial Command Line Interface (CLI) Local ALL ALL Chapter 17
- Serial RS-232 via
Console Port
Telnet Local or Remote - Ethernet ALL ALL Chapter 17
via 10/100 BaseT Traffic
interface
Web Server Local or Remote - Ethernet ALL ALL Chapter 18
via 10/100 BaseT Traffic
interface
SNMP Local or Remote - Ethernet ALL ALL Chapter 19
via 10/100 BaseT Traffic
interface
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General

This section covers using the various Services that make up the VMS, a satellite
network management system with an intuitive, user-friendly, graphical user
interface which displays:

Continuously updated network health and status information
Multiple networks managed from a single server
Centralized network configurations

Organized network layouts

Automated equipment detection

Large network management with intuitive drag-and-drop bandwidth
management and configuration.

The following sections describe the system services which, working together,
form VMS.

Chapter 5-VMS Services
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ViperView—Monitor and Control

‘e

° —utll)

ViperView and the VMS Services function to monitor and control network
operations as well as to provide an interface for the administrator/operator to
manage and perform modifications to the network.

Caution: In a redundant VMS configuration, when any changes are made to
the VMS database, a Synchronize command should be executed
(available by right-clicking on the Servers icon, as shown in
figure 5-1). This step is required to ensure that any changes made to
the Active server are also made to the Standby server(s).

i_ij Yiper¥iew

2 3 - p: e

‘ ‘ a WIPERLAB1 t@ Tree Wiew List Wieww 1

et — —
Open bEvent Log

o Metwork  Backup -
] out oFE Restore yNetworkManager

.
Bandwic @ &InBand Manager
A snmp M Licensing

-
Eﬂ Redund — =~ LI 4 l - | _>|_I
Local Status: Actiy__ Properties nnected |

Figure 5-1 Synchronize Command

Multiple Views

VMS supports opening multiple ViperView window views, as shown on the
sample screen in figure 5-2, allowing the operator to monitor several network
services at once. These window views can be sized and positioned as desired.

Each of the ViperView child windows are constantly updated by the VMS,
giving the operator real-time views of the current status of the network.

To open a child window, right-click on the Service or device appearance in the
Tree View and select the Open command.
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Figure 5-2 ViperView, Multiple Window Views

For example, the Subnet Manager View shown in figure 5-3 can be opened to
display the current switch status, bit-rate, and RF frequency of all network

remotes.

4% G2 Remates t Wigw

JIU 1.132.0/24

T
L T‘{\_

Status: O

Delete

Properties

v InBand Management

Resize Uplink Carrier
Revert Uplink Carrier
Reset Uplink Carrier

Soft Reset

Stakus Address Status

QK 10.1.132.0/24

Address Status
10.1.134.0/24 1dle

Address Status
10.1.135.0/24 1dle

Eit Rate
S1zkhps

Frequency
14.445GHz

Type Eit Rate Frequency
Home S1zkhps 14.445GHz
Type Eit Rate Frequency
Home S1zkhps 14.445GHz

| Home indicates successful
inband. Unknown does not.

Figure 5-3 Subnet Manager View

Similarly, the Antenna View displays the current status of a site’s Modulators
and Demodulators, as shown for the Hub site in figure 5-4.
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5-4

NOTE

Yiper¥iew B
& % Hue id
B § Hue
B i 14.25GHz<-70MHz
qﬁu Modulatar 1 Unknown  M&4 MNA4 Blocked
B g 14.25GHz<-1.2GHz
qﬁu Modulatar 1 Unknown  M&4 MNA4 Blocked
qﬁu Modulatar 1 Unknown  M&4 MNA4 Blocked
qﬁu Modulatar 1 Unknown  M&4 MNA4 Blocked

qﬁu Modulator Exp 1 Unknown M4 MAA Blocked
B il 12.275GHz->7OMHz
ﬂﬁu Demadulatar 2 Unknown  MA& NA& Unavailable
B il 11.95GHz->1.2GHz
ﬂﬁu Demodulator 1-23 Unknown WAA WAA 10011300424
ﬂﬁu Demodulator 2-23 Unknown  WAA WAA 1001.131.0424
ﬂﬁu Demodulator 3-23 Unknown MAA - WAA Available
ﬂﬁu Demodulator 4-23 Unknown MWAA - WAA Available
ﬂﬁu Demodulator 216 Unknown MAA WNAA Unavailable
ﬂﬁu Demodulator 218 Unknown MAA - MNAA Unavailable
ﬂﬁu Demodulator 219 Unknown MA& WAA Unavailable
ﬂﬁu Hub-STOMA-217  Unknown WA MWAA Blocked

Figure 5-4 Antenna View

Note: The Antenna View shows L-Band frequencies.

Use the Event Log to stay current on recent network activity, as shown in the
Event View window shown in figure 5-5.

ViperYiew B

(53 W vipersat Evert Log Service &= Evert Yiew T

Timne Source User Message

14 |

Inbar
Inbar

Figure 5-5 Event View

The Event View lists the details of network configuration changes, alarms, and
switch events.

The Spectrum View displays a simulated spectrum analyzer, shown in
figure 5-6, letting the operator monitor carriers and pools. The Spectrum View
reports E,N,, space segment usage, and pool slots assigned by the VMS.
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Viperview

@ & Vipersat

Operator: not specified

&

Figure 5-6 Spectrum View

The Parameter View, shown in figure 5-7, constantly supplies the operator
with updated information for a selected unit.

@ Yiper¥iew
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N Expans!on 2 Fieference 2E8 option Installed Mot Installed
. Hﬂ:;?;n Ext Reference Alam Status )8
¥ Hub-Expansion UmE Tope o
B- 03', 10.1.128.024 il | |
¢ R1DATA +E Alarm )8
- Q;d 10.1.129.0;24 124 Alarm ok
Eloety 10.1.130.0/2¢ -3 Alarm 0K
¥ R3_MESH_S64L +2 Blarm Ok
¥ R3-Data 12 Alarm )8
gty 101,131,024 Tx Synthesizer Alarm oK
[—:I/\..’f Bandwidth Manager |- Fix 12t LO synth Alarm ak.
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HUE Ext Fef PLL Alarm )8
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4 | » _JElUnit Config Store/Load x|
| |Status: Unknown | Alarm State: Ok |State: Disconnected | Type: COMSB4L | Address: 10.1.0.23 |
Figure 5-7 Parameter View
The Parameter View of a selected unit includes:
e Unit Status
e Unit Alarms
e Unit Config Store/Load
e Unit Events Log
e Unit Statistics Log
¢ Unit Reference
5-5
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5-6

Unit Ethernet

Right-clicking on a unit icon in the tree view displays the drop-down menu
shown in figure 5-8. Use the commands from this menu to:

* Open a separate window for the unit’s operating parameters
¢ Perform Soft, Firm and Hard Resets
e Save to Flash
* Force Registration
* Remove
* Manipulate router parameters with the Configure and Properties
commands.
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Figure 5-8 Unit Command Menu

Error Detection

Using the ViperView screen, you can quickly see which sites in the network are
showing an error condition and which have all of the equipment and software
operating normally.
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Green is used, as shown in figure 5-9, to show which sites, links, and equipment
which are operating normally. Red, on both the map and for entries in the menu
tree to the left of the map, indicates that there is an alarm condition. Gray indi-

cates that no status multicast (PLDM) being received.

Tip: The red error condition indicator indicates that at least one of the devices
in a site is reporting an alarm condition for a link.

At this point, no details are shown, but you can very quickly expand the display
s0 you can scan the entire network and determine the condition of each of the
network’s components.

At the main screen level, you have a number of choices to examine and remedy
the error conditions. The tools available are easily reached from the display.

& Viperview M= E3
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Lol 4

E _ VIPERLABL Al B Address
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| Elg% Sits0: Prague Teleport (Hub) (ki 52 Remotes @ 10.1.152.0/22
% Hus - o

§ Bt 10.164.0116
i g Hub-32-GZEC
. gl Demodulator 1
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ol Demadulator 3
i gl Demodulatar 4
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| Ege® Hub-51-G1-TOMiBC
ol Modulator 1
U Demodulator 2 =l

Status: Alarmed

Figure 5-9 ViperView, Subnet Manager

Right-clicking on a point in the network (using either Network Manager or
Subnet Manager) displays a drop-down menu which is specific to the selected
point in the network. From this menu, the operator can perform any of the

actions available on the list and instantly modify the parameters of that network
element.

An example is shown in figure 5-10 for a data unit Modulator.
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Figure 5-10 Drop-down menu

Right-clicking on the Modulator and selecting Properties opens the tabbed
dialog shown in figure 5-11.

Modulator [ 7]

General I

Modulator 1 EHE
General | Modeml

4 odulator 1

Type : ComTech COMEY0 L-Band Modulator
Address: 1

0k I Cancel | Spply | ’TI Cancel I Apply
CDM-570/570L SLM-5650A

Figure 5-11 Modulator Properities dialog

5-8 VMS User Guide



ViperView—Monitor and Control

The General tab displays the current name assigned to the modulator and
allows renaming, if required.

Clicking the Modem tab (CDM only) displays the dialog shown in figure 5-12.
This tab allows setting the Flags and the Carrier Type for the device.

Modulator 1 EHE
General  Maodem |

Flags Carrier Type

¥ IrBand £ None

[T Allocatable

QK I Cancel | Apply |

Figure 5-12 Modem tab, CDM modulator and Demodulator only

These same settings also appear in the Demodulator Properties window for both
the CDM-570/570L and CDD-56X.

Event Log

The VMS Event Log displays a history of events occurring in the system and
network. Anytime that there is a change in the current setting, status, resources,
and configurations, the system ouputs an event message displaying information
about the event. The displayed information is part of a complete database file of
recorded network activity used for notifying the operator of possible errors or
failures.

With the use of this information, the system administrator can quickly locate,
identify, repair, or replace the network element that is associated with the error/
failure.

Selecting the Event Log icon (directly below the Server icon) from the left
panel of the ViperView window (figure 5-9) will display the Event Log view in
the right panel. Alternatively, right-clicking on the icon allows the Event Log to
be opened in a seperate ViperView child window (figure 5-13).

The Log lists all activity reported to the server. This is a useful tool when deter-
mining the functioning of the network. Each event listed is categorized by the
date, time, source, and user. A message describing the activity which created the
event is also provided.
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Yiper¥iew
& W vipersat Event Log Service =] Event View o

Total: 11693

Figure 5-13 Event Log View

Each log entry is displayed using the standard VMS color scheme:
* Green — the logged item was completed successfully
* Red - The logged item failed and caused an alarm
e Grey — The unit was not available
* White — Items which do not have a status associated with them
* Yellow — Command
¢ Blue — Configuration change

¢ Purple — Corrupted entry

Clicking on the Event View icon on the Object Bar, as shown in figure 5-13,
displays a drop-down menu with five commands:

e Clear

e Twelve Hour
* Filters...

e Export...

* Refresh

Yipertiew (X

@ W Vipersat Evert Log Service E_i Event Yiew o

Date Time Clear User

v Twelve Hour

Filkers.,..
Export...

Refresh

Total: 42

Figure 5-14 Event View Menu
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Clear
Selecting Clear from the menu deletes all previously recorded events from the
log.
Twelve Hour
Selecting the Twelve Hour clock setting will toggle between 12 or 24 hour
event time stamping.
Filters...

Selecting the Filters... command from the menu opens the Event Log View
dialog shown in figure 5-15. Here, the log entries appearance can be tailored to
display either a particular type of event and/or a specified date range.

Filters | Dates

Dizplay events not fikered by configured filters
[ (] 8 ] [ Cancel ]

Figure 5-15 Event Log View, Filters tab

Filters Tab

Clicking the Insert button opens the Insert Object Wizard dialog, shown in
figure 5-16, for selecting an event filter. From the list in the Name box, select
the filter for the type of event to be displayed in the log.
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Insert Dbject Wizard [ %]

Select Object Type

“r'ou musgt select the type of object you wish ta ingert from the list below. And whether or
not pou want to zee additional configuration pages.

D{ r~ Mare Information
E=& S vitch E vent Filter c-:h}.] Switch Event Filker
&, Vipersat Modem Status . "T__'

=] Shmp Modem Status Fil...

Event filter to filter InBand switches

¥ | Display addition configuration pages

< Back I Finizh ;I Cancel

k]

Figure 5-16 Event Log Filter Selection

Note: Currently, there is a set of predefined filters available for the Event Log.
As additional filters become available, they can be added to the VMS
program through an installer utility.

Clicking the Finish button adds the selected object type to the Event Log View
Filters tab. Multiple filters can be inserted.

The Display events not filtered by configured filters check box provides an
override to the filter list, allowing all events to be displayed in the log view.

Dates Tab

Similarly, the Dates tab can be selected for specifying the date and time to start
and stop viewing events, as shown in figure 5-17.
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Filters ~ Dates |

r~ Start Date & Time
¥ Enable

[ate Time
- v =
Wm I Eﬂu.uo M =

End Date & Time

[ Enable
Date Time

= v =
| 32005 <] |ﬁ4.D4AM -

()8 I Cancel |

Figure 5-17 Event Log Dates tab

The parameters entered on the Filters and Dates tabs work together to provide
customized Event Views of network activity.

Note: A billing translation program is available in the VMS for processing the
event log to extract billing information. This program, described in
Appendix H, "VMS Billing Log Translator (VBLT)", filters entries in the
event log into a format which can be used for billing purposes.

Export

Selecting the Export command will open a windows file Save As dialog,
prompting the operator to enter a file name and location to save the event log.
The file is exported as an Extensible Markup Language (XML) file, which is a
simple and very flexible text format for import into most database applications.

Refresh

Selecting the Refresh command will update the log with any pending events
waiting in the event thread.

Alarm Masks

Alarm masks are a VMS tool that is used to limit false alarms generated by
normal system operations.
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Viewing/Setting Alarm Masks

5-14

Demodulators that are typically being locked and unlocked, such as switched
demodulators/burst controllers, should have the Unlock Alarm masked. The
setting of other alarm masks will depend on usage and whether or not a BUC is

installed.

Alarms masks are viewed and set for the modem in the device view, as shown in

figure 5-18 and figure 5-19.

>§: Yiper¥iew
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- ol 5w Demadulator - 4 - 23
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;I HDemod Status

il

Demod Alarms
EDemod Alarm Mask

Fx Unlock Alarm Mask
HDemod IF Parameters
HDemod Data Parameters
Demod LNB

Fx AGC Alarm Mask
Fx EbMo &larm bask
LME Alarmn Mask

| | Status: OK [Frequency: 1.212GHz |Ekla: 5.508 | Alocation: Blocked

Masked
Masked
Masked
Masked

Figure 5-18 Demodulator Alarm Masks
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e Expansion 3
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T FIFO Alarm Mask
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HMod IF Parameters
HMod Data Parameters
Mod BUC
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Masked
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Figure 5-19 Modulator Alarm Masks

To mask/unmask alarms for a device, select the device in the left panel tree
view, then select an alarm from the Alarm Mask list in the right panel. Use the
pull-down menu to select either Unmasked or Masked.

The alarm mask settings shown in table 5-2 are for a typical VMS network.
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Table 5-2  Alarm Masking in a Typical Network

Demodulator Demodulator Demodulator
Device Type Lock Status Level Alarm Auto Gain Ctrl
TDM/ Burst Cont. X X X
Remote
Hub Expansion X X X
Remote Expansion X X X

NOTE

Unlock Alarm Masks

InBand modem device Mask Unlock Alarm flags mask and set park states
every time the modem registers with the VMS. These flags simplify and reduce
the device item-by-item settings, making them persistent during active state.
These flag settings are typically set on modems that are switched expansion
units or hub burst demodulators. If these devices are not masked, the unit will
generate many unwanted alarms in the system during normal operations.

Hub burst demodulators, when masked, only shutdown their link status alarms
that are typically part of the carrier lock/unlock, leaving all other internal alarms
unmasked.

The hub and remote expansion demodulator carrier alarm mask is cleared each
time it is switched to receive a return carrier from a remote. This unmasking of
alarms remains until the demodulator is returned to a parked state (unlock),
where it is re-masked to prevent unwanted network alarms.

If the modem is rebooted, the alarm masks are cleared until the next VMS regis-
tration.

Note: Itis not necessary to mask the SLM-5650A hub burst demodulator. If the
alarm mask is set for this device type, the front panel carrier lock LED’s
WILL NOT illuminate.

The Unlock Alarm mask for a device is set from the Properties dialog.

Fora CDM-570/570L or a CDD-56X, open the Properties window for the unit,
as shown in figure 5-20.

For an SLM-56504, open the Properties window for the demodulator.
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== Hub-51-G1-SW (2] ] Demodulator EHE
General |ConFigurations| General |
—_—
I Lock Frank Panel
v [Mask Unlock Alarm
" Enable Heartbeat
Auto Home State Timeout I~ Burst Contraller
0 V' allocatable
QOS Management ¥ Urlack Alarm Mask
" Enable Rules
Right click on demodulator
Routes |
Right click on unit
QK I Cancel | Apply Ok I Caneel | Al
CDM-570/570L, CDD-56X SLM-5650A

Figure 5-20 Mask Unlock Alarm Flag
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VMS Service Managers

When VMS is started on the server and ViperView is opened on the client
workstation, the Server View, shown in figure 5-21, displays the installed VMS
Services. Included in this display are the Network Manager, the InBand
Manager, the Out-of-Band Manager, the Subnet Manager, the Bandwidth
Manager (replaces the Upstream Manager in previous versions), the SNMP
Modem Manager, the Redundancy Manager, the Out-of-Band Circuit Manager,

and the Vipersat Manager.

° :
@ 0 G O | bt f@ Tree Wiew EListView 0

= | CA-BKNEYBL
& Event Log
+ .;J Mebwark Manager
‘;" Qut of Band Manager
+l-guyes Subnet Manager
= /Jf Bandwidth Manager
+ g) Vipersat
A3 Snmp Modern Manager
= ﬁ Redundancy Manager

&Event Log
-
y Netwark Manager

b
F xInBand Manager

A
:' : 'Out of Band Manager

= Ut of Band Circuit Manager
+-<4 Wipersak Manager

_PQSubnet Manager .
NBandwwdth Manager
QSnmp Modern Manager

A=

:LﬁRedundancy Manager
{=

==

5 ot of Band Circuit Manager
W

|q Wipersat Manager

Local Status: Active Remote Status: 0/0

Figure 5-21 Server View

Vipersat Manager

The Network View under the Vipersat Manager displays all of the units sharing
the same network number, as shown in figure 5-22.
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Figure 5-22 Vipersat Manager Network View

The health status of each unit in the Network View is indicated by the unit’s
status color and the supporting text.

InBand Manager

Right-clicking on the InBand Manager icon displays the Properties command,
shown in figure 5-23.
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Figure 5-23 InBand Manager Properties Command

Selecting the Properties command displays the InBand Manager window

shown in figure 5-24.

B InBand Manager EHE I

Policy | pistribution Lists |
Application Policies
Type Minirnurn Maximum
IV Load [V 2 3zbps 128Kbps
¥ &5 &kbps 128Kbps
v
Wischeduled | 1[5 72 akops 256Kbps
v
Minirnurn Bitrake: W 254 16Kbns 3bps
19Kbps
IMaximurn Bitrate
10Mbps
Excess Bitrate
Obps
OF I Cancel | Apply |

Figure 5-24 InBand Manager, Policy tab
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Policy Tab

From the InBand Manager Policy tab you can set the global policies under
which switching will occur in the Vipersat network. These policy settings are
set globally for all networks and are propagated down to all remotes in the
system. Independently each remote’s policy will inherent the global policies,
but the operator may choose the break the inherent settings and configure each
site independently.

The check boxes at the top of the tab allow you to enable or disable the follow-
ing functions:

e Automatic Switching
¢ Load Switching
¢ Scheduled Switching (Using VCS)

Bitrate Limits

In the Bit Rate Limits box you can set the Minimum, Maximum, and Excess
bit rate limits for the network. These values are used to determine the load
switching bit rate trigger points.

Minimum - This is the minimum bit rate value for all circuits on the site.
Maximum - This is the maximum bit rate value for all circuits on the site.

Excess - This value is added to application switched circuits to accommo-
date momentary excess data flow.

Application Policies

Application Policies are created here at the global system level, but can be either
modified or disabled at the site level (Subnet Manager) to accommodate
specific site requirements. In the Application Policies box you can Insert,
Modify, and Remove policies for individual circuit types, then either select or
de-select these policies once entered.

Right-clicking in the blank area of the Application Policies box displays a drop-
down menu for Inserting a policy. Right-clicking on an existing policy displays
a choice to Insert a new policy or Remove the existing policy. A policy can be
modified by double-clicking on the policy to enter the edit mode which allows
the Type, Minimum bitrate, and Maximum bitrate parameters to be changed.

Choosing Insert displays the Application Policy dialog shown in figure 5-25.
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x
Tvpe
|D 'I v Enabled

Maxirmum Bitrate
128Kbps

Minimurn Bitrate
I dkbps Cancel |

Figure 5-25 Application Policy dialog

Using this dialog, you can establish policy parameters for Type and Bitrate
(Maximum and Minimum).

Type

Enter the type of circuit here. Application Policy Type numbers have the
following convention:

1 — Scheduled Switching and VFS (Vipersat File Streamer)
2 — Voice

3 — Video

4-64 — Reserved for the System

65-253 — User Defined

254 — Uninterruptable Switch (used to ensure that additional applications
will not generate a switch, thus preventing video glitches)

Caution: Do not assign circuit types within the Vipersat reserved range as you
may cause conflicts if a future VMS release uses that circuit type as a
pre-assigned value.

° —utll)

Maximum Bitrate

The Maximum Bitrate affects all circuits of the selected type for the site. This
parameter is the rate that any single session of a policy type can not exceed.
Once this bit rate is reached, no additional automatic switch requests (ASRs)
will be accepted by the VMS.

Minimum Bitrate

The Minimum Bitrate affects all circuits of the selected type for the site. This
is an absolute minimum value that no selected-type transmission bit rate can be
less than.

An Enabled check box is provided for specifying whether or not this policy is
enabled.

Once an application policy is created, clicking on the OK button will display
the Policy tab with the new policy appearance, as shown in figure 5-26.
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i 1and anager = 21

Paolicy |
Enable Application Policies
¥ automatic Type | Minimum | Maximum |
¥ Load ¥ o gkbps 128kbps
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64kbps

Maximurn Bitrate
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Excess Bitrate
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oK I Cancel | Apply |

Figure 5-26 Revised Policy Tab

Application policies can be modified by directly clicking on them and editing
the parameters. To remove a policy, right-click on the policy and select Remove
from the pull-down menu. A confirmation is required to execute this command.

A

_‘__./ Remove Application Policy

Figure 5-27 Remove Application Policy dialog

Distribution Lists Tab

Distribution Lists are used to define multiple target subnets for point-to-multi-
point distribution on an inband service connection whenever an upstream switch
to a specific destination IP address occurs, such as to a multicast address.

Distribution lists are created here at the global system level, but can also be
created, modified, or disabled at the site level (Subnet Manager) to accommo-
date specific site requirements.

In the Distribution Lists box you can Insert, Modify, and Remove lists for indi-
vidual subnets, then either select or de-select these lists once entered through the
use of the check boxes.
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Policy  Distributian Lists |

Deskination | Mame |
i10,1,131.0 RZ-R4 H

OF I Cancel | Apply |

Figure 5-28 InBand Manager, Distribution Lists tab

1. Right-click in the blank area of the Distribution Lists box to display the
Insert command for inserting a new list.

Right-click on an existing list to display a choice to Insert a new list, Modify
the existing list, or Remove the existing list.

Policy  Distributian Lists |

Deskination | Mame |

O 181,0 . Re-Re

OF I Cancel | Apply |

Figure 5-29 Distribution Lists, Insert Command

2. Choose Insert to open the Distribution List window shown in figure 5-30.
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Distribution List

Destination oK
o.o0.0.0

Name Cancel

Site Lisk
Site | add Site

i

Remove Site

4
Figure 5-30 Distribution List Window

3. Enter the desired Destination IP address.

Typically, this will be a unique multicast address for a specific remote or
remotes utilizing the same application. Note, however, that the destination
address does not have to be a valid IP address; it can be a non-valid IP
address that is used exclusively for a distribution list, for example.

4. Enter the Name for identifying this distribution list.

5. Click on the Add Site button. A search dialog will open, allowing the
desired subnet(s) to be selected from the VMS network.

x
Look in! I)a‘,,ReaI Metwork j
#HUB
S REMOTES
Object name: I K I
Obijects of bype: IInBand Subnet j Cancel |
A

Figure 5-31 Add Site Dialog, Search Network

6. Double-click on the appropriate network element to navigate the network
tree until the desired subnet address appears, as shown in figure 5-32. Select
the subnet and click OK to add this site to the list.

NoTe| Note: Only one selection at a time can be added to the list.
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Object name: | 10.1.128.0/24

QK I

Objects of type: IInBand Subnet

j Cancel |
A

Figure 5-32 Add Site Dialog, Select Subnet

7. Repeat this process until all of the desired subnets have been added to the

list.

Distribution List

Destination

I 224,010,020 . 025
Mame

| Multi-Test

Site List

x|

Ok |
Cancel |

Site |

10.1.128.0/24
10.1,130.0/24
10.1.131.0/24
10.1.132.0/24

Remove Site |

4

Figure 5-33 Distribution List Window, Configured

8. Click on the OK button to insert this list in the Distribution Lists tab.

Bk InBand Manager

Policy  Distributian Lists |

2|

Deskination | Mame |
i10,1,131.0 RZ-R4

¥ 224.10.20.25  Mulki-Test

Figure 5-34 Distribution List Created

9. The new list can be enabled or disabled by clicking in the check box.
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InBand management allows Application Policies and Distribution Lists to be
selected on a remote site-level basis and allows the system operator to enable
and disable mesh and upstream switching or use policies/lists for selected
remotes that differ from the global policies/lists. These site-level policies and
lists are established using the Subnet Manager.

Subnet Manager

The Subnet Manager provides a tree view from which the operator can drill
down to investigate alarms. Device management can easily be performed from
this view as it displays significant device parameters on the right side of the
screen shown figure 5-37.

Clicking on the Subnet Manager icon in either the right or left column of
ViperView displays a view of all subnets, the status of the switching modulator,
the type of switch, if any, and the current transmitting bit rate and frequency.
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Figure 5-35 Subnet Manager

Tip: You can create a separate window, shown in figure 5-36, to display the
information in the right panel of Viperview by right-clicking the icon, then
selecting Open from the drop-down menu. This window can then be
placed anywhere on your desktop and will continue to display its contents
after you move on to other tasks.
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Figure 5-36 Separate window

Note: The same information is displayed in both the right-panel display in
figure 5-35 and the separate window display shown in figure 5-36. Both of
these displays are continually updated by VMS as new data is received

from the network.

Clicking on an individual subnet displays all of the units associated with the
subnet with their Status, Alarm State, current device State, unit Type and [P
Address information displayed as shown in figure 5-37.
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Subnet Manager Configuration

Right clicking on an individual subnet displays a drop-down menu, as shown in
figure 5-38, allowing the operator to:

¢ Open

* Soft Reset

¢ InBand Management
¢ Resize Uplink Carrier
¢ Revert Uplink Carrier
e Reset Uplink Carrier
e Delete

* Properties

i 1 [
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Figure 5-38 Subnet Manager configuration

Open

Clicking the Open command creates an independent window with the data
shown in the right portion of the screen in figure 5-38. The independent window
appears as shown figure 5-39
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)
@ . subnet Manager j List Yiew 7]
4 address ~
. - 172.17.0.0/17
= Address Skatus Type Bt Rate  Frequency Extra
e ]
_:,5-1-_-_&1?2'1?' 128.0/28 172.17.128.0/26 Idle Home S12kbps  14.261GHz  QPSK, 3f 4, Turbo
ol Address Skatus Twpe Bt Rate  Frequency Extra
e ]
_-_é-i-_:el?z'l?' 129.0/28 172.17.129.0/26 Busy Home S12kbps  14.261GHz  QPSK, 3/ 4, Turbo
= Address Skatus Twpe Bt Rate Frequency Extra
e ]
_-_\;‘-1131?2'1?' 1300028 172,17.130.0/26 Idle Home S12kbps  14.261GHz  QPSK, 3f 4, Turbo
$ 172.17.131.0/26 Address Skatus Twpe Bt Rate Frequency Extra
e 172.17.131.0/26 Tdle Home S1Zkbps  14.261GHz  QPSK, 3/ 4, Turbo
_e Address Skatus Twpe Bt Rate Frequency Extra
.‘_J,-:'.:EI?Z'I?' 132.0/26 - 172,17.132.0026 Idle Home Si2kbps  14.261GHz  QPSK, 3/ 4, Turbo [

Stakus: 15 Alarms

Figure 5-39 Subnet Mananger open command window

The independent window can be placed anywhere on the screen and is
constantly updated by VMS as new information is received from the network.

InBand Management

Selecting the InBand Management command shown in figure 5-38 brings up
the Select Modem dialog shown in figure 5-40. Selecting a modulator from the
Name list and then clicking the OK button sets the Home State for the subnet to
the current values assigned to the selected modulator.

Choose the modulator on the modem that is to be the designated switching
modulator for the subnet.

Select Modem... [ %]
| | oK |
Cancel |

Mame

IModulator 1 on B2 DATA

Figure 5-40 Select modem dialog

If the drop-down menu in figure 5-38 was checked indicating that InBand
Management was enabled, clicking the Inband Management checked InBand
Management command brings up the Disable In-Band Extension warning
shown in figure 5-41.
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Disable In-Band Extension [ <]

2 All In-Band settings will be losk!
‘:/J Are you sure?

Figure 5-41 Disable in-band extension warning

Clicking the Yes button will disable in-band extension and you will lose the
home state and policy settings set when In-Band Extensions were enabled.

Soft Reset

Selecting the Soft Reset command from the drop-down menu causes an imme-
diate soft reset of the selected unit.

Resize Uplink Carrier

Selecting the Resize Uplink Carrier command from the drop-down menu in
figure 5-38 displays the dialog shown in figure 5-42. You can enter a new bit
rate value for the uplink in the New Bitrate window when manually switching
to SCPC mode.

Mew Eitrate
512Kbps
[ (o] 4 ] [ Cancel ]

Figure 5-42 Resize uplink dialog

Clicking the Extra button brings up the dialog shown in figure 5-43. The items
listed in the Modem Extra listing will vary depending on the modem types.

=]
Modulation QPSK
FEC Rate 3/4 Rate
FEC Type Turbo

[ [o]4 ][ Cancel ]

Figure 5-43 Uplink Modem Extra dialog
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Using this dialog you can change the FEC and Modulation characteristics of the
uplink SCPC carrier when manually switched.

Revert Uplink Carrier

The Revert Uplink Carrier command returns the remote modem to its home
state settings. This command is appropriate to use when SCPC transmission is
no longer required, switching back to STDMA mode, or communications with
the remote have been lost and it is unknown whether or not the modem is still
transmitting. Unlike the Reset command (see below), the bandwidth slot is
retained in case the modem communications are restored.

Selecting the Revert Uplink Carrier command from the drop-down menu in
figure 5-38 will display the Revert Uplink confirmation dialog shown in
figure 5-44. Clicking the Yes button will cause the selected unit to revert to its
home state.

Revert Uplink [ <]

‘?/J Are you sure you wank o revert the upline to its home state?

Figure 5-44 Revert uplink carrier dialog

Reset Uplink Carrier

As with the Revert command (see above), the Reset Uplink Carrier command
returns the remote modem to its home state settings. However, this command is
appropriate to use when communications with the remote have been lost and it
is known that the modem is not transmitting so as to prevent the occurrence of
an interfering carrier. The bandwidth slot is freed for use by another network
device.

Because of the possibility of an interfering carrier being created if the remote is
still transmitting, selecting the Reset Uplink Carrier command shown in
figure 5-38 displays the Reset Uplink warning shown in figure 5-45.

interfering carrier, that could potentially disable all switching capabilities. Only continue if your absolutely sure that the assodiated modulator is MOT
transmitking.
Are you sure you want ko conkinue?

' WARNING: Resetting an uplink will not confirm that involved devices have successfully completed the operation,and therefore may result in an
e

Figure 5-45 Reset uplink warning
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Caution: Read the Reset Uplink warning carefully, as performing this operation
' on a unknown transmitting unit may cause carrier interference on
. operating network. It is safe to reset resources for a remote if it is
known that the remote is not transmitting, powered down or faulty.

Delete

Click the Delete command will delete the subnet from the network,

Properties

The Subnet Properties page tabs are described below.

General Tab

The General tab allows the operator to view or change the name of the subnet.
Subnets declared are listed in the External Subnets list.

Note: External subnets apply when an application or ToS switch originates
NOTE past a router at the remote.

#

General | In Band | Policy | Distribution Lists | 5.4.5.

_‘f‘-:"'J_,J Remote 4 - 172,17.131.0

External Subnets Su bnet Namp
Address Mask.
172.17.150.0 255.255.255.0

External Subnet

[ Insett: ][ Modify ]: [ Remove ]

[ [o]4 ][ Cancel ]

Figure 5-46 Properties general tab

¢ Insert - Clicking the Insert button brings up the New Subnet dialog
shown in figure 5-47. Enter the [P address and subnet mask for the new
subnet in the Address and Mask dialog boxes.
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New Subnet [ x|
1

o . o0 .0

Cancel |
Mask

Figure 5-47 New subnet dialog

¢ Modify - Selecting an existing subnet from the External Subnet listing
then clicking the Modify button brings up the New Subnet dialog
displayed in figure 5-47. The existing subnet IP address and subnet mask
will be displayed. Make the modifications required in this dialog then
click the OK button to make the changes.

¢ Remove - Selecting an existing subnet from the External Subnet listing
then clicking the Remove button deletes the sunbet from the list.
In Band tab

The In Band tab Home State box, shown in figure 5-48, shows the switching
modulator device’s home state:

* Frequency
¢ Bitrate
¢ Power

You can enter new values, as required, for each of these parameters in the dialog
box associated with the parameter.
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# 2JES
| General | In Band ._ Policy | Distribution Lists | 5.4.5.
Home State
Frequency Bitrate Power
14.261GHz 512kbps 17.5dBm
QPSK, 31 4, Turbo
Remote Modulator
Modulator 1 on Data Unit
Downlink Modulatar
Uplink Demodulator
Demodulator 2 on Burst Controller
[ [8]4 ] [ Cancel ]

Figure 5-48 In Band Tab, Subnet Properties

Clicking on the Extra tab displays the Modem Extra dialog shown in
figure 5-49, allowing the operator to set the type of Modulation, FEC Rate, and
Code Type for the unit’s home state.

x
EIFEC & Modulation
Modulation GPSE
FEC Rate 344 Rate
FEC Type Turbo

Cancel |

Figure 5-499 Modem Extra dialog

These settings can be modified by clicking on the desired parameter and choos-
ing a new setting from the pull-down menu that appears.
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Modem Extra |

EIFEC & Modulation

FEC Rate
FEC Type

[8]4 I Cancel |

Figure 5-50 Modify, Modem Extra

Note: During initial unit registration the set information in the modem is propa-
gated to the VMS database which fills in the Home State values.

The In Band tab also identifies the switching Modulator (the remote data
modulator) for the subnet, Downlink Modulator is the hub forwarding
(outbound) TDM modulator to remote (used for Roaming applications) and the
Uplink Demodulator is the Home State hub demodulator (typically is the
STDMA demodulator). These associated devices set the known states for recov-
ering remote data units.

Clicking the Select button brings up the Select Modem dialog shown in
figure 5-51.

Select Modem... [ %]
Mame L QK I
IModulator 1 on B2 DATA

Cancel |

Figure 5-51 Select Modem dialog

Note: If the demodulator field is blank either the burst controller or remote flags
are incorrect or the remote is not registered.

Clicking the Select button in the Uplink Demodulator box displays the Select
Demodulator dialog shown in figure 5-52.
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NOTE

Select Demodulator [ %]
JHug |

Demodulatar 2 on HUB-570 De
Demodulatar 1-23 on HUB-STDMA-G1 Hu
Demodulatar 2-23 on HUB-STDMA-G1
Demodulatar 3-23 on HUB-STDMA-G1
Demodulatar 4-23 on HUB-STDMA-G1
Demodulatar 2-16 on HUB-TDM-OUTEOUND
Demodulator 2-18 on Expansion 2

o
Cancel |

4

Figure 5-52 Select demodulator dialog.

Using this dialog you can select a different demodulator for the subnet to
replace the existing demodulator. Clicking the OK button will change the selec-
tion.

Note: Home State Demodulators are associated and linked by transmission
settings, frequency, data rate, modulation and FEC rate. If changing
system selected unit to another will require manual tuning and realign-
ment of remote unit configurations.

Policy tab

The check boxes at the top of the Policy tab shown in figure 5-53 default to the
InBand Manager settings, but can be locally enabled or disabled as follows:

 Ifthe boxes are greyed and checked, global policies are in use.
¢ [f the boxes are white and unchecked the feature is disabled.
¢ If the boxes are white and checked local policies are in use.

These policy states for each switching mode can be selected by clicking on the
boxes until the desired policy state for that switching mode is displayed.

In the Bitrate Limits box, values for Minimum, Maximum and Excess Band-
width can be defined based on a particular remote’s link budget and require-
ments.

The application policies displayed in the Application Policies box are created
using the Insert command. Refer to the section “Application Policies” on
page 5-20 for more detailed information on setting policies.
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]

| General || In Band Palicy | Distribution Lists | 5.8.5.
Enable Application Policies
Autaomatic Type | Minimum | Maximum

03 ps ps
[#]Load |1 1zakb 2Mby
[Flschedued | |¥ 2 16Kkbps 128Kbps
|I¥ 3 zs6kbps S512Kbps

Minirmurn Bitrate
dkbps

Maxirmurn Bitrate
ZMbps

Excess Bitrate
16kbps

QPSE, 31 4,
Turbo

[ [8]4 ][ Cancel ]

Figure 5-53 Policy Tab, Subnet

Selecting an existing application policy, as shown in figure 5-53, and then click-
ing directly on one of the parameters allows you to modify the policy for the
selected policy type. However, an existing policy cannot be removed from the
Subnet site level; an application policy can only be removed from the InBand
Manager global level.

Advanced modem settings for a switch type can be configured by clicking on
the Modem button and modifying the Modem Extra parameters. These settings
temporarily override the home state settings, and only apply when this switch
occurs.

If the Modem button is inactive (greyed-out), it will be necessary to return to the
In Band tab and open the Select Modem dialog (figure 5-51), then select the
desired modem. The Modem button in the Policy tab will now be active.

Distribution Lists Tab

Distribution Lists are used to define the target subnets for point-to-multipoint
distribution on an inband service connection whenever an upstream switch to a
specific destination IP address occurs, such as to a multicast address.

Distribution lists are created at the global system level (InBand Manager), but
can be either modified or disabled here at the site level to accommodate specific
site requirements.

Opening the Distribution Lists tab for a subnet will display the global lists that
were created using InBand Manager, as shown in figure 5-54.
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2|

General I In Band I Policy  Distribution Lists |

Deskination | Mame |
v 10.1.131.0 RZ-R4
[7 224.10,20.25  Multi-Test

OF I Cancel | Apply |
Figure 5-54 Distribution Lists Tab, Subnet

The enable/disable check boxes for the existing lists are greyed and checked,
indicating that global settings are in effect. At the subnet level, these lists can be
altered by clicking on the box until the desired state for that list is displayed:

* Click once to uncheck (disable) the list for this subnet.
¢ Click twice to check white box for list to be modified for this subnet.

The figure below shows that the second distribution list has been altered to
allow its modification for this site.

27 10.1.128.0/24 el b3

General I In Band I Policy  Distribution Lists |

Deskination | Mame |
|¢ 10.1.131.0 RZ-R4
[V {224,10,20,25 Multi-Test

Figure 5-55 Distribution List Enabled for Site Modification

Right-clicking on an existing list displays a choice to either Insert a new list,
Modify this list, or Remove this list.
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2|

General I In Band I Policy  Distribution Lists |

Deskination | Mame |
v 10.1.131.0 RZ-R4
224,10,20,25  Multi-Test

OF I Cancel | Apply |

Figure 5-56 Modify Site List

In this example, the Modify command is selected, opening the Distribution
List window shown in figure 5-57.

Distribution List

Destination

|224. 0, 20 . 25
Mame

| Multi-Test

QK

Cancel

Site List
Site | add Site
10.1.128.0/24
10,1.130.0424 Remove Site

i

4
Figure 5-57 Distribution List Window, Site Modification

Here, the list can be modified by adding and/or removing sites from the list. To
add a site, click on the Add Site button and follow the procedure outlined in
section “Distribution Lists Tab” on page 5-22. To remove a site, select the
desired site and click on the Remove Site button.

Once all modifications for the list have been completed, click on the OK button
to save the changes.
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ViperView

When VMS ViperView starts, the top view displays the installed services as
shown in figure 5-58. Each of these services is discussed in the following
sections.

@ 0 @ O Ch-0KMNEYEL r/@ Tree Wiew |= — | List Yiew G
L || =

= CABKNSYEL

e Ewent Log
-4 Mebwork Manager

bﬂ Ot of Band Manager
[ gugg Subnet Manager
= /\fr’ Bandwidth Manager

+- 8 vipersat

AL Snmp Modem Manager
£ ﬁ Redundancy Manager

z Qut of Band Circuit Manager
-4 Vipersat Manager

Event Log

Mebwark Manager
InBand Manager

Out of Band Manager

# Subnet Manager -

Bandwidth Manager

gSnmp Modem Manager
?LﬁRedundancy Manager
ol

R ER Y

Qut of Band Circuit Manager

;q vipersat Manager

Lacal Status: Active Remaote Status: 0f0

Figure 5-58 ViperView top view

* Vipersat Manager

¢ Subnet Manager

* SNPM Modem Manager
e Bandwidth Manager

¢ InBand Manager

¢ Network Manager.
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OUT-OF-BAND UNITS

General

NOTE

This chapter describes integrating out-of-band units into a VMS-controlled
satellite network.

Controlling Non-IP Modems

Before VMS can communicate with a non-IP capable modem, the modem must
have an IP-addressable unit, such as the Comtech CiM-25/600 or CiM-25/600L
attached and assigned a valid IP address using procedures described in the
appropriate product documentation, and described in the following procedure.

Modems such as the CDM-700, SLM-5650 or CDM-570 have a built-in Ether-
net interface and do not require an external CiM unit. Refer to these unit’s docu-
mentation for the procedure for assigning a valid IP address to the unit.

Note: Check the unit's documentation for specific, detailed procedures.

Once a valid IP address has been assigned to target CiM-25, install the CiM-25
on its companion CDM-600L. The modem must then be declared in VMS using
the following procedure.

1. Connect the target CiM-25 unit to your workstation and assign a valid IP
address for the network where the CiM-25 and its companion CDM-600L
are to be installed

2. Reconnect the CiM-25 to its companion CDM-600L, then connect the eth-
ernet LAN and apply power as required.
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Note: The CiM-25 must be plugged into an operating modem (except during
setup) in order for it to operate reliably. A CiM-25 operating disconnected
from a modem will exhibit erratic ethernet communications. Refer to the
CiM-25 manual for additional information.

SNMP Manager

The SNMP Modem Manager is the controlling service for all out-of-band
modems. Right clicking on the manager icon opens a list which allows you to
open the manager, declare modems, Save the entries and view the properties
page. The properties page is shown below in figure 6-2.

% Snmp Modem Manager ﬂ E
General |
Palling Sptions
Full Inkerval Status Interval  Timeout

|155 | Fx

r~ Switching Options ———
Guardband
35%

[0]4 I Cancel | Anply |

Figure 6-1 SNMP Modem Manager

There are 4 settable parameters in the SNMP Modem Manager properties. They
include the full interval poll, the status interval poll, the timeout and the alloca-
tion factor for carriers referred to as the guardband. They are described below.
e Full Interval:

The time in seconds, when connected to the device that a full poll will occur for
all parameters.
» Status Interval:

The time in seconds between polls for unit status to detect alarm states.
* Timeout:

The time in seconds it will take before VMS times out on a command. Since 3
retries will be made before failing the timeout is actually the time listed multipl-
lied by 3.

*  Guardband
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The percent of allocation applied to carriers when switched by VMS. The
default is 35% allowing for an allocation factor of 1.35.

Note: Currently this carrier guardband setting for OOB is separate from the
inband setting under the Vipersat Manager and must be set to the same

value.

The following procedure demonstrates using the SNMP Manager using a

CDM-600L as an example.

1. From ViperView, right-click on the SNMP Manager to display the drop-
down menu shown in figure 6-2.

_ VIPERLAE1L

----- Q Event Log

[ Metwork Manager

----- 4] Cut of Band Manager
[*-ggs Subnet Manager

[]/\?’ Bandwidth Mariager
0..- H QPen

0‘— M Declare Modem
0‘— H Save

Fl-g®™ R Properties

o COMBATL O0BR7

® O O O WIPERLAEL @ Tree YWiew Q Snmp Modemn Manager List Wiew
T
=]

Type

= Hub COM7O0 - COM7O0
= HUb COME00L - cDTh:E,pgegL
5 Hubg CDMS70L OOB - CDTh:SD:gL
R CDMSTOL QOB - cDTh:SD:gL
R COM7O0 c;:;eoo
[ COMETOL Q0B RT m CDTh:SD:gL

Figure 6-2 Declaring a CDM-600L

Address
10.1.0.15
Address
10.1.0.27
Address
10.1.0.28
Address
10.1.1258.10
Address
10.1.131.38
Address
10.1.134.3

2. Select the Declare Modem command from the drop-down menu to display
the New SNMP Modem dialog shown in figure 6-3.

New CDMGOOL [ %]

IP Address

Figure 6-3 CDM-600L IP address dialog

3. From the Unit Type drop-down menu select the modem type to be declared.
In this example the CDM600L modem is selected.

4. Enter the assigned IP address in the IP Address dialog box shown in

figure 6-4.
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6-4

New Snmp Modem
LUnit Tvpe
fcomeno =l
IP Address

IlD.l.D.SD|

oK I Cancel |

Figure 6-4 New SNMP modem dialog

5. The unit will now appear listed in the SNMP Modem Manager. Right click
on the added unit and select Properties from the drop down menu to display
the General tab shown in figure 6-5.

a. Assign a name to the CDM-600L in the top dialog box for reference.

b. The IP Address box is a read-only display of the IP address of the target
CDM-600L. Add the Subnet Mask in the provided dialog

c. Insure the SNMP settings are correct. For a CDM600 the Read and Write
communicties are admin1234. For all other devices the Read community
is Public and the write community is Private.

d. If the CDM-600L is connected to a BUC, LNC or other device, select the
Enable Radio Devices check-box to have this configuration recognized
by VMS.

== Hub CDMG0OL EHE

General |

IP Address
o .1 .0 .2

Subniet Mask.
255 . 255 . 192 . 0

SNMP Settings
Read Community ‘Write Community
| admin1 234 | admin1 234

[™ Enable Radio Devices

OF I Cancel | Apply |

Figure 6-5 CDM-600L properties screen

Once a CDM-600L and its companion CiM-25 are configured and are
connected to the network, the CDM-600L will appear in the SNMP Manager
Manager as shown in figure 6-6.
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General

4] YiperYiew
@ O O O WIPERLAEL f@ Tree Yiew Hub COMe00L ? Parameter Yiew
T
= _ YIPERLAB1 ESystem Information
..... ™ Event Log Status K
[+#1-45 Metwork Manager Equipment ID
----- il out of Band Manager 1niit: Serial Mumber
[#-igu—s Subnet Manager Software Yersion
[]---jv’f Bandwidth Manager Device Time
[—]ﬂ Snmp Modem Manager Device Date
'"0" % Hub CDOM700 Cirewit ID
'"0" g Hub COMB00L Contral Local
'"0" » Hubg COMS70L QOB Temperature oc
[+ R1 CDMS7O0L OOB
'"0" » R4 COM700 Einterface Parameters
___0” . COMS70L OO BT External Clock
'"0" » COMSTO IF O0B Refrence Clock Internal
'"0" . ElDrop & Insert
E]---t_fi Redundancy Manager Drop Type
..... = DU OF Biand Circuit Manager EHCrop Info 24 used timeslots
[+ Vipersat Manager Insert Type
EHiInsert Info 24 used timeslots

Tkl |

Figure 6-6 SNMP Modem Manager

Parameter View

The Parameter View display shown in figure 6-7, displays unit information
and options available for the unit selected in the SNMP Modem Manager. The
following discussion shows the type of information available, but you should
refer to each unit’s documentation for detailed information on setting or chang-
ing any of the parameters listed here.

The options available on the drop-down menu shown in figure 6-7 are:

e Apply - Clicking the Apply command writes any changes made to the
unit’s configuration in the Parameter View to the unit’s active memory.
If you want the changes to be permanent, you must save the changes to the
unit’s flash memory.

¢ Revert - If you make a change and want to revert to the previous setting,
clicking the Revert command will revert the setting back to its original
configuration.

Note: If you have marked the changed parameter by clicking the Dirty
Selected command, the Revert command will not function.

¢ Refresh - Clicking the Refresh command will read the current state of all
parameters from the unit and display them in the Parameter View display.

* Dirty Selected - If you have made a change, selecting the changed item
and then clicking the Dirty Selected command marks the item as changed
and it will be changed in the unit’s active memory.
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@ 0 O O WIPERLAEL @Tree Wigw  Fos Hub COMEOOL ? Parameter View
s

= YIPERLABL

----- Q Event Log

-4 Mebwork Manager

----- 54 Cut of Band Manager
gy Subnet Manager
I:I/\?’ Bandwidth Manager
=-E% Snmp Modem Manager
g™ Hub CDM700
re a0 COMBOOL
@™ Hubg COMS70L OOB
@™ R1 CDMS70L OOB
@™ R4 CDM7O0

@™ COMS7OL OB R7
@™ CDMS70IF OOB

Redundancy Manager
Out of Band Circuit Manager
[« “ipersat Manager

Elsystem Information
Status
Equiprnent IC
Linit Serial Mumber
Software Version
Device Time
Device Date
Circuit ID
Contral
Temperakture
EInterface Parameters
External Clock
Refrence Clock.
ElDrop & Insert
Crop Type
EDrop Info
Insert Type

Figure 6-7 Parameter View

£pply

- Revert

Refresh

Local

Inkernal

24 used timeslots

Before continuing with this process, you should click the Refresh button on the
drop-down menu shown in. This will ensure that you have the most current
information available for the unit before continuing.

The information available in the Parameter View contains both information
you can edit and information which is hard-coded in the unit which cannot be

changed.

This can be useful for out-of-band units allowing you to modify their configura-

tion using the VMS.
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Configuring the RF Chain

The following procedure shows how to configure the SNMP Modem’s RF chain
and enable it for switching.

1. Expand the modem icon to show the Modulator and Demodulator. Select the
appropriate antenna and expand the up and down converters as shown in
figure 6-8 below:

i Viper¥iew

O O O WIPERLABL F’@ Tree YWiew § Hub
T

WIPERLAB1 B2 & Hub

® Event Log g’ 14, 4GHz <-70MHz
&, Network Manager =
}:ﬂ Out of Band Manager 14.25GHz<-1,2GHz

H- g Subnet Manager w Maodulatar 1 on Hub-570-31-G51-TOM-BC oK

©

& Bandwidth Manager i Modulator on Hub S6504-L TDIM-BC oK
E'c?f =1 ‘i Modulator on Hub COMB0OL Ok
ub
1 ’lﬁu Modulator on Hubg COMS70L QOB O
Rz ‘i Modulator on Hub COM7O0 Ok
3 I 12, 1GHz- > 70MHz
R Bl [ 11.95GHz-=1.2GHz
[l G2 Sat l N
E1-£F Snmp Madern Manager Demodulator 2 on HUb-570-51-G1-TDM-BC [o]4
{4l Hub CDM700 |t Demadulator 1 on Hub-51-GL-5W oK
=g Hub COMBOOL |l Demodulator Z on Hub-51-GL-5W oK
) m EDdU|§t|DrtDn H'-'E' Cng'SﬂgLDDL‘ v Demedulator 3 on Hub-51-GL-5W oK
Freeey [+] emodulator on Ful
i1 g Hubg COMS70L OOB | Demodulator 4 on Hub-51-G1-5W oK
(¢l R1 COMSFOL OOB rI,ﬁl.l Demodulator on Hub S6504-L TOM-BC QF
or" R4 CDM700 rI,ﬁ'u Demodulatar on Hub S6S04-L Expansion 1 oK
o Egmg;gLIEgzg‘? b Demadulatar on Hub COMBOOL oK
O rI,i‘u Demodulator on Hubg COMS70L COB [o]4
- Redundancy Managsr | Demodulator on Hub COM7O0 [al's
a0k O Band Circuit Manager
[+ Vipersat Manager

1 | )4l

Figure 6-8 Configuring the RF Chain

2. Drag and drop the modulator on to the up converter and the demodulator to
the down converter.

3. Right click on the antenna, click the properties page and select the Out of
Band tab as shown in figure 6-9 below:
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Hub [ 7] %]
General | visibilty | Out of band |

Mame Rx¢-iagin

- £

operakar
I not specified
Conkack InFDrAtion

not specifi

QK I Cancel | Apply |

Figure 6-9 Out of Band Antenna Tab

4. Highlight the Modulator for the new SNMP modem and click Enable as
shown in figure 6-10 below:

General I Yisibility —Cut of band I

Marme | Config |
Modulakor on Hub S650A-IF Ex... Disabled
Modulakor 1 on Hub-570-51-G,,. | Disabled
Modulator on Hub S6504-L TD... | Disabled
Modulakor on Hub COMEDOL Disabled
Modulator on Hubg COMS70 -5dBm@S 1 2kbps
Modulator on Hub COM7FO0 -15dEm@zMbps

Enable | Disable | Eroperties |
(a4 I Cancel | Apply |

Figure 6-10 Selecting the Out of Band Modem

5. A dialog box will open prompting for a bit rate and power. VMS uses this to
calculate correct power settings for any bit rate the out of band link will
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Configuring the RF Chain

switch to. Set them to a combination that will give an appropriate level. The
dialog box is shown in figure 6-11. These two values set the base levels from
which all SCPC switched modifications are referenced for this unit.

Example, if the set power of -28dBm was calibrated to represent a satellite link
of 10dB E,/N, and the VMS modified (switched) the carrier bit rate from 256k
to 512k the modulators power would change from -28dBm to -25dBm respec-
tively.

Dialog E3
256Kbps|
Cancel |

Power

I -28dBm Extra |

Figure 6-11 Out of Band Dialog Box
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Switching SNMP Out of Band Modems

Switching SNMP Out of Band Modems

6-10

Overview

SNMP controlled modems are defined as Out-of-Band in the VMS. This means
the traffic interface for these modems is not part of the IP infrastructure the
Vipersat Network belongs to.

SNMP modems use either a serial traffic interface such as V.35 or G.703, a
bridged GiGE interface (in the case of the CDM700s) or an IP interface which is
isolated from the local area network native to the Vipersat Network (in the case
of OOB CDM570 modems in managed switch mode).

VMS communicates with SNMP modems at remote sites through a TDM/
STDMA Vipersat overlay. A sample of this topology is shown below in

figure 6-12

out | Shared Gontrolled Serial Modems
Inbound

Module

High Speed
Communications

High Speed
Communications

DG-000020

Figure 6-12 Sample Overlay Network

Out of Band Circuit Manager (OBCM)

One of the methods available for switching out of band modems is the OBCM.
Using the OBCM the operator can create channels with fixed modems and
channel rates. These channels can currently be manually switched as will be
illustrated below. In a future version of VMS this capability will be automated.
SNMP traps will be passed by the SNMP modem manager to the Out-of-Band
Manager to establish the predefined circuits.
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Switching SNMP Out of Band Modems
Configuring the OBCM

If the steps above for configuring the RF chain have been completed the follow-
ing procedure can be used to configure the OBCM. This also assumes that each
of the OOB units have been correctly declared and associated with there proper
antenna components.

1. Open the Out of Band Circuit Manager by left clicking on the icon in the tree
view as illustrated in figure 6-13.

F: Yiperview

9 O O O WIPERLAEL r.@ Tree Wiew _°
— e
B

Qut of Band Circuit Manager

 VPERLEBL 1| Hame | Status | Hub Modem | Remate M... | Bit Rate [ Priority | Group
- Event Log 1 COMS0 Channel Tde 101028 10.1128.10 Sizkhps 2 1
) Network Manager 2 COMPOOCircut 1 1k 01015 10113138 2.50bps 1 1

J Qut of Band Manager
Subnet Maniager
Bandwidth Manager

A1 Snmp Modem Manager

lﬁ Redundancy Manager

2_ Qut of Band Circuit Manager
[ Vipersat Manager

Create Channel
/ Reftesh

Right Click on white area to bring
up the tab to create a new channel

Figure 6-13 Out of Band Circuit Manager
2. Select “Create Channel” to open up the dialog below.

Channel Settings E3 |

Id Marme
I 0 I Mew Channel
First Moderm Second Modem
| m . 1 . 0 50 | m . 1,126 . 31
Channel Bit Rate Priokity: Group
|1IZIZ4I:||:|5 |1 | 1

QK I Cancel |

Chapter 6-Out-of-Band Units

Figure 6-14 Channel Configuration

3. The following parameters must be set:

* A channel ID. This must be unique within the system
* A channel name



Switching SNMP Out of Band Modems

6-12

» [P address of the first modem

» [P address of the second modem

* A channel bit rate

* The channel priority (will be used in future release)

* The Group number (used in conjunction with the channel priority.

4. Once the channel is configured it will be possible to manually switch it.
Right click on the channel and select “Setup” from the drop down menu.
This menu also allows the operator to revert an active channel, to edit the
channel parameters and to delete the channel. figure 6-15 illustrates this.

@ 0 O O YIPERLAE1L (@ Tree View ' ® ' out of Band Circuit Manager
—— . a2
=]

_ ¥IPERLAE1
Q Ewent Log

[ 4 Metwork Manager

- ;] ©ut of Band Manager
[Flgys Subnet Manager —
I:l/\?‘ Bandwidth Manager
£
E

Mame

Skatus Hub Modem

i 1die 10.1.0.15

COM7O0
Revert

Delete
H-2% Srmp Modem Manager

]ﬁ_ﬂ Redundancy Manager
o UL 0 Band Circuit Manager
[+« Vipersat Manager

Figure 6-15 Setting up an OBVM Circuit

5. Once the channel sets up the channel will show an active status.

& ¥iperView
y —
@ O O O YIPERLABL [@ Tree View  ° | Out of Band Circuit Manager
i SR -
E | WIPERLABL 1d | Narme: | Status | Hub Modem |
----- ™ Event Log il COMS70 Channel Active 10.1.0.28
[]..."_) Mebwark Manager 2 COMZ00 Circuik 1 Idle 10,1.0,15

----- g‘ Qut of Band Manager
g4 Subnet Manager

[]/\?’ Bandwidth Manager

-8 3nmp Modem Manager
[]---ﬁ Redundancy Manager

----- = Qut of Band Circuit Manager
-4 Vipersat Manager

Figure 6-16

6. While the circuit is active the switched modems will appear in the Out-of-
Band Manager display. If, for some reason, communications is lost with the
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Switching SNMP Out of Band Modems

remote modem right clicking on the hub modem will allow the operator to
free up the bandwidth resources by selecting Reset. Unless you are certain
the remote modem is no longer transmitting do not free up its resources as it
will then act as a foreign carrier in the network.

T3 : 7y

9 0 0 O YIPERLABL @Tree‘diew |‘, ” Out of Band Manager
S

E o

_ VIPERLARL

----- Event Lo
[].‘.E Networklg\ﬂanager Modulstar on R COMS70L 0B Revert Bukarnatic 14.391672171GHz  512Kbps
----- Q Ot of Band Manager Reset

g Subnet Manager y B

7 Bandvith Menager Use with caution

-4 anmp Madem Manager
]l_ﬁ Redundanicy Manager

----- O 0F Band Circuit Manager
[ Vipersat Manager

- -

Figure 6-17

7. If you attempt to do an OBCM switch and it fails it is most probably a mis-
configuration of the out of band modems (check the antennas to insure they
are enabled), insufficient bandwidth or other errors in the RF chain.

& YiperYiew

e y ——|
6 o O O YIPERLABL t@ Tree Yiew = Out of Band Circuit Manager
T E 2
£ _ VIPERLABL Id | Name | status Hub Modem
----- ™ Event Log 1 COMS70 Channel 10.1.0.28

[]...L‘, Mekwork Manager 2 COMF00 Circuit 1 Idle 10.1.0.15
----- 4] out of Band Manager
H-gy SUbnet Manager
-5 Bandwidth Manager
H-32% Snmp Modem Manager
]tﬁ Redundancy Manager
----- i Ot of Band Circuit Manager

[+« Wipersat Manager

Figure 6-18
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Switching SNMP Out of Band Modems
Vipersat Circuit Scheduler

Another way of switching SNMP Out-of-Band modems is with the Vipersat
Circuit Scheduler. If you have purchased this option see the manual for instruc-
tions on scheduling Out of Band switches.

You will still need to follow the instructions above through Configuring the RF
chain for the VCS to work.

6-14 VMS User Guide



VMS CR0OSS BANDING

The VMS has the capability to accommodate applications involving satellite
cross strapping and cross banding. The VMS is able to recognize, manage, and
control satellite circuits which utilize more than one frequency. The typical
satellite bands currently in use include:

e C-Band
Downlink 3.7 to 4.2GHz
Uplink 5.9 to 6.4GHz
24 36MHz transponders
e KuBand
Downlink 11.7 to 12.2 GHz
Uplink 14.0 to 14.5 GHz (FSS)
24 36MHz or 12 72MHz transponders
* KaBand
Downlink 17.7 - 21.2GHz
Uplink 27.5 - 31.0GHz

The VMS cross banding function allows VMS to manage and control the
following satellite circuit configurations:

* Two remote terminals are in different antenna footprints on the same
satellite where, for example, one antenna serves C-band users while
another antenna serves Ku band users.
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* The satellite has mapped the transponder from one antenna to a
transponder on another antenna.

¢ The satellite serves as an RF inter-band relay which is also referred to as
cross strapping

In the example shown in figure A-1 the C-band and Ku-band transponders 20
through 24 are cross banded.

C-Band 24 36 MHz transponders

|1\2|3\4|5|6\8|9\10|11|12\13|14\15|16|17\18|19\20|21|22\23|24\‘

Ku-Band 36 MHz transponders | ‘ | ‘ ‘ | ‘

|1\2|S\4|5|6\8|9\10|11|12\13|14\15|16|17\18|19\20|21|22\23|24\‘

Figure A-1 Cross Banded Transponders, C-band & Ku-band
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Vipersat Cross Banding Solution

Figure A-2 illustrates a schematic representation of a cross banded satellite
network.

Ku-band Cross Banded transponder

s\
/ / <«———» C-band channel normal transponder —
<= — — —» C-band Cross Banded transponder —
g
==

K-band channel normal transponder

C-band footprint Ku-band footprint
Figure A-2 A Cross Banded Satellite Network

The VMS does the following to allow a cross banded satellite network to be
included in its management and control functions:

¢ VMS adds a translation override frequency to the transponder object
which is used in place of the satellite’s normal translation frequency

¢ The VMS bandwidth allocation logic then:

Selects demodulators first

/
// Cross banded satellite acts as a
// relay between two transponders

/ / on different bands.

Builds a collection of frequency limits based on available transponders

Selects modulators based on their intersecting limits

NOTE configurations, and supports multiple transponders.

Figure A-3 shows a cross banded network configuration.

Appendix A-VMS Cross Banding

Note: The VMS cross band function has no effect on non-cross banded

A-3



Space Segment Specifications Terminal Configuration

Using typical frequencies in C-Band. Hub Configuration (C-Band)

C-Band, 36MHz segment, 2225MHz CDM570L (in-band, TDM/STDMA C-Band T4)
Transponder 4C (cross banded to Ku #4) CDMS570L (in-band, TDM/STDMA C-Band T12)
UL: 6005MHz SLM5650 (out-of-band)

DL: 3780MHz CDM564(L) (in-band expansion)

Allocated Pool : 3MHz @ 6020MHz
Remote 1 (C-Band)

Transponder 12 CDMS570L (in-band)

UL: 6165MHz

DL: 3940MHz Remote 2 (Ku-cross banded)
Allocated Pool: 2MHz @ 6166MHz CDM570L(inband, M&C)

SLM5650 (out-of-band)
Ku-Band Transponder 4Ku (cross banded to C-hand #4)

UL: 14080MHz Remote 3 (C-Band)

DL: 11780MHz CDMS570L (in-band)

Allocated Pool: 3MHz @ 14095 CDM570L (expansion)
Uplink Downlink

C-Band ‘:‘1> Ku-Band
Transponder 4 Transponder 4
Ku-Band ‘:> C-Band
Transponder 4 Transponder 4
C-Band ‘:|'> C-Band
Transponder 12 Transponder 12

Figure A-3 VMS Cross Banded Network Configuration

In response to the network configuration shown in figure A-3 the VMS would:

1. Create Satellite - Set center frequency to 6.1375GHz and translation
frequency to 2.225GHz

2. Create Transponder 4C (cross banded to Ku) - 6.005GHz, 36MHz
3. Perform a Translation Override = (6.005 — 11.78) = -5.775GHz

4. Create Pool, 3MHz at 6.020GHz

5. Create Transponder 12C - 6.165GHz, 36 MHz

6. Create Pool 4, 2MHz at 6.166GHz

7. Create Transponder 4Ku - 14.155GHz, 36MHz

8. Perform a Translation Override = (14.08 — 3.78) = 10.30GHz

9. Create Pool 4, 3MHz at 14.170GHz
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Figure A-4 illustrates the results of the VMS solution for managing and control-
ling the cross banded network described above.

N5

Satellite, Center: 6.1375GHz, Translation Freguency 2.226GHz
Tranzponder 4-C, B.0058GHz, Poal: 3MHz @ 6.020GHz, Override Translation: T,.=-5775GHz
Transponder 12-C, B.165GHz, Pool: 2MHz @ B166MHz, Override Translation: 0
Transponder 4-ku, 14.185GHz, Poal: 3MHz @ 14.170GHz, Override Translation: T, = 10.30GHz

| WIS will allocate bandwidth in transponder 4-C for all in-band or out-ofband switches to Remote-2 moderm(s) in Ku transponder.

T,= 10.30GHz
—

T,= -5.775GHz
2225GHz [

_ y ¢ AC v 12C \ Ku “ AL J
C-Band Downlink C-Band Uplink Wu-Band Downlink Ku-Band Uplink
Base: 3.625GHz Base: 5.850GHz Base 11.7GHz Base: 14.0GHz

Remote 2: Kuto C

~———FHemaote 1: C_band R .
L-Band UC LO: 4.8525GHz RN g o atace
‘ LBand DC LO: 5.1125GHz J 0
i 3 . =
=g Hub: C-hand

Jemote 3: C_band
£ L-Band UC LO: 4.8625GHz
L-Band DG LD 5.1125GHz

L-Band UC LO: 4.8625GHz
L-Band DC LO: 5.1128GHz

Figure A-4 VMS Cross Banded Network Solution

The VMS calculated Translation Override Frequency (TOF) is an integer value
in Hertz that represents frequency offset of the cross banded transponders,
mapping the modulator frequency to the demodulator frequency. When the TOF
is set to a non-zero value, this value overrides the default satellite translation
value and is calculated with respect to the Downlink (Rx) frequency.

The TOF value is positive if the cross banded downlink transponder frequency
is lower than the Tx transponder band. The TOF value is negative if the cross
banded downlink transponder frequency is higher than the Tx transponder band.
Note that the VMS always subtracts the translation frequencies.

The figures below show the Create Transponder dialog for setting up VMS
cross banding values. In this example, the cross banding is between C-band and
Ku-band.
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General |

(3ain Yariation

0dBm
Frequency Range
Center Frequenc
I 6.2GHz
Bandwidth Span Translation Cverride
| 36MHz | -5.775GHz

oK I Cancel | apply |

Figure A-5 Transponder dialog, C to Ku

KUto C . 21|
General |
Mame (3ain Yariation

lmo @ | 0dEm

Frequency Range

Center Frequenc
I 14.36iGHz

Bandwidth Span Translation Cverride
| 36MHz | 10.35Hz

oK I Cancel | apply |

Figure A-6 Transponder dialog, Ku to C

To create a new transponder, right-click on the Satellite icon and choose Create
Transponder from the pull-down menu that appears. On existing networks,
right-click in the black portion of the satellite spectrum view, choose Proper-
ties, and the transponder window will open displaying the current settings.
Alternatively, edits can be performed by displaying the antenna and transponder
list.

In some instances, transponders may have different translation frequencies than
others on the same band, thus requiring a translation override frequency config-
uration even without it being a cross banding or cross strapping application.

A-6 VMS User Guide



ANTENNA VISIBILITY

General

Antenna Visibility is a powerful tool in the VMS that allows an operator to
control the spectrum used by the VMS switching engine. Simply stated, it
allows the operator on a site by site basis to block portions of the satellite or
transponder bandwidth from being used by the bandwidth manager, even if a
defined bandwidth pool exists within the blocked portion.

Antenna visibility can be used in a variety of ways. However, great care must be
taken when implementing this powerful tool in a Vipersat satellite network, or
unexpected results will occur.

Warning: Do Not use antenna visibility without a thorough understanding of the
mechanics involved. It is highly recommended that an operator
complete the Vipersat Advanced VMS training course that includes
coverage of Antenna Visibility prior to configuring a live network with
this feature.

>
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Using Antenna Visibility

Using Antenna Visibility

Antenna Visibility is accessed by right-clicking on the desired satellite antenna
and selecting Properties. The antenna properties window will open. Click on the
Visibility tab to display the antenna visibility window. The figure below shows
the antenna visibility flag as defaulted by the VMS. The default values ensure
that the entire spectrum is available so that there are no limitations in effect
when this feature is not used.

4 G2 REMOTE 6
General  Visibility |Out of bandi
Center | Bandwidth
S00GHz 1THz
Add I Subtract | [~ Wiew as Base/Top
OF I Cancel | Apply |

Figure B-1 Antenna Properties, Visibility Tab

An antenna with these settings is essentially clear for all satellite bands. Under
most conditions, it is advisable to leave the visibility settings at the default
values. Should a network application call for the use of antenna visibility, start
by configuring the desired transmit and receive frequencies for the antenna to be
able to use, as illustrated below using standard Ku Band.

Note: The VMS is not limited to any particular frequency band.

B-2 VMS User Guide



¥ G2 REMOTE &

General  Visibility |Out of bandl

Using Antenna Visibility

HE

Center

| Bandwidth

11.95GHz

14.25GHz

S00MHz
S00MHz

Subtract |

[ view as Base/Top

(8]4 | Cancel |

Apply |

Figure B-2 Ku-band Visibility Ranges, Center/Bandwidth

The frequencies can be viewed, as above, with a center frequency and band-
width, or as shown below with frequency ranges. Clicking in the View as Base/
Top box will toggle between these two views.

i G2 REMOTE &

General  Visibility |Out of bandl

Base

| Top

11.7GHz
14GHz

Add

12.2GHz
14.5GHz

| Subtract | ™ ’\u'

o1

Cancel |

Apply |

Figure B-3 Ku-band Visibility Ranges, Base/Top

The Add and Subtract buttons are used to modify the visibility by either adding
or subtracting frequency ranges to/from the antenna. Clicking on either one of

these buttons opens a Frequency Range dialog for specifying the new visibility
range. Note that the appearance of this dialog reflects the appearance of the visi-
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Using Antenna Visibility

bility tab, showing either a center frequency with bandwidth, or a base
frequency and top frequency. This appearance can be toggled using the View as
Base/Top check box.

Frequency Range LI Frequency Range LI

Center Base

[s00GH - [ore .
Cancel | Cancel |
Bandwidth

Toj
Wigw as H Wigw as
1TH: [ v
§ Base(Top 1THe Base(Top

Figure B-4 Frequency Range dialogs

Enter the range of bandwidth to be added or subtracted and select OK.

Subtracting a frequency range from within visible bandwidth creates a visibility
block, or mask, for that portion of the spectrum. To remove an existing visibility
block and restore visibility for that bandwidth, select the two adjacent ranges
and click Add. This will display the range of bandwidth blocked, as shown in
the figure below. By selecting OK, the range will be added and the two ranges
will become merged into one continuous range.

" GZRREMOTE 6

General  Visibility IOut of bandl

| Base | Top
11.75H:z 12.1G5H:
12.105GH 12.2GHz
14iHz 14.5GHz

Frequency Range

Base

I 12.1GHz

Canicel |
Toj 5
H iew as
. v
12.105GH [ B

Add | Subtract | IV View as Base/Top

OF | Cancel I Apply |

Figure B-5 Merging Visibility Ranges
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Using Antenna Visibility

Example — Blocking Spectrum Affected by Local Ground
Frequency Interference
In the example shown here, Antenna Visibility is used to block off a portion of a

bandwidth pool at a given remote site due to ground interference on the lower
part of the transponder spectrum.

In this case, assume there is ground interference on the lower end of the tran-
sponder that overlaps into the bandwidth pool, as illustrated in the figure below.

viperview |

o

S Operator: not spe

Figure B-6 VMS Bandwidth Pool with Ground Interference

Note: The satellite spectrum view provided by the VMS, as shown here,
displays the transmit (uplink) carriers from the Hub and the remote sites. The
corresponding receive (downlink) carriers are determined by the frequency
offsets but are not visible.

This interference at the remote site may not affect the transmission path, but
could prevent reception in the lower portion of the pool. With no antenna visi-
bility block, the VMS would perform a switch with this remote, resulting in the
carriers being placed as shown below. This places the corresponding receive
carrier within the ground interference frequency range, and could cause a
disruption in communications.

&) 8 casar

I Operator: not specified

Figure B-7 Transmit Carriers, No Visibility Block
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Using Antenna Visibility

Using the visibility Subtract function, a new block for this area of interference
can be created for the remote antenna, as shown in the figure below.

" G2 REMOTE 5 _ 2] ]
Frequency Range

Base oK I —|—
I 12.1245GHz
Cancel |
H
12,1255GHz
B

Add Subtract | [ View as Base/Top

[8]4 | Canicel | Apply |

Figure B-8 Visibility Subtract dialog

The revised visibility map now shows a visibility block between 12.1245GHz

and 12.1255GHz which represents the bottom 1MHz portion of the pool experi-
encing ground interference.

s G2 REMOTE 5 HE
General  Visibility |Out of bandl

Base | Top |
11.7GHz 12.1245GHz

12.1255GHz 12.2GHz

14iHz 14.5GHz

Add I Subtract | i
OF I Cancel | Apply |

Figure B-9 Visibility Ranges with Blocks
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Using Antenna Visibility

This configuration results in the VMS switching as shown below. The receive

carrier for the remote is now outside of the area of interference.

R“’@ & G2saT

1 Operator: not specified

Figure B-10 Transmit Carriers Repositioned, Visibility Block
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REDUNDANCY

General

This appendix describes the optional redundancy services that protect critical
Vipersat network equipment. The two main services offered are VMS Redun-
dancy and Hub Modem Redundancy.

VMS Redundancy provides for N:1 redundant VMS server(s) (standby) co-
located at the Hub alongside the active VMS server. This configuration provides
for the automatic switch-over to a standby server in the event of a failure of the
active server.

Hub Modem Redundancy provides for the operation of N:M multiple primary
and multiple secondary modems installed at the Hub. If a protected device fails,
its output is automatically removed from the satellite network. A replacement
device, loaded with the failed device’s configuration, is booted into service and
its output is switched into the satellite network, replacing that of the failed
device.
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VMS Redundancy

VMS Redundancy

C-2

Description

VMS redundancy (protection) increases the system availability of a Vipersat-
enabled network by protecting the network from a VMS server failure. In the
current release, N:1 redundancy is a monitored hot-standby configuration with
N+1 VMS servers running in parallel.

7~

Active VMS Server

<=

Figure C-1 Active and Standby VMS Servers, N:1 Redundancy

Each server can switch between two mutually exclusive modes of active or
standby. The active/standby hierarchy is specified through the assignment of a
priority level attribute. In the event that the active server fails, the backup server
with the highest priority is hot-switched to assume control of the satellite
network, replacing the failed server.

Note: The redundant VMS protection feature can only be activated with a valid
license in the server(s) USB Crypto-Box key.

Redundant Hot-Standby

In a redundant configuration, the VMS servers run in parallel. The VMS data-
base on the standby server(s) is continuously maintained, in real-time, as a
mirror image of the VMS database running on the active server.
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NOTE

VMS Redundancy

Note: Itis recommended that all servers be co-located at the same site and be
connected to the same Ethernet LAN. The monitoring workstation should
also be co-located. This is to eliminate reliability issues that may be
associated with the terrestrial data-link communications between a
geographically remote server and NOC units. A data-link failure may
result in contention of automatic switch-over control and interruption of
restoral processing.

Protection Switch-over

If the active server fails, the VMS protected by N:1 redundancy immediately
switches to a standby server. The VMS running on the standby server picks up
and executes the ongoing network management tasks until the failure in the
active VMS server is resolved by human intervention.

Both the active and standby servers operate in a query-peer mode to determine
which server is to be the active VMS server in the network.

If, for example, the active VMS server fails causing a protection switch, a
standby VMS server assumes control of the network. While the standby server
is actively managing the live network, a previously active server that is being
restarted cannot assume the active server role without first checking for the
presence of an active VMS server already managing the network. The process
for initiating and managing the transitions between active to standby modes is
described below.

Active to Standby Switch

This transition occurs whenever:

* An automatic switch-over is triggered by the failure detection mechanism
due to active VMS failure, or

* A manual switch-over is invoked from the active console by, for example,
taking down the active server for maintenance.

A switch-over from the currently active server back to the server with higher
priority (once recovered) is NOT automatic. An operator must manually
perform the switch at the active server’s console.

When a server with a higher priority is restarted, the VMS on the server detects
an active peer on the network (a previous standby server) and automatically
enters standby mode, and remains in standby mode until either an operator
manually switches the server back to active mode, or a failure occurs causing an
automatic switch-over.

For instructions on performing a manual switch-over, refer to the section
“Manual Switching” on page C-12.
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C-4

Active Server Role

The active VMS server has the following specific privileges that differ from a
standby server:

e There can be only one (1) VMS server actively managing the network.

¢ The active server is considered the default VMS server for configuration
and network topology purposes.

* The active server's database is considered the master copy. The standby
server(s) receives a copy of the master database from the active server as a
part of its start-up process and automatic synchronization.

e The first VMS server to come on-line assumes the active mode provided
that all redundant servers are online and no other server is operating in
active mode.

¢ The active server is the only unit that may initiate a manual protection
switch-over (a transition from active-to-standby mode or standby-to-active
mode). This is a two-step event controlled by the operator/administrator:
the Active server is first Deactivated, then a Standby server is Activated.

Standby Server Role

A VMS standby server has the following specific functions that differ from the
active VMS server:

¢ Upon startup, a standby VMS enters a query-peer mode where it attempts
to discover a peer VMS in active mode. The VMS enters a standby mode
when an active VMS is discovered.

¢ A standby VMS server's default mode is standby. It can only enter active
as a result of a protection switch, either automatic or manual.

Automatic VMS Activation

An Auto Activate function is available to resolve any activation conflicts in the
event that all servers go offline temporarily. Once the servers return to online
status, the server that was the last active will automatically reactivate and
assume the active role.

Server Synchronization

Server synchronization is always executed by/from the active VMS server, and
is performed to ensure that all standby servers receive any necessary updates
due to changes in the master database that resides in the active server. Two
types of server synchronization occur with a redundant VMS configuration,
automatic and manual.
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Automatic Synchronization

As the name implies, automatic synchronization occurs automatically by the
active VMS and is performed whenever any changes occur that are associated
with automatic system functions, such as automatic switching, device redun-
dancy, etc. The active server maintains a memory cache that holds the updates
until they can be pushed out to the standby servers by an automatic synchroniza-
tion that occurs during the VMS heartbeat. The updates are tagged onto the
heartbeat message that is sent by the active server to the standby servers.

Manual Synchronization

Manual synchronization, also referred to as “full synchronization”, must be
performed by administrator/user command for any changes not related to auto-
matic VMS functions, such as whenever any database configuration changes are
made to the server. Should a standby server be restarted, when it rejoins the
redundancy group, the sequence of updates is lost and a manual synchronization
is required to ensure that the standby receives the most current database from
the active server.

During a full synchronization, the active VMS service is temporarily taken
down to avoid any changes occurring during the synchronization process. The
active server sends the contents of the temp file holding the entire database
backup to each standby server via simultaneous unicasts. If, for any reason,
there is a failure with this update process, a notification will appear in the
windows log.

Server Contention

Server contention is a built-in protection mechanism for redundant VMS opera-
tion. A situation may occur where the active server briefly loses network
connectivity—a network cable is unintentionally pulled, for example—before
communications are restored. The first priority standby will become active due
to the lost heartbeat of the former active server. When the former active server
returns, it will detect that there is another active server in operation, and will
enter the contention state.

When this is sensed by the current active server, it also will enter the contention
state. In such a situation, there is no way for the system to determine which
server has the most current up-to-date database, and both servers will immedi-
ately de-activate to protect the current status of the network. A generated alarm,
both visual and audible activated, will appear on each server. In addition, an
SNMP trap will be generated.

In this condition, VMS services are still running, but no changes of state can be
executed in the network until the condition is cleared. For instructions on clear-
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ing server contention, refer to the section “Clearing Server Contention” on
page C-12.

Server Status

The VMS Connection Manager provides the status of the VMS and each of the
servers in a redundancy group. The Connection Manager, when running, will
display its icon in the Windows Task bar at the bottom right of the screen. When
the mouse is positioned over this icon, a status pop-up appears displaying infor-
mation on the VMS and the servers, as shown in figure C-2, below.

WMS: wos:11001.1.2
Local: skandbey
10.1.1.3: ackive

(AR N O g gl 12:08 PM
Figure C-2 Server Status Pop-Up

Connection Manager

There are four possible server states:

e active

* standby

e contention

¢ disconnected

If no servers are connected, the status message will read “Vipersat Management
System Disconnected”.

The server to which the console is currently connected (the local server) is iden-
tified by whatever was entered in the Connect To dialog; either its assigned
name or its [P address (as appears in the first line of the example shown in
figure C-2). The next server status that is displayed is that of the local server,
followed by any remote servers listed by their IP address.

Installing & Configuring VMS Server Redundancy

Installation of a redundant VMS server configuration in a VMS controlled
network requires the following:

* Two or more dedicated servers and a client workstation.

¢ The servers and the workstation should be co-located (in the same physical
location) and connected to the same Ethernet LAN.

o A dedicated IP address for each VMS server.
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VMS Redundancy

Refer to Appendix D, “Domain Controller and DNS”, in this document for
details for establishing the VMS server as a domain server.

Starting a redundant VMS configuration requires bringing up the VMS servers
and the workstation using the following procedure:

1. Install VMS on each of the servers following the instruction in Chapter 2,

“VMS Installation”.

2. Start the Vipersat Management System service and ViperView.

Select Vipersat Management System from Windows Services and Start

the service, if it is not already running.

Note: It is recommended that this service be configured for Automatic

Startup.

Click Connection Manager on the path:
Start > All Programs > VMS 3.x> Connection Manager

The Connection Manager will prompt for the server to connect to. Select the
server that is to be the initial Active server; typically, this is the server with

the highest priority setting.

The ViperView window will appear as shown in figure C-3.

i_ij Yiper¥iew

d Open
Bandwidth Manager
A% Snmp Modem Manager Backup
& Nebwork Manager Restore
Subnet Manager Synchranize

i Wipersat Manager
Q Event Log Licensing
ﬁ Qut of Band Manager

-0 Redundancy Manager

g

| Local Status: Active | Remate Status: Connected

- - = .
<) @ O O - VIPERLABI f@ Tres Wiew List View
- o

idth Manager

odem Manager

H Manager

rk Manager

y JSubnet Manager

;q Vipersat Manager
bEvent Log

e

:' : ’Out of Band Manager
Ecircuit Restoration Service
=

| Redundancy Manager

{=

Figure C-3 ViperView, VMS Server Drop-down Menu
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3. From the VMS Server drop-down menu, select the Properties command to
display the VMS Server (VIPERLABI in this example) dialog window
shown in figure C-4.

W) ¥IPERLAB1 [ 2] =]

General | Traps I

Server Up Time: [0 days. 1 hours, 23 minutes, 59 seconds

— Redundancy
Local Status: Standby
¥ Enabled ¥ Auto Activate

Redundant Servers Priorits

Address | |D

10.1.1.3

10111 Retry Del
500rns
Retry Count
|‘ID
Failover Time

sdd | Modiy | Remove | [i0sec

Qg I Cancel | Apply |

Figure C-4 VMS Server Properties, General Tab

4. Configure the redundancy settings for this server.

The General tab provides redundancy information on the server role and
local status, and current server redundancy settings which can be edited as
required.

Enabled

Clicking in the Enabled box selects/de-selects redundancy operation for this
server. This setting must be enabled for each server that belongs to a redun-
dancy group.

Auto Activate

Clicking in the Auto Activate box selects/de-selects this function. In the event
that the redundant servers go offline temporarily, when the servers return to
online status:

e with Auto Activate selected, the server that was the last active will
automatically reactivate and resume the active role.
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» with Auto Activate de-selected, a server will be activated only by an
operator manually issuing an Activate command on one of the servers.

When choosing to use Auto Activate, each VMS server in the redundant group
should be configured with the Auto Activate function selected.
Redundant Servers

The Redundant Servers box lists, by IP address, the other VMS servers that
are in the redundancy group with this server. Each VMS server in the group
must own a list that includes all of the other servers in that group.

Use the Add, Modify, and Remove buttons to create and maintain the list.

Priority

The Priority setting identifies where this server ranks in the redundant server
hierarchy for becoming active during a switch-over. The lower the number
entered, the higher the priority.

Set the Priority to a unique number in the range 0 to 31.

Caution: No two servers in a redundancy group should ever be assigned the
same priority; each server must have a unique number to prevent
contention.

° —utll)

Failover Time

The Redundancy Failover Time is set by specifying the values for Retry Delay
and Retry Count. The Failover Time is the amount of time that will pass prior
to a switch-over to a Standby server following a failure in communications with
the Active server.

The Retry Delay represents how long the system waits before sending another
heartbeat request. The Retry Count represents how many heartbeats are missed
before the device is determined to be offline. Failover Time is calculated by
taking twice the Retry Delay value and multiplying it by the Retry Count value.

Generally, it is recommended to use the following values:

For networks with up to 100 nodes — Retry Delay = 500 ms,
Retry Count = 10.

For networks with over 100 nodes — Retry Delay = 500 ms,
Retry Count = 20.

5. Configure the SNMP traps for this server. This may be required for relaying
server status information/alarms to a primary management system at the
NOC, for example.
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Click the Traps tab, shown in figure C-5, to display the existing SNMP
Manager traps. Use the Insert, Modify, and Remove buttons to add new
traps and modify or remove existing traps. Refer to Appendix E, “SNMP
Traps”, for detailed information on the SNMP Manager.

6. When finished, click the OK button to save the server properties settings.

B vIPERLABL [ 2] =]
General  Traps |
SHMP Manager (TRAP
Address | Port | Community |
192.168.150.150 162 public
192.168.150.180 162 public
Inzert | Modify | Bemove |
QK I Cancel | Lpply |

Figure C-5 VMS Server Properties, Traps Tab

7. Repeat steps 2 through 5 for each VMS server in the redundancy group.

8. Place the VMS server with the highest redundancy priority into the active
state:
Connect the console to the server with the highest priority and select the
Activate command from the VMS Server drop-down menu.
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Figure C-6 Activate Command, VMS Server Menu

9. From the Active VMS server, select the Synchronize command from the
Server drop-down menu to force the Standby server(s) to synchronize with
the current status of the Active server.

This manual synchronization command must be executed whenever a
Standby server is started or comes back into the group, as well as whenever
any database changes are made to a unit. A synchronization can only be exe-
cuted from the Active server.

% Yiper¥iew

50 ®®

Q Event Log

& Nebwork Manager

1 Out of Band Manager
~; Subnet Manager

EI /\?’ Bandwidth Manager

; Snmp Modem Manager
Elu& Vipersat Manager
.22 Channel Table Switchin

WIPERLAB1 @ Tree Wiew List Wieww
T

Open

Backup
Restore

Deactivate !

Licensing

Properties

;Q Vipersat Manager

bEvent Log
@Network Manager

.
L &InBand Manager

i
:' ”OutoFBandManager

'éé,_v.gSubnet Manager

NBandwidth Manager
QSnmp Modem Manager

S ot s e A kb o o i e e i Al

Figure C-7 Synchronize Command, VMS Server Menu

This concludes the procedure for installing and configuring the VMS redun-

dancy servers.
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* The next step is to configure the VMS database for the satellite network on
the Active server. Refer to Chapter 3, “VMS Configuration”, for details on
this procedure.

* Once the VMS configuration is completed on the Active server, perform a
server synchronization to synch the Standby server database(s) with the
Active server database.

Manual Switching

Manual switching can be used to designate a different server to be the active
VMS server in the redundancy group.

1. From the currently active server, right-click on the server icon in Viperview
to display the pull-down menu and select Deactivate.

2. From the standby server that will become the new active server, right-click
on the server icon in Viperview and select Activate.

3. Verify the new server status using Connection Manager.

Clearing Server Contention

Should contention for active status between two VMS servers occur, use the
following procedure to clear the condition.

1. From Viperview, right-click on the server icon and select Clear Contention
from the pull-down menu that appears.

A pop-up message will appear on the console indicating that the server will
enter standby mode, and that the contention on the other server must also be
cleared before this server status can be changed to active.

2. Repeat the previous step for the second server in contention.

3. Determine which server is to be made active (typically, the server with the
highest priority) and select the Activate command.

This server will become active and the other server will remain in standby
mode.
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N:M Hub Modem Redundancy

Description

The N:M Hub Modem Redundancy service provides for the protection of criti-
cal VMS network modems operating in Hub mode and enhances overall
network reliability.

The N:M redundancy in VMS version 3.x has the following characteristics:
¢ Protects Vipersat Hub modems from equipment failure
e [s a VMS controlled feature
¢ Does not require any external switching hardware

¢ Preserves the satellite network configuration and state information during
hardware failure

* s scalable and flexible to satisfy the unique requirements of each network

N:M redundancy increases reliability by backing up critical primary central hub
components with standby backup units. In a traditional 1:1 or 1:N redundancy,
switching is handled by combining transmission equipment into logical
mechanical switching units. These software/hardware units then interconnect
the primary transmission units I/O through a physical mechanical maze of
relays and cable jungles. They also become the next point of failure in the reli-
ability hierarchy.

The Vipersat solution relies less on a mechanical backup system architecture,
decreasing the single point of failure. The Vipersat software-driven N:M redun-
dant architecture is completely IP packet controlled with the only hardware item
being an IP controlled electrical power switch.
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Figure C-8 N:M redundancy logic diagram

The switching control mechanism is completely monitored and controlled by
the host master processing VMS as shown in the logic diagram in figure C-8.
The VMS parameter backup and restore function is used to copy each primary
units configuration database information which are then stored in a lookup list.

The stored primary unit’s parameter files are used to put the image of a failed
primary unit’s parameters into a standby spare unit. The spare units should
always be in the parked configuration described in the section “Setting Unit to
Parked Configuration Mode” on page C-34, powered on, and listening and
responding to the local LAN network.

After the N:M redundancy has been installed, as described in the section
“Installing N:M Redundancy” on page C-15, the VMS starts listening for heart-
beat messages from each of the primary and backup spare units for health and
fault code response as shown in the logic diagram in figure C-8. If any primary
unit fails (has an alarm set or misses three consecutive heartbeats) the VMS will
invoke the backup procedure by sending a copy of the failed unit’s database to
the next available standby spare.
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The spare unit is selected in order of IP address. If the spare unit fails to respond
or process, it is marked as unavailable by VMS and the VMS repeats the
process by selecting the next available unit in the list. Also, as part of the copy
command, a separate message is sent to the IP remote controlled AC power bus
removing power to the primary failed unit, shutting it down. This ensures that
there is no possible contention between the failed unit and the spare unit being
brought online.

As the spare unit receives the database configuration file it immediately copies
the image over the stored offline state parameters and issues a firm rest to reini-
tialize the newly stored information without rebooting. Once the firm reset
completes (approximately 1 second for non-STDMA mode or approximately 5
seconds for a unit operating in STDMA mode) the unit will announce itself by
broadcasting an ARP message updating local routing tables.

The failed primary unit is readily identified by its powered down state. Once the
cause of failure is identified and repaired, the primary unit can be reinstated and
put back online using the procedure in the section “Putting a Failed Unit Back
into Service” on page C-33.

Installing N:M Redundancy

The installation of N:M redundancy in a satellite network involves the physical
installation, interconnection, and grouping of the primary and secondary
modems and the logical grouping of managed units using the VMS Redundancy
Manager.

Hub N:M Redundancy Requirements

The following requirements must be met before you can do a successful instal-
lation of VMS N:M redundancy.

* N:M Redundancy is only applicable to Hub devices that are not expansion
units

e The VMS version must be 3.x or later
¢ VMS controlled modems must have identical firmware version installed.

* A Server Technology horizontal Sentry™ PowerTower XL IP remote
power control is required

* The active device and the backup device must be connected to the same
Ethernet LAN

* The active and backup devices must be connected to the same RF output
connection
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* The VMS, managed power strip, and hub modems must be on the same
LAN segment

¢ All modems must share the same RF infrastructure, such as combiners and
splitters

Once devices have been installed in the satellite network as described in the
section “Installing N:M Redundancy” on page C-15, a group of identical,
active, primary devices functioning in the satellite network under VMS control
and another group of N devices, identical to the active devices in a spare device
pool are created.

Tip: The logical grouping should correspond to the physical device grouping
and their connections to remote managed power controls.

The devices in the primary group are devices which are active in the network.
These devices can be performing any function in the network, except expansion
units. All of the devices in the backup group are turned on, but have not been
configured to perform any network function and are assigned a different IP
addresses than the active devices. All devices in both the active and spare
groups are connected to the VMS managed power switch as shown in

figure C-9.
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Sample installation

Figure C-10 shows a diagram of a sample installation of an N:M redundant

N:M Hub Modem Redundancy

VMS Managed

Figure C-9 N:M block diagram
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VMS installation. As shown in figure C-10, the units in the primary and second-
ary groups share a common Ethernet LAN with the IP controlled power switch.
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Figure C-10 Typical N:M redundant installation

The URL http://www.servertech.com/support/ProductManuals/ contains the
Power Tower XL/XM Installation and Operation manuals for the network
controlled power strip shown in figure C-10. Refer to these manuals for detailed
information on this device.

Note: All units in both the primary and secondary group must be identical, with
NOTE exactly the same hardware configuration and accessories, and have
identical firmware revision levels.

Use the following procedure to implement the optional N:M capability in a
VMS network.
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Setting up N:M redundancy

There are 3 hierarchal objects in N:M Redundancy, as shown in figure C-11.
They are:

1. Redundancy Manager
2. Containers

3. Power Strips and Groups

EE Redundancy Manager
Eg Hub
a1
Hub1

Figure C-11 N:M Redundancy Hierarchy

Expanding the Redundancy Manager icon, shown in figure C-12, shows a typi-
cal N:M redundancy installation. Under the Redundancy Manager service icon
are the icons for a container named Hub, in this example.
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Figure C-12 Redunancy Manager Tree

Expanding the Hub icon shows additional icons such as the remote controllable
switch labeled S1 in this example, and a group labeled Hub]1.
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Redundancy Manager

The Device Redundancy Manager is loaded as a service in ViperView. By right-
clicking on it, as shown in figure C-13, the operator can enable device redun-
dancy, create the main container for the site, and backup or restore the redun-

dancy service.
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Figure C-13 Redundancy Manager Drop-Down Menu

Create Container

Selecting Create Container from the drop-down menu in figure C-13, brings
up the Create New Redundancy Group dialog shown in figure C-14. Clicking
the OK button creates a container with the name assigned in this dialog.

Create New Redundancy Group [ %]
Marme Q

I Hub|
[8]4 I Cancel |

Figure C-14 Create Container dialog

Adding Strips and Groups

This top level container represents the main redundancy group. From it the
operator can add Power strips and sub-groups by right clicking on the newly
created group icon and selecting from the drop-down menu shown in

figure C-15.
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Figure C-15 Group drop-down menu

Once the container is created, right-clicking on its icon brings up the drop-down
menu shown in figure C-16.
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Figure C-16 Group drop-down menu

Power Strips

Selecting Create Strip from the drop-down menu shown in figure C-16,

displays the New Power Strip dialog shown in figure C-17.

Appendix C-Redundancy

C-21



N:M Hub Modem Redundancy

C-22
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Figure C-17 New power strip dialog

The operator can name the strip (such as reference to a specific rack), enter the
IP address, and select the type using the dialog in figure C-17. At this time VMS
supports the Sentry 3 and 1 model of APC power strips. Vipersat recommends

the Sentry 3. Leave the read and write communities public and private.

It will then be necessary to populate the strip with the primary and backup units.
It is very important in this step to insure the association is made with the correct
port. Populate the strip by dragging the unit from the subnet manager to the strip
port as shown in figure C-18.
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H ;\?’ Bandwidth Manager
%% Snmp Madem Manager
- Redundancy Manager
=]
[+ Vipersat Manager

Figure C-18 Drag-and-drop populating power strip

Redundancy Groups

After declaring the strip(s), right-click on the main redundancy group as shown
in figure C-16 and select Create Group from the drop-down menu. This next
group will represent the redundancy group for a given satellite or network.
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Create Mew Redundancy Group

Mame

m

[8]4 I Cancel |

Figure C-19 Create Group dialog

Once the group is created, drag the port to the group sub-container as shown in
figure C-20. Group sub-containers can have entries from multiple strips.

o g
@D < WIPERLAB @Tree wview || 51

B -7 VIPERLABL Port | Role | Power | Activity | Device | Statu:
EI/\..” Bandwidth Manager 1 Mone OFf Idle {none} A

: 5@0 LabSat1 2 Mone Off Idle {none} Mf&

5@0 LabSatz 3 Mone OFf Idle {none) (1S
1% Snmp Modem Manager 4 Mone  OFF Idle (none) &

o 5 Mone on Idle {none} A
-8 Network Manager & Backup  On Ide  SPARE-STOL#1(29) |Gk
El-yeg Subnet Manager 7 Backup  On Idle SPARE-S70L #2 (,28)

_Ej Hub ] Mone  On Idle {none) MiA
EJ---QFJ Group 1 9 Mone on Idle {none} A
g HUB-51-COME00-00E 10 Mone Off Idle {none} Mf&
' g HUB-51-CDMEOOL-O0B 11 Mone on Idle {none) (1S
ot B N on I (om Nia
g Filib 5161 TDM/BC s14 Primary  On Ide Hub-51-G1-TOMEC ok
[l SPARE-S70L #2 (,28) 115 Mone Off Idle {none) A
@ SPARE-STOL #1(.29) 16 Mone  OFF Idle {none) Mi&

5 E---odfd Group 2

[ty Remotes
[H--% Vipersak Manager

----- a Event Log
é Qut of Band Manager

=4 : Redundancy Manager,
515 Hub

g

Figure C-20 Dragging port to group sub-container

Enabling Heartbeats
Next, enable heartbeats in the VMS and the devices.

From the Subnet Manager, right-click on the desired device and open the prop-
erties page shown in figure C-21. Check the Enable Heart Beat box.
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= Hub-51-G1-TDM-BC = HUB - SLM56504 ed e

General Conhguratlnnsl Secuntyl General |configurations I

Marme
Hub-51-G1-TD-BCS

Mame
—— | HUE - SLMSE504

Address
| .1 .0 .16 I Address

L e 1 -y
™ Lock Front Panel
V' Mask Urlack Alam

[V Enable Heartheat ﬁ

Auto Home State Timeout (min
Auto Home State Timeout 4
1]

FIPS Blocks Per Frame
| ]

¥ Heartbeat Enabled b

Subnet Mask
|255.255.192. [

ok I Cancel | Al I oK | Cancel | Apply |

Figure C-21 Enable hearbeat in VMS, left window CDM-570/570L, right window SLM-
5650A

Right-click on the device again from the drop-down menu select Configure. On
the Features tab, shown in figure C-22, check the Primary Heartbeat box.
Click the OK button to continue.

COMST0L Configuration 2=l

Maintenance I Mngd Switch I Metwark. I QoS I Fiouting
Accessl Adminl Eompressionl DES I DPC | Home I IGHP
SMTP | SMMP | STDMA& | Swiching  ViPersat | wLan

Fiole Designation

@ Hub " Remote
™ Expansion Unit Feceive Multicast Address:
‘/ I 29 001 . 2 . 4
[V Enable¥FS ¥ EnableHeartBeat [V Enable SOTM
[~ Caries Irbiibit Tirmes: IDsec
Metwark |d: |2 Database: 154

MNode name: IHub-E?D-S‘I -G1-TDM-BC

()8 I Cancel |

Figure C-22 Enabling heatbeat in CDM-570/570L modem

Force registration on the device. On the next PLDM the Status in the group
window should turn green and change to OK.
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Hub SLM-5650A Modem

Connect to the hub modem using Web interface, select the Vipersat page as
shown on figure C-23 to enable HeartBeat messaging.

(ﬂm Info Admin  Modem LAN WAN Routing Stats Vipersat
= EF DATA MEHII.

Vipersat | STDMA | Stats |
Switching | DPC | Home State

Vipersat Hub
Vipersat Hub
Role |Hub ‘I
General
Node Mame |Standard Vipersat Network 1D |2
Receive Multicast Address [239124 Managing IP Address [1011

Hub Redundancy

HeartBeat (" Disabled * Enabled €————

R WWW—“-MM4"-—M*~‘"M"%
Figure C-23 Enabling HeartBeat in SLM-5650A Hub modem

Roles

Once the group sub-container is populated and heartbeats are enabled, roles can
be defined for each of the ports by right-clicking on the device and selecting the
appropriate role from the drop-down menu shown in figure C-33.

i_ij Yiper¥iew

= - - ;
(»ﬁ @ O O VIPERLABBAK f@ Tree View % Hub1
. T ul
B - YIPERLABBAK Port | Role | Power | Activity | Device
j\.’f Bandwidth Manager 3 Mone on Idle {none)
A% snmp Modemn Manager Mone  On Idle none) . o
& Netwaork Manager & B3 o SPARE-S70L #1 (,29)
Subnet Manager 7 Bs  Config Backup SPARE-S7OL #2 {.28)
) 14 Pri. Corfig Restore Hub-51-G31-TDM-BC
i Wipersat Manager O i N b
Q Event Log Mone
|/ Out of Band Manager Primary *——'
=1 '_ Redundancy Manager v Backup
Clear Device
Switch On
Switch Off

Figure C-24 Role selection

Roles are either None, Primary or Backup. From this drop-down menu shown
in figure C-33, the operator can also Backup the device configuration (a very
important step after populating the group), restore the device configuration,
clear the device from the group or turn the port on or off. Before setting the
roles ensure the Status for the device is Ok as shown in figure C-33.
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There are four possible status indications:
1. Ok — Hearbeats are enabled in both VMS and the device, are being received
by VMS and have no fault indications.

2. Unknown — Heartbeats are not enabled in VMS. May be enabled or not in
the device.

3. Faulted — Hearbeats are enabled in VMS but not in the device or heartbeats
are being received with a fault indication (non-zero status).

4. N/A — The port is not in use.
VMS will select only appropriate units from the list of backups. For example,

only CDM570 backups will be used to backup a failed CDMS570 even if there
are CDD564 units designated as backup units earlier in the list.

Backup Configurations

At this point it is necessary to pull backup configuration files from each of the
units. Clicking on the Config Backup command on the drop-down menu shown
in figure C-25 stores these configuration files in the directory path: C:\Program
Files\Vipersat\VMS\3.0\bin\Device Redundancy.

i_ij Yiper¥iew

G 2 2 p;
. @ O O IPERLABBAK r.@ Tree Wigw %Hum
T ul
= - VIPERLABEAK Port | Role | Power | Activity | Device
/\..’f Bandwidth Manager 3 Mone on Idle {none)

Snmp Modem Manager Idle

on {none)

o Mebwork Manager

PARES/IL ¥e e
o S_met Manager 14 Prir Config Restore Hub-51-G1-TDM-BC
A Vipersat Manager o e
Q Event Log Mone
il Ot of Band Manager Primary
Eﬂ Redundancy Manager v Backup
Eg Hub _
o g 51 Clear Device
iy Hubl Switch On
Switch Off

Figure C-25 Configuration backup

System Restoration

Once VMS performs a unit restoration, the backup unit will take on all the char-
acteristics of the original unit that failed, including its [P address. Unless the
operator wishes to maintain the original rack profile, the failed unit can either be
repaired or replaced and designated as a backup to the unit which is now func-
tioning as the primary.
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Should the operator desire to return to the original rack profile the following
steps are mandatory and will require a system/segment outage!
Pre-Configuring Backup Files

The files created in the preceding step are used by VMS for automatic redun-
dancy and are not available to the operator for restoring device units to their
original role. It will be necessary to create these files so they will be available
for this purpose.

Creating Backup Configuration Files

From the Subnet Manager, right-click on the target unit, open the Properties
page and select the Configuration tab shown in figure C-26.

General ConFigurationsI
Iamne | Size | Modified |
Mew | Propetties | Backup | Irnpork |
Delete I Edlit: | Restore | Export I
Ok I Cancel | Apply I

Figure C-26 Configuration tab

Click the New button, shown in figure C-27 which will open the New Configu-
ration dialog shown in figure C-27.
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- Hub-51-G1-TDM-BC 7]
Mew Configuration EE
Narne x| [ Modii

SPARERL (.25
| b1 (.2 — | 412872

4] r | ®

Mew | Froperties | Backup | Import |

Delete | Edit | Festore | Export |
(1] | Cancel | Apply |

Figure C-27 New configuration dialog

Give the configuration file an appropriate name in the New Configuration
dialog in figure C-27 and click the OK button. Then highlight the file name as
shown in figure C-28 and click the Backup button.

<= Hub-51-G1-TDM-BC EHE
General Configurations | Securityl
| Size | Madiie
a 51042
4] p | H
Mew | Froperties | Backup | Import |
Delete | Edit I Fiestore | Export |
(1] I Cancel | Apply |

Figure C-28 Creating a backup configuration file.

By default the file will be saved in the location shown in figure C-29.
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= 12 Program Files

I3 bin
[# |2y Common Files
|2 ComPlus Applications
) Debugging Tools For Windows
[# 2 Ethereal
[C3) HTML Help Workshop
# [ Intel
= Internet Explorer
[# 12 Microsoft Office
[# 12 Microsoft Yisual Studio \MET 2003
[ IZ) Microsoft, MET
|:_‘| MetMeeting
125 online Services
12 Qutlook Express
= ) Vipersat
= vms
=330
I bin
= I data
=) DeviceRedundancy
15 SmrcConfigs
23 vipersat
;:‘! icons
IC5) sounds

Figure C-29 Saved file location

Storing Spare Configurations in the Primary Units

Once these backup files have been created, it is necessary to add all possible
spare units to the Configurations tab for each of the primary units. This is done
by creating a new configuration file name, highlighting it, then clicking the
Import button as shown in figure C-30 and importing the file from the directory

shown in figure C-31.
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«= Hub-51-G1-TDM-BC HE
General Configurations | Securityl

Name | Size | Madiie
HUEB-TDM-5TDMA-GT [L16) a 5/10/2
RE# 1] 442742
a 51042
I 3
Mew | Froperties | Backup | Import |
Delete | Edit | Festore | Export |

QK I Cancel | Apply |

Figure C-30 Importing file

Select the appropriate file from the list:

ﬂcdeEﬁl-lD.l.D.lS, Hub-51-G1-Exp. vipersat-modem-config
chm564l 10.1.0,30, SPARE-S64L #2,vipersat-modem-config
chm564l 10.1.64,3, Hub-52-G2-BC. vipersat-modem-config
ﬂcdeEﬁl 10.1.64.3, SPARE-S64L #1 (. 30) wipersat- modem -config

ﬂcdm564l 10.1.64, 30 SPARE-SE4L #1 ( 30) vipersat-modem-config
ﬂcde?Dl 10,1.0,16, Hub-570-51-G1-TDM-BC  vipersat-modem-config

ﬂcde?Dl 10.1.0,16, SPARE-S70 #1 {,32), vipersat-modem-config
ﬂcde?Dl 10,1.0,32, SPARE-S70 #1 {.32), vipersat-modem-config

ﬂcde?DI 10,1.0.16, SPARE#1 {,28),vipersat-modem- conﬁg

ﬂcde?DI 10.1.0,16, HUB-TDM-5TDMA-G1 . 16}, vipersat-modem-config

File name:

Files of ype:

[14] cdms701-10.1.0,29, SPARE-S70L #2 (.29).vipe
|ﬂcdm5?ﬂl-10.1.132.1, Remote-5-Data, vipersat-
|ﬂcdm5?ﬂl-10.1.133.1, Remote-6-Data, vipersat-

| cdmB70110.1.0.16, SPARE#2 [ 29, vipersat-madem-config =l

IVipersat Modem Configuration Files

™ Open as read-only

Open I
Cancel |

Figure C-31 Selecting file

Preparing the repaired/replacement unit

Pre-configure the repaired/replacement unit with the configuration of the
primary unit being replaced. This step should be performed on a separate LAN
segment from the satellite network to avoid conflicts. Vipersat strongly recom-
mends using VLOAD to maintain backups of all network units. These backup
files can be used for this purpose.

C-30
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Install the replacement unit in the desired rack location and make all connec-
tions. The unit should be powered on, but insure the switch port is powered off.

Restoring the acting primary unit spare configuration

Since the backup unit assumed the identity of the failed primary unit during
restoration, it will appear in the Subnet Manager as the original unit. Right-click
on the unit and open the Properties page. Go to the Configuration tab and select
the appropriate spare configuration imported in the preceding step. Be sure to
select the proper configuration to avoid IP address conflicts.

Select Restore to load the configuration.

«= Hub-51-G1-TDM-BC

General Configurations I Securityl

Name | size | Modifie
HUB-TDM-5TDMA-GT [16) 0 51072
SPA| (28] 0 442742
SPAREH#2 (.29] 0 5/10/2

1

Mew Propertles * | Import |

Delete | Edit Restore | Export |

QK I Cancel | Spply |

Figure C-32 Restoring configuration

At this point, the network segment controlled by this primary unit will go down.
Power up the new primary unit using the drop down menu on the strip, or in the
sub-group. If the configuration is correct, the network segment will automati-
cally come back up after the unit reboots.

Cleaning up

Once the network has been restored, it will be necessary to create new configu-
ration backups from the drop-down menus and to reset the system roles. Insure
the status is OK. (It may be necessary to reset heartbeat flags)
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C-32

NOTE

How N:M Redundancy Works

In the event of failure of any active device, a unit from the spare device pool is
configured with the configuration of the failed device, including its IP address,
and re-initialized without a hard reset. VMS switches off power to the failed
device immediately after detecting failure to ensure the failed device will not
conflict with its replacement device when the replacement device is booted into
service.

Note: The total elapsed time to detect a failed device, remove power, configure
a device from the spare pool with the failed device’s configuration, and
reboot the replacement device into service in the satellite network is
generally less than 5 seconds.

Device failure detection

Each device protected by N:M redundancy in a satellite network transmits a
packet, called a heartbeat, at timed intervals whenever N:M redundancy is
enabled on the device. During registration, VMS establishes the heartbeat inter-
val for each protected device. The heartbeat packet contains the following infor-
mation:

¢ The unit’s IP address
¢ The unit’s health/fault status
¢ The unit’s receive and transmit health or fault status

The VMS monitors and analyzes each received heartbeat packet for information
for a switch trigger such as:

¢ No heartbeat is detected for three (3) consecutive one-second intervals.
e The unit transmits a fault status indicating the unit’s health, or loss of
transmit or receive capability.

The Switch-over Process

The switch-over process involves both the Vipersat Manager and the Redun-
dancy Manager.
Vipersat Manager

Activity in the Vipersat Manager starts when the VMS N:M redundancy capa-
bility is enabled, then proceeds as follows:

1. VMS monitors error messages and heartbeat packets from protected units for
an event indicating that a redundancy switch is required.
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2. When an event is detected that requires a redundancy switch, VMS sends a
notification event to the VMS Log service.

3. VMS sends notification to the Redundancy Manager that a switch-over is
required.

Redundancy Manager

The Redundancy Manager receives the switch-over request from VMS which
starts the following process:

1. The Redundancy Manager checks that the VMS notification is a for a valid
switch condition. If the condition is not valid, the Redundancy Manager
sends its action to the VMS log service and returns to waiting for the next
event notification.

2. If the notification is a valid switch condition, the Redundancy Manager
checks to see if there is a backup unit available. If no unit is available, the
Redundancy Manager send this information to the VMS Log Service and
returns to waiting for the next event notification.

3. If there is a backup unit available, the Redundancy Manager sends a com-
mand to the remote managed power control unit to turn off power to the plug
used by the failed primary unit.

4. The Redundancy Manager saves (puts) the redundant configuration and base
modem parameters to the backup unit.

5. The Redundancy Manager commands a firm reset of the backup unit.
6. After the switch, the backup unit is configured as the original primary unit
and joins the network performing the same functions as the failed primary

unit.

7. When the unit switch-over is completed, the Redundancy Manager sends the
event to the VMS Log service completing the switch-over process.

8. The Redundancy Manager resumes waiting for the next event notification.

Putting a Failed Unit Back into Service

This section describes the process of configuring a VMS controlled modem
before connecting it to a VMS network as an N:M redundant backup unit.
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NOTE

C-34

Caution: A repaired failed unit will have the same IP address and function as
its replacement unit which is currently online. Use the following
procedure when returning the unit back into service as a backup. To
avoid conflict with the online primary unit and possible loss or
degradation of satellite network communications, use the following
procedure.

Use the following procedure when putting a VMS controlled modem into
service. The unit must have its [P address changed and its configuration modi-
fied to backup mode so that it can be connected to the network without conflict-
ing with any ongoing communication or network control functions.

Warning: Do not apply power to the unmodified unit while it is still connected to
the network. To do so may cause the network to behave
unpredictably and possibly fail. A unit removed from service MUST
be set to backup configuration before being placed back into service.

1. Disconnect the Ethernet connection between the unit and the LAN.

2. Remove all RF connections from the VMS controlled modem to the net-
work.

Tip: To test a failed unit and then put it into backup configuration before putting it
back into service, ideally it should be removed from the rack and the power
cord removed from the unit’s rear connector leaving the power cord
connected to the remote managed power control unit.

Setting Unit to Parked Configuration Mode

You should configure all units you are installing into an existing VMS network
to be in the parked configuration mode to ensure that:

* The unit will be recognized and respond to VMS commands

e The unit will not try to assume an active role in the network until it has
been commanded to do so by VMS.

Connect to the unit using the serial console port as described in the unit’s docu-
mentation available for download at:

http://www.comtechefdata.com/

Note: For the following configuration changes using a SLM-5650A refer to
Vipersat version of modem manual. All referenced changes are similar in
text descriptive terms.

1. Turn the unit on.
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2. On the Administration > Feature Configuration page shown in
figure C-33, enter the unit’s features and unlock codes.

Feature Configuration
Ping Reply ... cn i i i e inennamnamnnn [Enabled] .. cee e eceeieiecnamnammnmnnnn P
Telnet ...ttt esesnnnnnnnns [Enabled]....cccmmii i i i e i e e e e eeeee s E
N [Di5abled] e c i i eeeeaaaaaaeaann N
IBHP - o oottt eee e ac i eeeeaaacaaaeaaa TR - I
Downlink Route A1l Available Multicast..[Disabled]......ceccuecnmcemnnnnnnnnnnns M
Quality of Service (QOS)....vemvennannn. [Enabled] .. cee e eceeieiecnamnammnmnnnn 1]
Transmit 3xDES Encryption............... [Per Route] ... e e ieieieemnamnn T
Receive 3xDES Decryption................ [Available]
Tx Header Compression..........cccuaena. [Per Route] ... ..o oi i i i e i i as H
Rx Header Compression............cuaon-. [Disabled]..uece e e e i ieemnanamnnnn K
Tx Payload Compression...........cueeu-. [Per Route] ... ..o oi i i i e i i as [H
Rx Payload Compression............cuaou-. [Available]
FAST Feature Code. ... ... . ... i iiiiiiiiiiiiiieccaccsccaccsacnaccsaamcaaancann ¥
Uipersat Feature Codes.........vecuannn. [341:C32C-8368-7342:5.82] ... ... cnnnnnt F
Uipersat Management..........ccvemuannns [Enabled]
Uipersat STDMA. . oo one e i i e ieamnas [Enabled]....cccmmii i i i e i e e e e eeeee s A
UVipersat Auto Switching................. [Enabled] .. cee e eceeieiecnamnammnmnnnn u
Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
0 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure C-33 Feature configuration page, CDM-570/570L
3. Disable STDMA

4. On the Administration page shown in figure C-34, set the Working Mode
to Router - Vipersat.

Administration

Hame/Password Configuration. ... ... nniin it e i eceeeemnnnnnnnnnnn
Access Lists.....u.ioioiiie i e ieieiiiacaccsascascancancncacananannnnnnmnanannnnn
Feature Configuration..
3xDES Configuration.... .- .- .- .- .- .- .- ..
SHTP Configuration. ... .. oo ini i i i e isacecsacsarsamsamamnnannnnnnnnnnn
SHHP Configuration. ... .. oo i e isaecsacsnnsamsamamnannnnnnnnnnn

Working Mode. ... i i e i e ceemnanannan [Router - Uipersat]

Easyconnect Multicast Optionm........coovnnnnnann. [Disabled].ceceenemnannannn
Header comp refresh rate {in pkts) for UDPARTPA. .. .[58] . cccuccnmcemneinnnnnnnns
Header comp refresh rate (in pkts) for UDP......... L e
Header comp refresh rate {in pkts) for all others..[58]..ccuecncemnninnnnannns
Payload comp refresh rate {in pkts)................ L e
Telnet timeout. .. ..o onin i i i i iemna e I

Save Parameters to permanent storage
3
Telnet Logout

Figure C-34 Administration page, CDM-570/570L

5. Using the Internet Interface page shown in figure C-35, set the unit’s IP
address to the IP address of the backup unit which replaced it. If you do not
use this IP address, make certain that the IP address is on the hub subnet and
is not being used by any other active or backup unit.
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Ethernet Interface

MAC Address.........cceun.. [ 66-86-BB-88-8C-76]

Speed/Mode........cccuunn.. [AUED ] . i E
IP Address. .. ............. [192 . 168.8.18] ... ..o i i i i i i i e e e e e I
Subnet Prefix Length...... [ 24 e H
Link Status............... [Auto - Heqg Done For 188-Full HMode -- Link UP]

Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
0 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure C-35 Ethernet Interface page, CDM-570/570L

6. On the Vipersat Configuration page shown in figure C-36, set the Unit Role
to Hub Expansion.

7. This completes setting the unit to the Passive Configuration mode if it is a
CDM-564L. It is possible the unit was being used to supply voltage to a
LNB, which is described below.

Vipersat Configuration
STDHA MOOde . ... i i cccescsssasasaaaaaaaaaaaaaaanananannnnnnnnnnnnnnnsn T
Automatic Switching.. ... .o i i i e isecsesamsamamannnnnnnnnnn A
Unit Role. . ..o eeemneineinanns T 0 R
Expansion Unit................ L E
Hetwork ID.....ciinnnnnnnnnn.s L e B
Unit Hame.......comnomnnmnannn [HUB-TDH/BC-GRPH#1] . . . . i e e e e H
Receive HMulticast Address. ... [239.8.5. 6] cccuecemernernamnncnncnnnnnnnnnnnnnn u
Managing IP Address........... [192 . 168.8.56] ... .- cnmi i i i i i e i e e e eeeeeeemns I
Primary Heart Beat............ [Disabled] .. e e ree i e csasamaamannnnnnnnnnn P
Dynamic Power Control Config.......oeininiinoie i e isanamnmaannnnnnnnnnn C
Set Home State Parameters. . ... ... ... i iiiiiiiiii i i iiieaicisaaccaaaanaan H
Uipersat SUMMaFy ... e e s e eeecsassnassamsassesansnssamanamamn e nnnnnnnnn D
Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
0 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure C-36 Vipersat configuration page, CDM-570/570L

8. On the Satellite Modem > Configuration > Configuration > Tx Configura-
tion page shown in figure C-37, disable the unit’s transmit capability by
changing the Tx Carrier to [Off].
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Tx Configuration

Tx Frequency........... [1285.8888] ... ... i i i i i i i i i i i e e 1]
Tx Data Rate........... [1824 . BBB] ... .. i i i i i i i i i i i i i D
Tx Symbol Rate......... [B682.667]

T FEC.wniiiiinnnn LI L 1 oo
Tx Code Rate........... 7 e
Tx Modulation.......... 0L
Tz Spectrum Inversion..[Normal]....

Tx Data Inversion...... [Hormal]....

Tx Scrambling.......... [On-Default]

Tx Power Level......... B e
Tz Carrier.........o... LN
Tx Clock Source........ [Internal]

Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
0 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure C-37 Transmit configuration page, CDM-570/570L

9. On the Satellite Modem > Configuration > Configuration > Rx Configura-
tion page shown in figure C-38, set the Rx Frequency to the low end (50 or

950).
Rx Configuration

Rx Frequency........... [1286.8888] ... .. .cc i i i i i i i i i i i i i e e 1]
Rx Data Rate........... [B128.888] .. ... i i i i i i i i i i i i e D
Rx Symbol Rate......... [ 6885 .333]

R FEC..voninnnnnnannns LI L 1 oo T
Rx Code Rate........... 7 e R
Rx Demodulation........ 0L M
Rz Spectrum Inversion..[HOFmal]. ... on s s oeieisansamaamnmanannnnnnnnnnn u
Rx Data Inversion...... [Hormal] .o oo i i i i i i i i i i s e I
Rx Descrambling........ [On-Default]...ccemi i i i i i i i i i i e e B
Rx Acquisition Range...[B18]. .o minne i i e ieecsasamsmnmanannnnnnnnnnn u
Eb/Ho Alarm Point...... 5L P
Rx Buffer Size......... [Disabled] . e e e e i e ssessamsammammmansnnnnmnnmnnnn F
Recenter Rx Buffer. .. ... ... i iiiiiiiicaiciaccccsaacaaaanaan [H
Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
0 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure C-38 Set receive frequency to low end, CDM-570/570L

10. Disable the Satellite Modem > Configuration > Configuration > Block Up
Converter (BUC) > BUC DC Power as shown in figure C-39.
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Block Up Converte

BUC AdOreSS. .. .ceeeiennncnnnnnnnnnnn [ 1

BUC RF Output [Disable
BUC DC Power........ [Disable
BUC 18 MHz Reference.........cuuunnn [Disable

BUC
BUC
BUC

Current Alarm Upper Limit {(mA)..[ 3580 ]
Current Alarm Lower Limit {(mA)..[ 1688 ]
L0 Frequency (MHz} [B868688-]

Save Parameters to permanent storage
Exit
Telnet Logout

r (BUC) Configuration

d]
d]
d]
................................... s
................................... bt
................................... L

Figure C-39 BUC configuration, CDM-570/570L

11. Disable the Satellite Modem > Configuration > Configuration > Low Noise
Block Converter (LNB) LNB DC Supply Voltage as shown in figure C-40.

Low Hoise Block Converter({LNB) Configuration

LNB
LNB
LNB
LNB
LNB

DC Supply Voltage
18MHz Reference [0Fff
Current Alarm Upper Limit {mA)..[ 688
Current Alarm Lower Limit {mA)..[ 18
L0 Frequency (MHz} [6668686+]

Save Parameters to permanent storage
Exit
Telnet Logout

Figure C-40 LNB configuration, CDM-570/570L

12. This completes the process of setting the VMS controlled modem to parked

configuration mode and it now ready to

be put back into service.

13. If the repaired unit is to be connected to the same plug, it will automatically
reinstate the unit as a member of the backup group. VMS identifies the unit
by its MAC address so if, for any reason, the failed unit is replaced with
another unit, you will have to go to VMS and drag the newly installed unit to
the appropriate plug on the power strip to complete its installation.

Caution: Failure to follow the discipline of

connecting the repaired unit to the

correct plug on the remote controlled power strip will result in the unit

not being able to be turned off if

it fails while acting as the primary

unit, resulting in the possibility of having two active units trying to
operate in the same role and consequently crashing the network.
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NOTE

This appendix describes configuring the VMS server or servers to perform the
roles of network domain controller and DNS server for the VMS network. It is
especially necessary that these functions be installed if the VMS installation is
to be a redundant, fault-resistant installation.

Note: If you are not installing a redundant VMS configuration, use the instruc-
tions in this section and the section and ignore the instructions in the
section “Configuring a Secondary Domain Controller’ on page D-15.

Domain controllers store data and manage user and domain interactions, includ-
ing user logon processes, authentication, and directory searches. If you plan to
use this server to provide the Active Directory directory service to network
users and computers, configure this server as a domain controller.

To configure a server as a domain controller, install Active Directory on the
server. There are four options available in the Active Directory Installation
Wizard. You can create an additional domain controller in an existing domain, a
domain controller for a new child domain, a domain controller for a new domain
tree, or a domain controller for a new forest.

Setup

Before you begin configuring your server as a domain controller, verify that:

* Make sure that the TCP/IP configuration settings for the server are correct,
particularly those used for DNS name resolution.

* [faserver is to be configured as the secondary server in a redundant VMS
installation, the primary and secondary servers should have an active
Ethernet connections between these two servers.
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¢ All existing disk volumes use the NTFS file system. Active Directory
requires at least one NTFS volume in which to store the SYSVOL folder
and its contents. FAT32 volumes are not secure, and they do not support
file and folder compression, disk quotas, file encryption, or individual file
permissions.

* Disable any extra Ethernet adapters on the server and ensure that only one
gateway is assigned to the server.

* Disable the Windows Firewall.
* Verify that the Security Configuration Wizard is installed and enabled.

This Appendix is divided into two parts. The first part describes configuring a
Domain Controller and Domain Name Server (DNS) on a single server which
can then be used either as a stand-along VMS server or as the Primary VMS
server in a redundant configuration.

The second part of this Appendix, starting with the section “Configuring a
Secondary Domain Controller” on page D-15, describes configuring a second-
ary Domain Controller and Domain Name Server on the Secondary or backup
server in a redundant VMS installation.
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Configuring a Domain Controller and DNS

Before you begin configuring your server as a domain controller, verify whether
or not:

TCP/IP configuration settings for the server are correct, particularly those
used for DNS name resolution. The servers should have active Ethernet
connections to each other.

All existing disk volumes use the NTFS file system. Active Directory
requires at least one NTFS volume in which to store the SYSVOL folder
and its contents. FAT32 volumes are not secure, and they do not support
file and folder compression, disk quotas, file encryption, or individual file
permissions.

Extra Ethernet adapters are disabled
Ensure only one gateway is assigned to the server.
Windows Firewall is disabled.

The Security Configuration Wizard is installed and enabled.

To configure a stand-alone or Primary server as a domain controller, start the
Configure Your Server Wizard by doing either of the following:

1. From Manage Your Server shown in figure D-1, click Add or remove a
role. By default, Manage Your Server starts automatically when you log on.
To open Manage Your Server, click Start, click Control Panel, double-click
Administrative Tools, and then double-click Manage Your Server.

2. Open the Configure Your Server Wizard by clicking Start > Control Panel >
Administrative Tools > Configure Your Server Wizard.
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Manage Your Server

2 Manage Your Server

Server: IMARY

Managing Your Server Roles

\_g Use the tools and information found here to add or remove roles and
perform your daily administrative tasks,

Your server has been configured with the Following roles:

4« Application Server

Application servers pravide the core technologies required to
build, deploy and operate ZML Web Services, Web applications,
and distributed applications. Application server technologies
include ASP.MET, COM+, and Internet Information Services
(1153,

[~ Don't display this page at logon

Search Help and Suppo

gj Add or remove a role
) Read ahout server roles

) Read ahout remate
adrinistr ation

(7)) Read about application
SErVers

) Read ahout Web Interface
For Rermote Administration
of Web servers

) Review the next steps for
this raole

Tools and Updates

Administrative Tools
More Toolks
‘windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft Techiet
Deployment and Resource Kits

List of Comnrnon Adrinistrative
Tasks

‘Windows Server Communities
What's New

Strategic Technology Protection
Pragram

Figure D-1 Manage Your Server dialog

3. Review the Preliminary Steps shown in figure D-2 and then click the Next
button to proceed once you have verified these steps have been completed.
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Configure Your Server Wizard =

Preliminary Steps
‘fou can ensure that you successfully configure your server by completing the Following steps before 5‘

conkinuing,

Before continuing, verify that the Following steps have been completed,
®  Install all modems and network cards,
»  Attach all necessary cables,
w» I you plan to use this server for Internet connectivity, connect o the Internet now,
w»  Turn on all peripherals, such as printers and external drives,

» Have your Windows Server 2003 Setup CD available, or know your network installation path,

when you click Mext, the wizard will search For netwark connections,

= Back (et = Cancel Help

Figure D-2 Preliminary Steps

4. From the Configuration Options dialog shown in figure D-3, select the
Custom Configuration radio button then click Next button.

Configure Your Server Wizard x|

Configuration Dptions
‘fou can add a common set of roles to this server, or you can customize this server by specifying the 5‘

roles to add or remove.

Configure this server using:

" Typical configuration For a First server

Simplify the setup of a new network by adding a common set of roles For a first server, This option sets
up this server as a domain controller by installing the Active Directory directory service; installs DNS
server and DHCP server (if required) For IP address management; configures network routing; and
activates a security firewall,

Customize this server by adding the roles, such as file server, print server, or application server, that
wou want it ko perform, You can also use this option to remove existing roles from this server,

< Back I Mext = I Cancel Help

Figure D-3 Configuration Options

5. From the Server Role dialog shown in figure D-4, select the Domain Con-
troller (Active Directory) item, then click the Next button.
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Configure Your Server Wizard =

Server Role
‘fou can set up this server to perform one or more specific roles, IF you want to add more than one =
role to this server, you can run this wizard again,

Select a role, If the role has not been added, ywou can add it. IF it has already been added, vou can
remove it, If the role you want to add or remaove is not listed, open Add or Remove Programs,

Domain Controller {Active

Server Role | Configured | .

File server Mo Directory)

Print server Mo

Application server (115, ASP.MET) fes Domain controllers store directory data
Mail server (POP3, SMTP) Mo and manage user logon processes and
Terminal server Mo directory searches,

Remote access [ YPM server Mo

Read sbout domain controllers

Dornain Conkroller (4

DNS server Mo

DHCP server Mo
Streaming media server Mo
WINS server Mo

< Back I Mext = I Cancel Help

Figure D-4 Server Role dialog

6. Verify your selection displayed in the Summary of Selections listing shown
in figure D-5, then click the Next button to proceed.

Configure Your Server Wizard =

Summary of Selections
Wiews and confirm the options you have selected, =

Surnmary:

Run the Active Directory Installation Wizard to set up this server as a domain controller

Ta change your selections, click Back. To continue setting up this role, click Mext,

Cancel | Help |

Figure D-5 Summary of Selections dialog

7. From the Active Directory Installation Wizard shown in figure D-7, click
the Next button to begin the installation.
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Active Directory Installation Wizard =
Welcome to the Active Directory
. Installation Wizard

Thiz wizard helpz pou install Active Directory services on this
server, making the server a domain controller.

If thiz iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Next.

< Back

Cancel |

Figure D-6 Active Directory Installation Wizard

8. After reviewing the Operating System Compatibility information, shown
in figure D-6, click the Next button.

Active Directory Installation Wizard =

Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
indows.

Domain controllers running 'Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including ‘Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non-windows systems, including
Apple Mac 05 % and SAMBA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

< Back T HEm s Cancel |

Figure D-7 Active directory installation wizard

9. After reviewing the Operating System Compatibility information, click the
Next button.

10. From the dialog shown in figure D-8, select Domain controller for a new
domain (default) radio button, and then click the Next button.
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D-8

Active Directory Installation Wizard =

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

& Diomain controller for & new domairs

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the new domain.

" gdditional domain contraller for an existing domain
@ Froceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel

Figure D-8 Domain controller type dialog

11. From the Create New Domain dialog shown in figure D-9, select the
Domain in a new forest (default) radio button, then click the Next button.

Active Directory Installation Wizard =

Create New Domain /
Select which type of domain to create.

Create & new:

Select this option if this is the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

" Child domain in an existing domain tree

If you want the new domain ta be a child of an existing domain, select thiz option.
For example, you could create a new domain named
headquarters. example. microzoft. com az a child domain of the domain

example. microzoft. com.

" Domain ree in an existing forest

If you don't want the new domain to be a child of an existing domain, select thiz
option. This will create a new domain tree that iz separate from any existing trees.

< Back I Mest » I Cancel

Figure D-9 Create new domain dialog

12. In the New Domain Name dialog, enter a fully qualified domain name in
the Full DNS name for the new domain box. A full DNS name has the
structure similar to AnyName.company.com as shown in the example in
figure D-10. After entering the new domain name, click the Next button to
proceed.
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Active Directory Installation Wizard =

New Domain Name /
Specify a name for the new domain,

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name for new domair:

taclab. vipersat. com

< Back I Mest » I Cancel

Figure D-10 New domain name dialog

13. In the NetBIOS Domain Name dialog shown in figure D-11, enter the Net-
BIOS name you have assigned to this domain. TACLABO is the NetBIOS
name used in the example illustrated in figure D-11, but you should assign
an appropriate name appropriate to your network. A NetBIOS name gives
down-level compatibility.

Active Directory Installation Wizard =
NetBIOS Domain Mame /
Specify a MetBIOS name for the new domain,

Thiz iz the name that ugers of earlier versions of Windows will uze to identify the new
domain. Click Mext to accept the name shown, or type a new name.

Domain MetBl0S name:

< Back I Mest » I Cancel

Figure D-11 NetBIOS domain name

14. In the Database folder dialogs shown in figure D-12, enter the path
C:\Windows\NTDS for these folders. When you have verified these
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entries, click the Next button to continue. This is the default location for

Windows.

Active Directory Installation Wizard =

Database and Log Folders /
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard digks.

‘where do you want to store the Active Directory database?

Databaze folder:

Browse... |

‘where do you want to store the Active Directory log?

Log falder:

CAWINDOWSYNTDS Browse... |

< Back I Mest » I Cancel |

Figure D-12 Database and log folders dialog

15. Use the default folder location, C:\WINDOWS\SYSVOL as shown in
figure D-13, for the Shared System Volume. Click the Next button to pro-

cede.

Active Directory Installation Wizard =

Shared System Yolume /
Specify the folder to be shared as the system volume,

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SVOL folder are replicated to all domain controllers in the domain.

The 5vSWOL folder must be located on an MTFS wolume.
Enter a location for the SvS%OL folder.

Folder location:

Browse... |

< Back I Mest » I Cancel |

Figure D-13 Shared system volume dialog

16. If the DNS Registration Diagnostics screen is as shown in figure D-14,
click Install and configure the DNS server on this computer. Click Next
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Configuring a Domain Controller and DNS
to continue. The wizard will install and configure DNS support on the

SCrver.

Note: The screen shown in figure D-14 will be displayed if you are configuring
a server which has not had a previous DNS server installation. If you see
a different screen at this point, check to make sure that the server has
not been a previously configured as a DNS server.

Active Directory Installation Wizard =
DHS Registration Diagnostics /
Werify DNS support, or install DNS on this computer.

Diagnostic Failed -

The registration diagnostic has been mn 2 times.

warning: Domain Controller functions like joining a domain, logging onto a domain,
and Active Directory replication will not be available until the DMS infrastucture for
Active Directory iz comrectly configured.

Mone of the DMS zervers used by this computer responded within the: timeout
interval

Far mare infarmation. including steps to corect this oroblem. see Helo. LI
" | have comected the problem. Perform the DMS diagnostic test again,

' Inztall and configure the DMS server on this computer, and set this computer to use
thiz DMS server as its prefered DNS server.

| will comect the problem later by configuring DMS manually, [Sdvanced)

< Back I Mest » I Cancel |

Figure D-14 DNS registration diagnostics screen

17. In the Permissions dialog shown in figure D-15, select the Permissions
compatible only with Windows 2000 or Windows Server 2003 (default)
radio button, then click the Next button.
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Active Directory Installation Wizard =

Permissions /
Select default permissions for uzer and group objects.

Some server programs, such as Windows NT Remate Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-wWindows 2000 server operating systems

Select this option if you run server programs on prewindows 2000 server operating
syztems or on ‘Windows 2000 or Windows Server 2003 operating spstems that are
members of preswindows 2000 domains.

@ Anonymous users can read information on thiz domain.

o]

Permissions compatible anly with Windows 2000 ar Windows Server 2003
inperating systems

Select this option if you run zerver pragrams only on ‘Windows 2000 or ‘Windows
Server 2003 operating spstems that are members of Active Directory domaing. Only
authenticated users can read information on this domain.

< Back I Mest » I Cancel

Figure D-15 Permissions dialog

18. In the Directory Services Restore Mode Administrator Password dialog
shown in figure D-16, enter the password assigned to the Administrator
account to be used when the server is started in the Directory Services
Restore mode. You should use a complex password with at least 1 alpha and
1 numeric character, such as Vipersat. When the password has been entered

and verified, click the Next button to continue.

Active Directory Installation Wizard =

Di

tory Services Rest Mode Admini: P d /
Thiz password iz uzed when you start the computer in Directory Services Restore
Mode.

Type and confirm the password you want to assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, o be sure to remember
bath.

Fiestore Mode Password:

LConfirm pazsword:

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I Cancel

19. Review the Summary screen shown in figure D-17, then click the Next

Figure D-16 Administrator password

button to continue.
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Active Directory Installation Wizard =

Summary /
Feview and confirm the options you selected,

rou choze to:
Configure this gerver as the first domain contraller in a new forest of domain trees. ;I

The new domain name iz taclab. vipersat.com. This is also the name of the new
farest.

The MetBIOS name of the domain is TACLABD
D atabase folder: C:iwINDOWSYNTDS

Log file folder: C:WINDOWSANTDS
SSVOL folder: C:AWINDOWSASYSWOL

The password of the new domain administrator will be the zame az the password of
the administrator of this computer. _I
-

To change an option, click Back. Tao begin the operation, click Mext.

< Back I Mest » I Cancel |

Figure D-17 Summary screen

20. The wizard will begin configuring the Primary domain controller as shown
in figure D-18.

Active Directory Installation Wizard

The wizard iz configuring Active Directory. Thiz process can take several minutes or
conziderably longer, depending on the options vou have selected.

u

Starting...

Figure D-18 Configuring primary domain controller

21. When prompted by the screen shown in figure D-19, click the Finish button
to complete the setup.
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Active Directory Installation Wizard =

Completing the Active Directory
Installation Wizard

Wctive Directory iz now installed on this computer for the ;I
domain taclab. viperzat. com.

Thiz domain controller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the
Wctive Directory Sites and Services administrative tool.

To close this wizard, click Finizh.

< Back I Finizh I Cancel

Figure D-19 Complete installation screen

22. Click the Restart button shown in Figure D-20 to reboot the server.

Active Directory Installation Wizard =

Windows must be restarted before the changes made by the Active
Diirectory Installation wizard take effect.

Don't Restart Mow

Figure D-20 Restart screen

This completes setting the primary server as a domain controller.
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Configuring a Secondary Domain Controller

NOTE

The procedure in the section describes configuring a Domain Controller on the
Secondary VMS server in a redundant installation.

The following steps assume that the server is to be configured as the VMS
Secondary Domain Controller (SDC) and has had a clean install of Windows
2003 server with service pack-1 and all updates. This procedure also assumes
that the server’s device drivers have been loaded and are fully functional.

Setup

The following steps make the assumption the server is to be configured as the
VMS secondary domain controller (SDC) and assumes:

* There has not been a previous domain controller installation.

¢ There has been a clean install of Windows 2003 Server with service pack-
1 and all updates.

* This procedure also assumes that the server’s device drivers have been
loaded and are fully functional.

On Local Area contention Properties, select TCP/IP and go to properties = >
Make sure the DNS configured is the [P address of the Primary Domain
Controller which has had DNS already as described in the section “Configuring
a Domain Controller and DNS” on page D-3.

Note: This procedure relies on the secondary server being connected by an
Ethernet link to the primary server and that the primary serve domain
controller configuration is completed.

To configure a Domain Controller, start the Configure Your Server Wizard
by doing either of the following:

1. Open the Configure Your Server Wizard by clicking Start > Control Panel >
Administrative Tools > Configure Your Server Wizard.

2. From Manage Your Server shown in figure D-21, click Add or remove a
role. By default, Manage Your Server starts automatically when you log on.
To open Manage Your Server, click Start, click Control Panel, double-click
Administrative Tools, and then double-click Manage Your Server.
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t Manage Your Server

2 Manage Your Server

Server: IMARY

Managing Your Server Roles

\_g Use the tools and information found here to add or remove roles and
perform your daily administrative tasks,

Your server has been configured with the Following roles:

4« Application Server

Application servers pravide the core technologies required to
build, deploy and operate ZML Web Services, Web applications,
and distributed applications. Application server technologies
include ASP.MET, COM+, and Internet Information Services
(1153,

[~ Don't display this page at logon

Search Help and Suppo

gj Add or remove a role
) Read ahout server roles

) Read ahout remate
adrinistr ation

(7)) Read about application
SErVers

) Read ahout Web Interface
For Rermote Administration
of Web servers

) Review the next steps for
this raole

Tools and Updates

Administrative Tools
More Toolks
‘windows Update

Computer and Domain Name
Information

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft Techiet
Deployment and Resource Kits

List of Comnrnon Adrinistrative
Tasks

‘Windows Server Communities
What's New

Strategic Technology Protection
Pragram

Figure D-21 Manage your server dialog

3. Review the Preliminary Steps shown in figure D-22 and then click the Next
button to proceed once you have verified these steps have been completed.
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Configure Your Server Wizard

Preliminary Steps
‘fou can ensure that you successfully configure your server by completing the Following steps before
conkinuing,

x|

q

Before continuing, verify that the Following steps have been completed,

®  Install all modems and network cards,

»  Attach all necessary cables,

w» I you plan to use this server for Internet connectivity, connect o the Internet now,
w»  Turn on all peripherals, such as printers and external drives,

» Have your Windows Server 2003 Setup CD available, or know your network installation path,

when you click Mext, the wizard will search For netwark connections,

= Back Cancel

Help

Figure D-22 Preliminary steps

4. The wait screen shown in figure D-23 will be displayed while your network

settings are being detected.

Configure Your Server Wizard

Flease wait while the wizard detects your network settings. This may take a minute
or more For each netwaork connection on this server.

Detecting settings For Local Area Connection 2...

Figure D-23 Network detection wait screen

5. From the Configuration Options dialog shown in figure D-24, select the

Custom Configuration radio button then click Next button.
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Configure Your Server Wizard x|

Configuration Dptions
‘fou can add a common set of roles to this server, or you can customize this server by specifying the 5‘

roles to add or remove.

Configure this server using:

" Typical configuration For a First server

Simplify the setup of a new network by adding a common set of roles For a first server, This option sets
up this server as a domain controller by installing the Active Directory directory service; installs DNS
server and DHCP server (if required) For IP address management; configures network routing; and
activates a security firewall,

Customize this server by adding the roles, such as file server, print server, or application server, that
wou want it ko perform, You can also use this option to remove existing roles from this server,

< Back I Mext = I Cancel Help

Figure D-24 Configuration options

6. From the Server Role dialog shown in figure D-25, select the Domain Con-
troller (Active Directory) item, then click the Next button.

Configure Your Server Wizard =

Server Role
‘fou can set up this server to perform one or more specific roles, IF you want to add more than one 5‘

role to this server, you can run this wizard again,

Select a role, If the role has not been added, ywou can add it. IF it has already been added, vou can
remove it, If the role you want to add or remaove is not listed, open Add or Remove Programs,

Domain Controller {Active

Server Role | Configured |

File server Mo Directory)

Print server Mo

Application server (115, ASP.MET) fes Domain controllers store directory data
Mail server (POP3, SMTP) Mo and manage user logon processes and
Terminal server Mo directory searches,

Remote access [ YPM server Mo

Diomain Controller ¢Ackive Dire i Read about domain controllers

DNS server Mo

DHCP server Mo

Streaming media server Mo

WINS server Mo

< Back I Mext = I Cancel Help

Figure D-25 Server role dialog

7. Verify your selection displayed in the Summary of Selections listing shown
in figure D-26, then click the Next button to proceed.
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Configure Your Server Wizard

Summary of Selections
Wiews and confirm the options you have selected,

Surnmary:

Run the Active Directory Installation Wizard to set up this server as a domain controller

Ta change your selections, click Back. To continue setting up this role, click Mext,

< Back

Cancel |

Help |

Figure D-26 Summary of selections dialog

8. From the Active Directory Installation Wizard shown in figure D-27, click

the Next button to begin the installation.

Active Directory Installation Wizard =

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz pou install Active Directory services on this
server, making the server a domain controller.

If thiz iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Next.

Cancel |

Figure D-27 Active directory installation wizard start

9. After reviewing the Operating System Compatibility information, shown

in figure D-28, click the Next button.
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Active Directory Installation Wizard =

Operating System Compatibility /
Improved security settings in \Windows Server 2003 affect older versions of
indows.

Domain controllers running 'Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
IECUTE Way.

Some older versions of Windows, including ‘Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some non-windows systems, including
Apple Mac 05 % and SAMBA clients, might not meet these requirements.

Far mare infarmation, see Compatibility Help.

< Back

Cancel |

Figure D-28 Active directory installation wizard
10. After reviewing the Operating System Compatibility information, click
the Next button.

11. From the dialog shown in figure D-29, select Additional Domain con-
troller for an existing domain radio button, and then click the Next button.

Active Directory Installation Wizard =

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

" Diomain controller for & new domaire

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the new domain.

{+ additional domain controller for an existing domain
@ Froceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

Figure D-29 Domain controller type dialog

12. In the Network Credentials dialog shown in figure D-30, enter the user-
name, password and domain to be the administrator account for the domain
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created above. When you have completed entering the data, click the Next
button to continue.

13. from the Additional Domain Controller dialog shown in figure D-31,

Active Directory Installation Wizard

Network Credentials /
Provide a network. uzer name and password,

x|

Tupe the user name, password, and uzer domain of an account with sufficient privileges
to install Active Directory on this computer.

User name: j
Password: |uuuu
Domain: ItaclabD

< Back I Mest » I Cancel

Figure D-30 Network credentials

click the Browse button on the Domain Name dialog box.

14.

Active Directory Installation Wizard

x|

Additional Domain Controller /
Specify the name of the domain for which this server will become an additional

domain controller.

Enter the full DMS name of the existing domain for which this server will become an
additional domain controller [for example: headguarters. example. microzoft. com).

To view a list of existing domains, click Browse.

Domain name:

Browse... |

< Back I Tewt > | Cancel

Figure D-31 Additional domain controller
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15. Clicking the Browse button shown in figure D-31 brings up the Browse for
Domain list shown in figure D-32. From the list of domains shown in the
Browse for Domain list, select the Primary VMS server’s domain, then
click the OK button to proceed.

Domaing:

()8 I Cancel |

Figure D-32 Browse for domain list

16. The Additional Domain Controller screen shown in figure D-33 will be dis-
played the selected domain displayed. Click the Next button to continue.

Active Directory Installation Wizard =

Additional Domain Controller /
Specify the name of the domain for which this server will become an additional

domain controller.

Enter the full DMS name of the existing domain for which this server will become an
additional domain controller [for example: headguarters. example. microzoft. com).

To view a list of existing domains, click Browse.

Domain name:

taclab. viperzat. com Browse... |

< Back I Mest » I Cancel

Figure D-33 Additional domain controller with domain name.

17. In the Directory and Log Folders dialog shown in figure D-34, enter
C:\Windows\NTDS in the Log Folder dialog box as shown in
figure D-34. This points the log folder to its default location in Microsoft
Windows.
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Active Directory Installation Wizard

Database and Log Folders

Specify the folders to contain the Active Directory database and log files.

x|

For best performance and recoverability, store the database and the log on separate

hard digks.

‘where do you want to store the Active Directory database?

Databaze folder:

‘where do you want to store the Active Directory log?

Log falder:

C:aw/INDOWSANTDS

Browse... |

Browse... |

< Back I Mest » I

Cancel |

Figure D-34 Directory and log folders dialog

18. Leave the default folder location for the Shared System Volume, as shown

in figure D-35, then click the Next button to continue.

Active Directory Installation Wizard

Shared System Yolume

Specify the folder to be shared as the system volume,

The 5%SYOL folder stores the server's copy of the domain's public files. The contents
of the SY'SVOL folder are replicated to all domain controllers in the domain.

The 5vSWOL folder must be located on an MTFS wolume.

Enter a location for the SvS%OL folder.

Folder location:

Browse... |

< Back I Mest » I

Cancel

Figure D-35 Shared system volume

19. Type in the password for use by the Administrator account to be used when
this server is started Directory Services Restore Mode. Enter the password in
the Restore Mode Password and Confirm password dialog boxes as shown
in figure D-36. Click the Next button when ready to proceed.
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Active Directory Installation Wizard

Directory Services Rest Mode Admini: P d
Thiz password iz uzed when you start the computer in Directory Services Restore
Mode.

Type and confirm the password you want to assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restare mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, o be sure to remember

bath.
Fiestore Mode Password: quuu
LConfirm pazsword: Iﬂuuu

For mare information about Directory Services Restore Mode, see Active Directory Help.

< Back I Mest » I Cancel |

Figure D-36 Directory services restore mode administrative password

20. Review the Summary screen shown in figure D-37, then click the Next
button to proceed.

Active Directory Installation Wizard =
Summary /
Feview and confirm the options you selected,
rou choze to:
Configure this server as an additional domain controller for the domain ;I

taclab. vipersat. com.

D atabase folder: C:iwINDOWSYNTDS
Log file folder: C:WINDOWSANTDS
SSVOL folder: C:AWINDOWSASYSWOL

-]

To change an option, click Back. Tao begin the operation, click Mext.

< Back I Mest » I Cancel |

Figure D-37 Summary screen

21. The Active Directory Installation Wizard screen shown in figure D-38 will
be displayed while Microsoft Windows configures your server.
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Active Directory Installation Wizard

The wizard iz configuring Active Directory. Thiz process can take several minutes or
conziderably longer, depending on the options vou have selected.

Stopping service METLOGOMN

Cancel |

Figure D-38 Active directory installation wizard screen

22. Review the screen shown in figure D-39 is displayed, then click the Finish
button

Active Directory Installation Wizard =

Completing the Active Directory
Installation Wizard

Wctive Directory iz now installed on this computer for the ;I
domain taclab. viperzat. com.

Thiz domain controller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the
Wctive Directory Sites and Services administrative tool.

To close this wizard, click Finizh.

< Back I Finizh I Cancel

Figure D-39 Domain Controller confirmation screen

23. From the screen shown in figure D-40, click the Restart Now button.

Active Directory Installation Wizard =

Windows must be restarted before the changes made by the Active
Diirectory Installation wizard take effect.

Don't Restart Mow

Figure D-40 Restart screen
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24, After reboot, Windows displays the confirmation screen shown in

figure D-41.

This Server is Now a Domain Controller

Weus harve puccessiuly et up this sesver a5 & domain controler, To add or
i nother role, 1 the Configure Your Server Waard sgan.

= Yot the oock sbees for thes role

For arecord of your changes, see the Configure Your Server kg
Ta dose this wizard, didk Finssh.

Figure D-41

This completes setting the secondary server as a domain controller.
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Installing Secondary DNS Server

This procedure configures the secondary server to prepared take over the DNS
function in the network if the primary server fails.

Setup

Before proceeding with setting the server to act as a secondary DNS server be

sure that:

* You have successfully completed configuring the server as a Domain

Controller

* Have your Server 2003 CD available

¢ Have Server 2003 Service Pack-1 installed

Use the following procedure to install the DNS server capability on the second-

ary server.

1. From the Manage your server dialog shown in figure D-42, click the Add

or remove a role option.

t Manage Your Server

2| Manage Your Server

Server: v ¥ LY

Search Help and Suj

@ Managing Your Server Roles
\_g Use the tools and information found here to add or remove roles and
petform your daily administrative basks,

Your server has been configured with the Following rales:

# Application Server

Application servers provide the core kechnalogies required to
build, deploy and operate XML Web Services, Web applications,
and distributed applications. Application server technologies
include ASP.MET, COM+, and Internet Information Services
i)

I~ Dar't display this page at logan

Figure D-42 Manage your server dialog

Appendix D-Domain Controller and DNS

gj Add of remove a role
@) Read about server roles

@) Read about remate
adrinistration

L7)] Fead about application
SEIVErs

€ Read about Web Interface
for Remate Administration
of Web servers

€ Review the next steps for
this rale

Tools and Updates

Adrinistrative Toolks
More Taols
‘Windows Update

Cormputer and Dormain Mame
Information

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft TechNet
Deployment and Resource Kits

List of Comrnan Administrative
Tasks

‘Windows Server Communities
What's New

Strategic Technology Protection
Pragram
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2. Review the information in the Preliminary Steps screen shown in
figure D-43 before proceeding and then click then Next button to proceed.

Configure Your Server Wizard =

Preliminary Steps
‘fou can ensure that you successfully configure your server by completing the Following steps before 5‘

conkinuing,

Before continuing, verify that the Following steps have been completed,

®  Install all modems and network cards,

»  Attach all necessary cables,

w» I you plan to use this server for Internet connectivity, connect o the Internet now,
w»  Turn on all peripherals, such as printers and external drives,

» Have your Windows Server 2003 Setup CD available, or know your network installation path,

when you click Mext, the wizard will search For netwark connections,

Cancel Help

Figure D-43 Preliminary steps screen

3. Highlight DNS server in the table shown in figure D-44 and then click Next
button.
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Configure Your Server Wizard

Server Role

‘fou can set up this server to perform one or more specific roles, IF you want to add more than one

role to this server, you can run this wizard again,

Select a role, If the role has not been added, ywou can add it. IF it has already been added, vou can
remove it, If the role you want to add or remaove is not listed, open Add or Remove Programs,

Server Role | Configured |
File server Mo
Print server Mo
Application server (115, ASP.NET) Mo
Mail server (POP3, SMTP) Mo
Terminal server Mo
Remote access [ YPM server Mo
Domain Controller {Ackive Directory) es
er
DHCP server Mo
Streaming media server Mo
WINS server Mo

DNS server

DNS {Domain Mame System) servers
translate domain and computer DNS
names to IP addresses,

IF wou plan to set up this server as a
domain controller and it is the First
domain controller in the domain, select
the domain controller role, In this case,
the domain controller role configures
the server so that DNS and Active
Directory work together,

Read about DMS servers

Wiew the Configure Your Server log,

< Back I Mext = I Cancel | Help

Figure D-44 DNS server role dialog

4. Review options selected as shown in figure D-45 and click the click the Next

button to proceed.

Configure Your Server Wizard

Summary of Selections
Wiews and confirm the options you have selected,

q

Surnmary:

Install DMS server
Run the Configure a DNS Server Wizard to configure DNS

Ta change your selections, click Back. To continue setting up this role, click Mext,

< Back

Cancel | Help

Figure D-45 DNS Selection summary

5. When prompted as shown in figure D-46, insert disc containing Service Pack
1 and click the OK button to start the installation process.
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.f'._} Please insert the Compact Disc labeled 'Service Pack 1
.\{a CO-ROM" into your CO-ROM drive [D:] and then click

% Cancel |

“Y'ou can alzo click OF. if you want files to be copied
from an alternate location, such as a floppy disk or a
netwark server.

Figure D-46 Insert disk prompt

6. Setup will copy the required files and then proceed with configuring compo-
nents as shown by progress bar in figure D-47.

Windows Setup -- Installing DNS Server

Configuring Components
Setup iz making the configuration changes you requested,

I?:' Fleaze wait while Setup configures the components. This may take
zeveral minutes, depending on the components selected.

Statuz: Copying files...

< Back | Tewt > |

Figure D-47 Configuring components status

7. Click the DNS Checklists button shown in figure D-48 to display the check-
list. After reviewing the DNS Checklist, click the Next button to continue.
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ure a DNS Server Wizard =

Welcome to the Configure a DNS
Server Wizard

This wizard helps you configure a DS server by creating
forward and reverse lookup zones and by specifying root

hints and forwarders,

Before continuing, review the DNS checklists,

Far more information about configuring DNS, click Help,

To continue, click Mext,

< Back | Mext = | Cancel | Help

Figure D-48 DNS server wizard welcome screen

8. Select the radio button Forward Lookup Zone as shown in figure D-49.
Click the Next button to continue.

Configure a DNS Server Wizard =

Select Configuration Action Q
‘fou can choose the lookup zone bypes that are appropriate to your network .

size, Advanced administrators can configure root hints,

Select the action you would like this wizard to perform:

¥ Lreate a forward lookup zone (recommended For small netwarks):
This server is authoritative For the DNS names of local resources but forwards all
other queries ko an ISP or other DNS servers, The wizard will configure the root
hints but not create a reverse lookup zone,

" Create Forward and reverse lookup zones (recommended For large networks)

This server can be authoritative for forward and reverse lookup zones, It can be
configured to perform recursive resolution, Forward queries o other DNS servers,
or both, The wizard will configure the root hints,

" Configure root hints only (recommended For advanced users only)

The wizard will configure the root hinks only, ou can later configure Forward and
reverse lookup zones and forwarders,

< Back I Mext = I Cancel | Help

Figure D-49 Select configuration action

9. Select the radio button This server maintains the zone as shown in
figure D-50. Click the Next button to continue.
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Configure a DNS Server Wizard =

Primary Server Location Q
‘fou can choose where the DNS data is maintained for your network resources, .

‘Which DNS server maintains your primary Forward lookup zone?

The wizard will help you create a primary forward lookup zone,

" an ISP maintains the zone, and a read-only secondary copy resides on this server
The wizard will help vou create a secondary Forward lookup zone,

For more information about maintaining DNS server zones, click Help,

< Back I Mext = I Cancel | Help

Figure D-50 Primary server location

10. Enter your DNS zone name in the Zone name dialog box shown in
figure D-51. Click the Next button to continue.

New Zone Wizard =
Zone Name Q
Wwhat is the name of the new zone? .

The zone name specifies the portion of the DNS namespace For which this server is
authoritative, It might be your organization's domain name {for example, microsoft.com)
or a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

ZONE Narme:

ctarlab. ipersat, com

For more information about zone names, click Help,

< Back I Mext = I Cancel | Help

Figure D-51 zone name dialogr

11. Select the Allow only secure dynamic updates radio button shown in
figure D-52. Click the Next button to continue.

D-32 VMS User Guide



Installing Secondary DNS Server

New Zone Wizard =

Dynamic Update Q
‘fou can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the bype of dynamic updates you want to allow:

& aliow only secure dynamic updates (recommended For Active Directary)
This option is available only for Active Directory-integrated zones,

" allow both nonsecure and secure dynamic updates
Drynamic updates of resource records are accepted from any client.,
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

" Do nat allow dynamic updates
Dyynamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back I Mext = I Cancel | Help

Figure D-52 Dynamic update dialog

12. Review the Fowarders dialog shown in figure D-53 and enter the [P
address of DNS servers that this server will forward to if it is unable to
resolve the request locally. Click the Next button when ready to continue.

Configure a DNS Server Wizard =

Forwarders Q
Forwarders are DNS servers to which this server sends queries that it cannat .
answer,

Should this DNS server Forward queries?

" ¥es, it should Forward queties ko DNS servers with the following IP addresses:

I - - - {optional)

% o, it should not Forward queries!

If this server is not configured to use Forwarders, it can still resolve names using
rook name servers,

For more information about Forwarders, click Help.

< Back. I Mext = I Cancel | Help |

Figure D-53 Forwarders

13. After reviewing the Completing the Active Directory Installation
Wizard screen shown in figure D-54, click the Finish button to continue.
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Configure a DNS Seryer rd =

Completing the Configure a DNS
Server Wizard

‘fou have successfully completed the Configure a DS Server
‘Wizard, When you click Finish, the Following settings will be
saved.
Settings:

DMNS server ko configure: YMSPRIMARY
Forward lookup zone to create: taclab, vipersat,com
[P address of forwarder: 192,168,150.21

Configure the hosts that will use this DMS server to point to
this DMS server for name resolution, and then verify name
resolution using nslookup, IF vou added a new primary zone,
add resource records ko it For the hosts whose names need
to be resolved by this DNS server,

Ta close this wizard, click Finish,

< Back Cancel | Help |

Figure D-54 Completing the configure a DNS server wizard

14. Carefully review the information in figure D-55 then click the Finish
button.

Configure Your Server Wizard =]

This Server is Now a DNS Server

‘fou have successfully set up this server as a DS server, To add or remove
another role, run the Configure Your Server Wizard again,

Wiew the next steps for this role

For a record of your changes, see the Configure Your Server log,
Ta close this wizard, click Finish,

= Back Cancel Help

Figure D-55 Completion screen

15. When the DNS error message shown in figure D-56 is displayed, dick the
OK button.
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ors x|

The Configure a DNS Server Wizard could not configure root hinks, To configure root hinks manually or copy them
from another server, in the server properties, select the Root Hints tab.

Figure D-56 DNS error message

This completes the installation of the DNS server on the Secondary VMS server
in a redundant con figuration.

At this point return to section “Stopping Previous VMS Version (Upgrade)” on
page 2-10 of Chapter 2, “VMS Installation” to complete the VMS installation.
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SNMP TRAPS

Introduction

This appendix describes the use of SNMP traps by the Vipersat Management
System (VMS). SNMP traps enable the VMS to capture significant network
events, then generate an SNMP message reporting the event. In a VMS
controlled satellite system, this configuration has several advantages:

NOTE

¢ The VMS system, using its existing network monitoring capability, acts as

a central collection point for all changes to the satellite network status and
provides a single source for SNMP events reported for the satellite
network. Individual network devices are not required to generate SNMP
traps thereby reducing network overhead bandwidth.

The VMS collects network changes and status as they occur and as they
are reported by the satellite network’s modem/routers as part of the normal
VMS management and control function.

Only events defined by the Vipersat MIB are sent as SNMP traps. This
reduces the requirement to have each device transmit an SNMP trap as its
status changes thereby reducing network overhead bandwidth
requirements.

Note: Since VMS only collects and reports SNMP events from the satellite

network and it is not the source of the event, you cannot query the VMS
for additional information about an SNMP trapped event.
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Introduction

NOTE

E-2

Using SNMP Traps

SNMP (Simple Network Management Protocol) along with the associated
Vipersat Management Information Base (MIB), provides trap-directed notifica-
tion of network changes.

VMS can be responsible for a large number of network parameters as defined in
the Vipersat MIB. It is impractical for VMS to poll or request information from
each device in a satellite network. Instead of each managed device generating its
own SNMP traps, the VMS detects network status changes and when an event
defined in the MIB occurs responds with a message called a trap.

After receiving a VMS generated trap, a high-level SNMP monitor can take
action based on the trap type, and its parameters.

Using the VMS SNMP traps results in substantial savings of network bandwidth
by eliminating the need for polling devices or having each device in the network
generate its own SNMP traps. The primary purpose of and SNMP trap is high-
order NMS notification.

SNMP Traps Available in VMS

The SNMP trap types available in VMS are:

e Subnet Alarm Trap - This trap is sent to the designated destinations
whenever a subnet’s alarm count or status in Subnet Manager is changed.
This trap contains two values: 1) subnetLabel, 2) subnetAlarmCount

* VMS Server Activated Trap - This trap is sent to the designated
destinations whenever a VMS server is activated (it’s services are started).
The IP address in the trap variable is the VMS server that has been
activated. This trap contains one value: redundancyMode

* VMS Active Server Failed - This trap is sent by a VMS server operating
in stand-by (non-active) mode whenever it has detected a failure of active
server. A vmsServerActivatedTrap will follow when the stand-by is
activated. This trap contains one value: redundancyMode

* Redundant Device Restored Trap - This trap is sent by VMS whenever
the VMS Redundancy Manager has detected a failed device, has shut
down the failed device, and has restored the failed unit with another
device. This trap has four variables.

Note: SNMP Traps relative to the operation of servers in an N:1 redundant

configuration only apply to a network which has the optional N:1 redun-
dant capability available, installed, and configured.
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Configuring SNMP Traps

To configure SNMP traps, from ViperView, shown in figure E-1, right click on
the server’s icon and select the Properties command from the drop-down menu.

'ﬁ Yiper¥iew !E[ E

= ) -

a WIPERLAB1 r@ Tree Wiew List Wieww 1

—
Open bEvent Log

-
Backup wNetwork Manager
Restore

.
Synchronize U] &InBand Manager

- .
Licensing : : ’Out of Band Manager
|_Foserie: )| ) subnet Menager
g

NBandwidth Manager

ﬁSnmp Modem Manager
4 | o
Local Status: Active Remote Status: Connected |

Figure E-1 Server drop-down menu

Clicking the Traps tab on the server’s properties screen displays the Traps
dialog shown in figure E-3.

B vIPERLABL [ 2] =]

General | Traps,

Fedundancy
Fiole: Primary

Local Status: Active

Remate Status: Connected

Remate Server
m. 1 .1 . 3

QK I Cancel | Lpply |

Figure E-2 Properties general tab

Select the Traps tab to display the SNMP Manager TRAP dialog shown in
figure E-3. You can enter the Trap’s destination information consisting of:

* [P address of SNMP manager receiving trap

¢ Port number
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e Community String

B vIPERLABL [ 2] =]
General  Traps |
SHMP Manager (TRAP
Address | Port | Community |
192.168.150.150 162 public
192.168.150.180 162 public
Inzert | Modify | Bemove |
QK I Cancel | Lpply |

Figure E-3 Server traps tab

Insert

Clicking the Insert button displays the Trap Destination dialog shown in
figure E-4 allowing you to enter the Trap’s destination:

e [P Address
e Community String

¢ Port Number

Trap Destination E
Address

| .0 . 0 .0 Ok I
Community String Cancel |

Paort Mumber

|162

Figure E-4 Trap desitination

Modify

Selecting an existing Trap Destination from the list as shown in figure E-3 then
clicking the Modify button will display the destination as shown in figure E-4
allowing you to change the Trap’s destination as required.
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Remove

Selecting a Trap Destination from the list shown in figure E-3 then clicking the
Remove button will remove the Trap Destination.
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Summary

You should keep in mind the following characteristics of an SNMP Trap.

* SNMP is not a “reliable” transport protocol. If the Trap message is lost
due to network issues (congestion, noise, delays, etc.), the SNMP protocol
will NOT retransmit the lost trap message.

e SNMP (v1&v2) is not a secure protocol. It is not difficult to eavesdrop or
spoof messages. Isolating SNMP traffic from end-user channel is
recommended.

* VMS will generate a trap message for each destination entered. Entering
10 trap destinations, for example, will generate 10 trap messages for each
event.

¢ Only a VMS server in Active mode will generate trap messages. A
redundant VMS server in stand-by mode will not generate or send a trap
message until it is switched to Active mode for example the Primary
server failure is detected.

* At this time there is no VMS SNMP agent in VMS. An SNMP Manager
cannot poll VMS for status or configuration detail information.

e Current trap uses SNMP v1.
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AUTOMATIC SWITCHING

General

The basic signal topology in a Vipersat network is TDM (Time Division Multi-
plex) outbound and Vipersat’s proprietary STDMA (Selected Time Division
Multiple Access) inbound. The STDMA slots can have their duration and band-
width allotments varied to tailor bandwidth allocation to meet the bursty traffic
load of a typical data network.

When required, a network is switched from STDMA to SCPC. SCPC band-
width is allocated from a bandwidth pool by VMS to meet QoS or other require-
ments for the duration of a connection. When the SCPC connection is no longer
required, the bandwidth is returned to the pool for use by another client.

This basic structure gives the VMS controlled network its flexible, automated
network utilization and optimization capability.

The VMS has the intelligence to interpret the constantly changing statistics
gathered by the intelligent modem/routers and uses this data to issue commands
back to the Vipersat Modem/Routers effectively managing the Vipersat network
operation in real-time, optimizing each user’s bandwidth usage to meet their
QoS, and cost requirements, within their bandwidth allocation. The result is a
stable satellite network connection automatically responding to customer’s
requirements while continuously monitoring and reacting to changing load, data
type, and QoS requirements.
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NOTE

Bandwidth Allocation and Load Switching

Load Switching is the mechanism by which the Vipersat network switches a
remote terminal from STDMA to SCPC mode or SCPC-to-SCPC dynamic
based on traffic levels at the remote. There are two components of load switch-
ing in a Vipersat system: VMS (Vipersat Network Management), MODEM
(CDM-570/570L, SLM-5650A). The VMS component receives switch
requests from the MODEM based on policy settings and available resources,
either grants or denies the request. Within the MODEM component, load
switching is managed at either the Hub or the Remote, based on the current
mode of operation. When a remote is in STDMA mode, load switching for that
remote is managed by the Hub STDMA controller. After a Remote has been
switched to SCPC mode it manages its own switching (or Step Up / Step Down)
requests.

The basic concept for all load switching is that a running average of current
utilization is maintained, and when that utilization exceeds a pre-set threshold, a
switch is initiated. The data rate for the switch is computed by determining the
current bandwidth requirement of the remote and adding some percentage of
excess margin. The main difference between switching from STDMA to SCPC
and adjusting within SCPC is that in STDMA mode, the current available band-
width is constantly changing while in SCPC mode it is constant between
switches. Furthermore, switches from STDMA to SCPC mode are always
caused by the traffic level exceeding the switch threshold. Within SCPC mode,
switches can be caused by traffic exceeding an upper threshold or dropping
below a lower threshold. However, in both cases the new data rate is based on
the actual traffic requirements adjusted up by the margin percentage. Also,
based on policies set in the VMS, if a remote requests less than some threshold
amount of bandwidth, the remote in put back into STDMA mode.

Note: If the Hub STDMA mode is GIR (Guaranteed Information Rate) or Entry
Channel, normal load switching is automatically disabled. In GIR mode,
the remote is switched to SCPC as soon as the GIR threshold is
reached, if there is a switch rate defined. In Entry Channel mode, the
remote is switched to SCPC as soon as the hub receives the first trans-
mission from the remote.

Load switching

F-2

The next sections describe the principles behind Load Switching and Rate
Adjustment (Step Up / Step Down).
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Bandwidth Allocation and Load Switching by the STDMA
Controller:

As part of normal STDMA processing, the hub monitors the traffic levels from
each of the remotes for which it is allocating bandwidth. This is done using the
STDMA ACK management message (Table 1) which is transmitted at the
beginning of each burst from the remote. The STDMA ACK contains two
metrics that are used by the hub:

1. The number of bytes received for transmission (Queued Bytes) since the last
cycle.

2. The number of bytes currently waiting to be transmitted (Bytes In Queue).

These metrics are used by the hub for 3 purposes:

1. Determine the amount of STDMA bandwidth (slot size) to allocate in the
next cycle.

2. Provide statistics of the amount of activity at each remote (Average Bytes
Received).

3. Determine if a load switch is needed.

Table F-1ISTDMA ACK Message

Data Size in Unit of
Type Bytes Description Measure Notes:
1P 4 IP address of N/A Used by remote to
Remote identify itself
Unsigned 4 Queued Bytes Bytes Total number of bytes
queued since last cycle
(includes possible buffer
overflow)
Unsigned 4 Bytes in Queue Bytes Number of bytes
currently queued
Unsigned 1 Group Number N/A
Unsigned 1 Dropped Buffers | Packets Number of packets
dropped (due to limited
bandwidth)

If there is adequate upstream bandwidth available, the values of these two
metrics will be the same. However, if there is not enough bandwidth to satisty
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F-4

NOTE

the traffic requirements of the remote, or if the remote has exceeded the maxi-
mum allocation, some data will be held for the next cycle. In this case, the
number of Bytes in Queue will start to grow and will exceed the Queued Bytes.
(In other words, the Bytes in Queue is the sum of the data not yet transmitted
plus the new data received).

If the condition is due to a short burst of data, the backlogged data will eventu-
ally be transmitted and the system will return to a sustainable rate. However, if
the overload condition is due to long term increased activity, then the backlog
condition will continue to grow and eventually trigger an SCPC switch. If the
overload condition lasts long enough, buffer capacity will eventually be
exceeded and some data may have to be discarded.

Note: This is not necessarily bad, as it is often more effective to discard old
data than transmit it after it has become ‘stale.’

The “Bytes in Queue” metric is used to determine the STDMA bandwidth allo-
cated (slot size) for the next cycle; the goal being to keep the data backlog to
zero. The hub uses this metric to compute the slot size for each remote in the
next cycle as follows:

* Fixed Mode - All remotes get the same slot regardless of need; in other
words, the metric is not used.

* Dynamic Cycle Mode - Available bandwidth is allocated to remotes
proportionally based on current need. The bandwidth allocation for
remotes is calculated by dividing the Bytes in Queue for each remote by
the total Bytes in Queue for all remotes to calculate the percentage
bandwidth allocation to be given to each remote.

* Dynamic Slot Mode - The slot size for each remote is computed based on
the time (at the current data rate) needed to transmit all the Bytes in
Queue. If the result is less than the minimum slot size or more than the
maximum slot size, the slot is adjusted accordingly.

* GIR (Guaranteed Information Rate) Mode - Initially computed the
same as Dynamic Cycle except there is no maximum limit. After all
remotes have been assigned slots, the burst map is checked to see if the
total cycle length exceeds 1 second. If not, then all requirements are
satisfied and the burst map is complete. However, if the cycle is greater
than one second, then the slots are adjusted proportionally so that all
remotes receive at least their guaranteed rate plus whatever excess is still
available. (In the current design, when the 1 second restriction is
exceeded, remotes without a specified GIR are reduced to the global
minimum slot size and the remaining bandwidth is distributed amongst
remotes that have been assigned a GIR rate. This approach is based on the
assumption that remotes that have been assigned a GIR are paying a
premium and should benefit from available excess bandwidth when
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needed. Note that the GIR allocations are restricted so that the assigned
GIR totals cannot exceed available bandwidth. If this restriction is
somehow violated, then it will not be possible to properly allocate
bandwidth when the network is overloaded.)

e Entry Channel Mode - This is the same as Dynamic Cycle, except that as
soon as the Hub receives an STDMA ACK, it initiates a switch to SCPC
mode based on the policy set for that remote.

The important thing to understand about “Bytes in Queue” is that any data that
is not transmitted (i.e. does not fit) in the next slot will be reported again in the
next STDMA ACK. Thus the “Bytes in Queue” is not necessarily an accurate
measure of the actual traffic being passed through the remote.

The “Queued Bytes” on the other hand, reflects only the data that was received
in the last cycle and thus is never duplicated (not including TCP retransmis-
sions). This is the metric that is used for computing average load and initiating a
load switch as needed.

Before discussing how load switching is determined, it is necessary to explain
the user parameters that control the switch. The menu shown in figure F-1 and
figure F-2 shows the entries in the automatic switching menu at the hub that are
used to control load switching.

i

Connect  Edit  Terminal Help

STDHA/SCPC Auto Switching

Auto Switching......cooemioinninainannnns [Enabled]

Current WAN Transmit Mode................ [Continuous]

CTS Switch Detection........oooovmnannans [Disabled]

Load Switching........ [Disabled]..ucceceiee i ieecnamnnnnnn
STDMA Slot Capacity.
STDMA Switch Delay..
Percent Allocation...........cceoenaannn.

xR == —--]

Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
3 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure F-1 Hub switching menu, CDM-570/570L
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NOTE

F-6

(ﬁ:OM]EC’_I Info  Admin  Modem  LAN WAN Routing Stats Vipersat Copy
= EF DATA BN, Comi

Vipersat | STOMA | Stats | AllR
Swifching | DPC | Home State

Hub Switching

Hub Load Switching
Load Switching: ¢ Disabled * Enabled

Submit |
STDMA, Slot Capacity: 1°° STDMA Switch Delay: 110
Valid Range(0-100%) Valid Range(0
Percent Allocation: 1D.
Valid Range(0-100%)
Submit I

e e S sl 1 A ABI i QA Bt o i

Figure F-2 Hub Load switching menu, SLM-5650A

Auto Switching - This is a Vipersat feature which is enabled in the
CDM-570/570L Features menu. If Auto Switching is not enabled, Load
Switching will be ignored. There is no auto switching enable button in
SLM-5650A modem configuration menus, the operator only needs to
enable each switching function.

Load Switching - This is a type of Automatic Switching that is based on
the amount of traffic at a remote. If this mode is not set, then no remote
will be switched based on load.

STDMA Slot Capacity - This is a threshold value. When the amount of
outbound traffic at a remote exceeds this percentage of the current
STDMA slot capacity, a load switch is initiated. It is important to
understand that in most STDMA modes, the amount of bandwidth
allocated to a remote varies with need and thus from cycle to cycle. Thus
the amount of traffic that constitutes X% will also vary from cycle to
cycle.

STDMA Switch Delay- This is a built in latency that forces a remote to
maintain an average load over some number of seconds after reaching a
switch condition before the switch is actually initiated. This prevents
switches due to momentary traffic-bursts.

Percent Allocation - This is an excess amount of bandwidth that is
allocated beyond the current traffic rate when the switch to SCPC is made.
For example, if the current average traffic at the time of the switch is 60K,
and the Percent Allocation is 10%, then the allocation will be for 60K +
6K = 66K.

Note: Since the hub always allocates bandwidth in 16K blocks the 66K, when

rounded up, would actually be 80K in this example.
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Load Switching Process

Each time the hub receives an STDMA ACK, it computes the average load for
that remote. This average is then compared to the bandwidth currently allocated
to the remote.

For example, if a remote gets a 50 ms slot in an upstream that is running at
512000 bps then it can transmit 0.050 * 512000 = 25600 bits = 3200 bytes. If
the Queued Bytes was 3000, then for that cycle, the remote was at 3000/3200 =
93.75% of capacity. (If the current cycle time is exactly 1 second, then the effec-
tive data rate of the remote is also 25600 bits per second.

However, if the cycle time is only 500 milliseconds, then the effective data rate
is actually 25600 /.5 = 51200 bits per second. The effective data rate is impor-
tant for calculating switch data rates. If the average bandwidth used exceeds the
threshold percentage of available bandwidth, then a flag is set indicating a
switch is pending. At this point, the statistics are reset and the traffic load is then
computed for the time period specified by the switch delay. At the end of this
delay, if the threshold is still exceeded, a switch is initiated. The data rate speci-
fied for the switch is determined by taking the current load, as indicated by the
bytes queued during the delay period, multiplying it by the percent allocation
and rounding up to the next 16Kbps.

A key point is that in most of the STDMA modes, the bandwidth allocated to
each remote is constantly being adjusted to the needs of the network. As long as
the network is running below capacity, most remotes will get the bandwidth
they need and a switch will not be required.

Only when a remote requires more bandwidth than is available in STDMA will
a switch occur.

Furthermore, in D2 mode, each remote will always appear to be running at near
100% capacity, even when there is actually excess bandwidth available. This is
because in D2 mode, the remotes are almost never given more bandwidth than

they need. As a result, the algorithm for D2 mode uses a maximum allowed slot
size rather than the actual allocated slot size to calculate the effective data rate.

This gives a more accurate estimate of the available STDMA bandwidth.

Load Switching by a Remote

Once a remote has been switched to SCPC mode, it checks its bandwidth
requirements once per second to see if a change is needed. The menu for
controlling the Step Up / Step Down switches are set in the menu shown in
figure F-3.
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i

Connect  Edit  Terminal Help

STDHA/SCPC Auto Switching

Auto Switching............. [Enabled]

Current WAN Transmit Hode..[STDHA{Burst)]

Uoice Switch Detection..... [Enabled] ..o e e e i e ieecsasammmmmmmnnnnnnmnnmnnn 0
Uideo Switch Detection..... [Enabled] ..o e e e i e ieecsasammmmmmmnnnnnnmnnmnnn I
TOS Switch Detection....... [Disabled] .. e e e e i e esamsammamanannnnnmnnnnnn T
Load Switching............. [Enabled] ..o e e e i e ieecsasammmmmmmnnnnnnmnnmnnn B
SCPC Step Up Threshold..... 2331 [ u
SCPC Step Down Threshold. . [65%] e e ineina s e e anaasasamsamanmnnnnnnnnnnnnnn D

SCPC Step Delay...cvunnnn..
SCPC Stepup Excess
TOS Switching Parameters

Save Parameters to permanent StOFage......cciiiiiiiiiiiiecesssnnnnnnnnnnnnnnnnn s
3 X
Telnet Logout. ... iiiii ittt essssssassaaaaaaaaaaanaaaanannnnnnnnnnnnnnsn L

Figure F-3 Switching menu for a remote, CDM-570/570L

F-8

Comtech EF Date

(ﬂ:m Info  Admin  Modem  LAN WAN Routing Stats Vipersat Copyright ® 2007
= EF DATA MBI,
Config | Monitor | All Rights Reserve,

Events | Stats | Utility

Remote Switching

Remote Load Switching

Load Switching: " Disabled * Enabled

Submit
SCPC Step Down Thrashold: 152 SCPC Step Up Threshold: 170
Valid Range(0-100%) Valid Range(0-100%)
SCPC Step Up Excess: |1® SCPC Switch Delay: |10
Valid Range(0-100%) Valid Range(0-50 seconds),
Submit
i S P Y e T PRI o S

Figure F-4 Load switching menu for remote, SLM-5650A
Auto Switching - Same as Hub
SCPC Step Up Threshold - Same as STDMA Slot Capacity at hub.

SCPC Step Down Threshold - Similar to STDMA Slot Capacity at hub

except Step Down is used to trigger a switch if the average load falls
below this value

SCPC Step Delay - Same as STDMA Switch Delay at hub

SCPC Stepup Excess - Same as Percent Allocation at hub. Note that the

value applies to both Step Up and Step Down switches and if computed
against the average traffic load at the time the switch is initiated.
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Determining Need-for-Change

The following process is used to determine if bandwidth utilization warrants a
need-for-change.

The user defines both a Step Up and Step Down threshold in terms of percent
utilization, a bandwidth margin value, and a latency or averaging period. Once
per second, the CDM router software determines the current percent utilization
by dividing the bits transmitted by the current transmit data rate.

If the percent utilization exceeds the step up threshold or is less than the step
down threshold for the entire latency period, then an ASR (Automatic Switch
Request) is sent to the VMS. The bandwidth requirement for the ASR is
computed by taking the average percent utilization over the latency period and
multiplying that by the current data rate to determine the actual data rate used
over the measured interval. This number is multiplied by the margin value and
rounded up to the nearest 8K to determine the requested bandwidth.
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Load Switch Example

An automatic load switching example, illustrated in the schematic diagram in
figure F-5, illustrates how a network can respond to changes in traffic volume or
load conditions. The network’s capability and method of response to load
changes is determined by the setting and capability of each of the components in
the system such as the transmitter power output, the antenna capabilities for
each of the sites in the network, and the policies set in VMS.

The elements for determining policies and their interactions are discussed in this

section.
‘I]‘ _
generated by

! > remote
/ o application
Satport buffer status
/ is captured and sent
to the STDMA Hub
/ Controller
o L Q)
-
i [
VMS processes the switch P g ‘ ‘
request and sends tuning !
commands which switch /
the remote out of STOMA Video
into SCPC / \ Stroaming

\ Buffer utilization continues to be
monitored and SCPC automatically
steps up/down based on traffic loads

(:)
STDMA Controller detects pre- { h

selected buffer limits and sends
Automatic Switch Request (ASR)
to the VMS

DG-000008a

Figure F-5 Example load switching diagram
A load switch is illustrated in figure F-5 are using the following process.
1. A load is generated an application at a remote and the application is a video

stream.

2. As an example the data is connected to the remote CDM-570/570L over an
ethernet link for transmission to the satellite. While the data-stream trans-
mission is in progress, the Satport buffer status is captured and the
CDM-570/570L’s buffer status is sent to the STDMA Hub Controller.
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3. The STDMA Hub Controller compares the remote CDM-570/570L’s pre-
selected buffer limits with its buffer status and if the buffer status exceeds
the preselected limits the STDMA Hub Controller increases the time-slot
allocated to that channel. If this brings the buffer status within established
limits no further changes are made.

4. If the buffer status continues to exceed the preselected limits, the STDMA
Controller sends an Automatic Switch Request (ASR) to the VMS.

5. The VMS processes the switch request by checking for available resources
by:

e Determining if there is a free demodulator.

* Determining the channel space (bandwidth) requirements to accommodate
the data flow requested by the STDMA Hub Controller.

6. If the VMS finds available resources it processes the switch request and
sends tuning commands which switches the remote CDM-570/570L out of
STDMA into SCPC mode.

The ideal condition being looked for is that about 90% utilization of the
channel be achieved striving to optimize the use of available bandwidth.

The CDM-570/570L continuously monitors traffic flow volume Whenever a
preset upper or lower limit is exceeded, the CDM-570/570L sends a request
to VMS to change bandwidth by the amount needed to meet the new
requirement. By this process, the bandwidth is continuously optimized in real
time, precisely accommodating circuit traffic volume.

The ability to actually accomplish this is limited by the currently available
carrier bandwidth, and ultimately the power output and antenna size available
at the transmitting remote site.

If the VMS does not have available bandwidth it will ignore the STDMA
Hub Controller’s request for increased bandwidth. The STDMA Hub
Controller will continue to receive buffer status reports from the remote
CDM-570/570L indicating that buffer flow is continuing. The STDMA Hub
Controller will, in turn, continue to request additional bandwidth from the
VMS. If at any time another service drops making bandwidth available, the
next time the STDMA Hub Controller requests additional bandwidth the
VMS will grant the request.

If the video data stream is completed before the switch in bandwidth is done,

the channel is closed, the bandwidth which had been used is made available
again to the pool, and no further action is taken.
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NOTE

Reduced data flow in switched mode (SCPC)

In the event the data flow is reduced, for example a streaming file transfer termi-
nates, the SCPC switched demodulator detects the reduced flow and notifies the
VMS. The VMS will then send a switch command to reduce the size of the
carrier bandwidth to the new calculated bandwidth requirement.

This entire process is automatic following the policies established for the
network. The network is dynamically modified changing its configuration to
automatically respond to changes to the network’s load.

The home threshold is the bit rate set to trigger a return to the home threshold.
This function is used when bandwidth has been allocated to meet load require-
ments, and the load has been either removed or partially removed. Since the
channel’s new load no longer requires the current bit rate, when the bit rate falls
below the preset Home Threshold the channel is switched back to its home
condition, STDMA for example.

Note: The load switching example works exactly the same for the SLM-5650A
modem.
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Application switching

Application switching, diagramed in figure F-6, also is capable of changing
bandwidth used, but the change is determined entirely by the type of application
being requested ignoring load requirements.

User calls
Remote modem detects to Hub

application and sends
this information to the
VMS

=

VMS receives the new application
information, checks for available
resources, and if available, sends
tuning commands via VESP back to
the remote modem which switches
the remote out of STDMA into SCPC

DG-000002a

oy
Hub answers call

Figure F-6 Application switching diagram, CDM-570/570L

Note: Application switching is not available for SLM-5650A modems. The
following application switching section refers to CDM-570/570L modems.

In a system configured for application switching, the remote site modem/router
looks for a packet in the data stream coming from the LAN that is configured
using the H.323 stack protocol and contains an H.225 signaling protocol. In the
illustration shown in Figure F-6 the signal is a call initiated at the remote site.

The packet is then examined to determine the port number then, from the allo-
cated port ranges, determines the type of application being sent.
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F-14

The modem/router sends a switch request to the VMS requesting a carrier for
the application type. Typical applications include:

¢ Video
¢ Voice over [P (VoIP)

Each application type will have been assigned a bandwidth allocation when the
policy for the remote site is established. The voice application, for example,
might have had the bandwidth set in the policy to handle three simultaneous
voice connections. When a VoIP protocol is detected in the H.225 signaling
protocol, the modem/router requests the VMS to switch the bandwidth to
accommodate three voice circuits.

The same process applies if the protocol detected is Video.

When both VoIP and Video are requested, the bandwidth required for the Video
is used and the VoIP, which has priority, shares the SCPC with the Video.

Once VMS receives the request to switch, it determines if there is a free demod-
ulator and if there is bandwidth space available to handle the requested applica-
tion. If the resources are available, the VMS then performs the switch.

Applications are streaming data. The remote modem/router looks at the stream-
ing data flow until it sees a break in the data exceeding 10 seconds. Once a
break is detected the modem/router presumes that the application is terminated
(or has malfunctioned), drops the carrier, and makes the bandwidth resources
available for another service.

VMS User Guide



Type of Service (ToS) Switching

Type of Service (ToS) Switching

NOTE

Type of Service (ToS) switching is used on circuits carrying encrypted traffic
where the packets cannot be examined to determine the type of traffic being
carried. Normally, in a non-encrypted Vipersat network, packets are classified
by the remote CDM-570/570L using protocol classification detection and the
results are forwarded to VMS via Automatic Switch Request (ASR) messages.
The VMS switch detector service then applies the required or requested band-
width using policies which have been pre-configured in the VMS.

Type of Service switching can also be used in non-encrypted networks as well.
One advantage is that each packet associated with the application will have ToS
set. Therefore, ToS switching is extremely reliable. A drawback is that unless
each application can set a different ToS value, resolution is lost.

For example, in a non-encrypted network if a voice application service connec-
tion is started, the CDM-570/570L’s classifier analyzes signaling and data
protocols (H.323, SIP, & Data RTP) being routed through the CDM-570/570L.
After connection detection, the process waits for data (RTP). Data is normally
sent after the receiving party answers, which then triggers the system to process
an ASR.

Using the ToS classification, detection function allows application-based-
switching in encrypted networks where the signaling protocols are encrypted or
effectively hidden. ToS adds the type of service to the un-encrypted Quality of
Service byte (QoS) in the IP header which then can be analyzed to determine the
type of service being transmitted. Once the type of service is determined, VMS
uses this information to perform switching following the policies established for
the detected traffic type.

Note: Load switching by VMS is not affected by enabling ToS detection.

Refer to the Parameter Editor section of the modem manuals for detailed infor-
mation on enabling and implementing ToS switching on your network.

Applying a ToS value to an application (VolIP, IPVC, or priority data) through
either preservation or classification packet stamping, allows the VMS to func-
tion in an encrypted network.
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ENTRY CHANNEL MODE SWITCHING

Entry Channel Mode (ECM)

STDMA entry channel mode provides a method for remotes requiring SCPC
access channels to enter/re-enter the network initially or after a power or other
site outage. The switch time will be variable based on the burst rate (bps) of the
STDMA group, the number of remotes with slots in the group, and where in the
burst cycle the remote is when it acknowledges receipt of the burst map.

Initial SCPC rates are settable for each remote in the STDMA group(s). Upon
detection of a burst map acknowledgement from a remote the STDMA burst
controller will send a switch request to the VMS with the operator specified
initial SCPC rate. Upon determining that there is an available demodulator and
pool bandwidth the VMS will send a multi-command to remove the remote
from the STDMA group, tune it and the switched demodulator to the specified
initial bit rate and selected pool frequency. The remote will stay at this initial
rate unless an application (such as VTC) or consistent load cause it to request
additional bandwidth from the VMS.

Entry channel mode is not driven by the presence or absence of customer traffic.
Once in ECM mode, the switched initial data rate becomes the new temporary
home state. This temporary home state sets the low limit data load threshold,
where the remote will stop sending load switch request commands. Remotes in
ECM mode do not require burst maps to maintain SCPC transmission.

Note: Remotes in ECM mode toggle directly from STDMA to SCPC and back.
NOTE The initial SCPC switch state is used instead of the modem’s internal
home state for modems operating in ECM mode.
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G-2

After all remotes are processed into ECM, the Burst Controller drops into sanity
mode sending a keep alive map to service remotes which may have their SCPC
carrier inhibit flag set. The keep alive message is sent once every two seconds
until re-entry is invoked.

Fail Safe Operation

For a detailed description of the features of VMS applications switching, refer
to Appendix F, "Automatic Switching". As application switching relates to the
ECM mode, it is useful to describe the fail-safe mechanism used for freeing
pool bandwidth.

If the VMS loses communications with a switched remote for more than three
minutes, it will attempt to return the remote to home state. If the revert-to-home
state command succeeds (restoring communications) Entry Channel Mode will
cause the remote to switch to its initial SCPC bit rate.

If the revert-to-home state command fails, the VMS will send a command to
return the remote and the hub demodulator to the state where they were prior to
losing communications, but leave the remote enabled in the STDMA burst
controller. This provides the remote with 2 paths to rejoin the network:

1. If the outage was the result of power outage at the site, the remote CDM-570/
570L or SLM-5650A will reboot in its home state (STDMA), acknowledge
the receipt of the first burst map causing it to rejoin the network through
ECM. The VMS will park the demodulator previously in use and free the
bandwidth slot.

2. If the outage was due to an extended rain fade or other communications
blockage with no loss of power, the remote will rejoin the network via the
previously assigned SCPC channel. When VMS receives a PLDM it will
send a revert-to-home state command and free the bandwidth slot and burst
demodulator. The remote will then rejoin the network through ECM.

Since it is not possible to know which of the above scenarios caused the
communications outage the VMS will not free the bandwidth slot except
through operator intervention.

Figure G-1 and figure G-2 diagram the time state differences and the process of
recovery. Note that the times referenced in the diagrams are approximate.
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Figure G-1 ECM switch recovery < 3 minutes
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Figure G-2 ECM switch recovery > 3 minutes

Using Entry Channel mode

Entry Channel mode operates slightly differently from other VMS modes due to
the STDMA burst controller losing the ability to automatically control once the
CDM-570/570L or SLM-5650A is operating SCPC in ECM mode.

The following procedure illustrates this and demonstrates how to change the
operation of a modem operating in SCPC ECM mode back to STDMA mode.

Figure G-3 shows the STDMA tab for the CDM-570/570L set up to run in Entry
Channel mode. Once a switch has occurred in an ECM enabled VMS controlled
modem the unit no longer sends switch requests so VMS does not have a switch
request to respond to switch the VMS controlled modem back to STDMA from
ECM mode.

The operator will have to manually intervene to switch the VMS controlled
modem back to STDMA mode when the VMS controlled modem is no longer
required to operate in ECM mode.
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NOTE

Entry Channel Mode (ECM)

Note: Refer to the SLM-5650A modem manual for Entry Channel configuration
setup. The text referenced within are similar between modems only the

page layouts are different.

Edit Configuration

Features I Home I IGHP I Maintenance I Metwark I Fiouting

bocess | Admn | AuowiM | DES | DPC
SMTP | sNMP STOMA | Swiching | Vipersat
ion Method: Ltk (Huality:

[¥ Enable STOM& Allocat
[~ Enable BFAT [0

2|

|9.5< Eb/MNo 'l

Stats Collection:

Channel i

Group D: Slat Minimurm: Slot b axirmunm:
|2? IED m3ec |1 00 msec |1 0sec
Burst iap Hate:  Preamble: Guard Band:
IB‘I m3ec 50 mzec List Remates |

|1 cycle

Burst Map Multicast IP Address:

[T Automatic Femate Re

Timeout: ID cycles

moval 233 .10 0 20 . 30

Outbound P &ddress for DPC:

Rt T ID cycles

|n.n.n.n

Cancel |

o1

Figure G-3 STDMA tab with ECM mode, CDM-570/570L

Switching an ECM Remote fr

om SCPC to STDMA

Use the following procedure to switch a remote operating in SCPC mode while

in the ECM mode.

1. Click the List Remotes button on the STDMA tab shown in figure G-3 to
display the pop-up STDMA Remote List shown in figure G-4.

x|

STDMA Remote List
# | ame | Address | SCPC Rate | Tvpe |
@0 Remote 1 0bps o

0 bps 1]
0 bps 0
0bps o

=1

Insert... | Modify...lj Enable | Sork
Remove | Disable | Clear | Cancel |

Figure G-4 STDMA remote list tab, CDM-570/570L

2. From the STDMA Remote List, sclect the CDM-570/570L you wish to
switch from ECM mode running in SCPC to STDMA mode as shown in

figure G-4.
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Entry Channel Mode (ECM)
3. Click the Modify... button to display the Remote Entry dialog shown in
figure G-5. You can use the up and down arrows next to the button to change

the selected remote.

Remote Entry =
Skation Marne: I Remate 3

e . 153 . 1

[™ Disable
Address: | 192 .

SCPC Data Rate: |
Switch Type: I i} Cancel |

Figure G-5 Remote bandwidth entry, CDM-570/570L
4. To force a switch from ECM SCPC mode to STDMA mode, set the current
value in the SCPC Data Rate dialog box to 0 (zero) as shown in figure G-5
then click the OK button.

vote| Note: This switch must be performed manually.

5. In VMS, right click on the remote from the drop-down menu shown in
figure G-6 then click on the Revert Uplink Carrier command. This causes
VMS to send the revert command to the target VMS controlled modem
causing it to revert to its STDMA home state.

=101 |

'! 192.168.0.56 - Remote Desktop
ﬁ Yiper¥iew o

® ' =
YIPERSAT r Tree View . 1 Subnet Manager ﬂ List ‘iew
D]

G-6

POC

VIPERSAT

% bt Manager
-0&:.3 Hub
El-g#* TOM/EC-G1
- gfeu TOM outbound
oflpu Burst Contraoller
& SWITCHED]

g SWITCHEDZ

I 003:3 Remate 1

I o&fj Remate 2
----- 5__' CDME00L Manager

[—]--u-_t Vipersat Manager
[l Network 33
é Bandwidth Manager

Event Log
-4 Metwork Manager

:# b Address

e 1 192.168.0.0/24

Address
Open

_ ._.-_'!F!.Etl'l'u:lte 1
k —
= :{dRemote 2 Declare Subnet: les
v InBand Management

Resize Uplink Carrier

zvert Uplink Carrier
Reset Uplink Carrier
Soft Reset
Force Registration

Properties

-

| Moz

Figure G-6 Revert uplink carrier command, VMS controlled modem

6. This completes resetting the remote VMS controlled modem to operate in the

STDMA mode.
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VMS BILLING LOG TRANSLATOR (VBLT)

Description

NOTE

VBLT is a windows console application that converts switch events, stored in
the VMS 3.x event log, into a billing log format. VBLT can be run directly from
the command line console, or using VBLT.ui, a graphical user interface fron-
tend, or as a scheduled task using the windows task scheduler.

Note: If you have unique format requirements for your billing information,

contact your Vipersat representative for details on having a format
conversion program created to meet your needs.

Installation

Copy the two files, VBLT.EXE and VBLT.ui.EXE, into a directory (folder)
where the user has valid write and execute privileges. These applications can be
installed on a VMS server, or a remote Viperview client PC. Only users with
Viperview privileges should run these applications.

Operation

VBLT can be executed in three modes: (1) console, (2) GUI frontend, or (3)
schedule task. Before using VBLT in any mode, it is highly recommended that
VMS 3.x service be active.

When specifying a remote VMS server, VBLT should be run from the same
user account and PC that is hosting the remote Viperview client. This
ensures that the correct security privileges are enabled before executing VBLT.
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Description

Consult your VMS or system administrator for more information on accessing a
remote VMS server.

Console Mode

VBLT has the following command line options when used in console mode:

-r days - Number of days (24hr period) to retrieve starting from current time.
Default is 1 day.

-v server - [P address, UNC, or DNS name of VMS 3.1 server. If this option
is not specified, the local VMS server (localhost) is used.

-s session - Sets the starting session ID. Zero (0) is used as default.
-0 “path” - Have billing log output to specified file path.
-1 - localizes the time stamps to local time zone, default is UTC time.

-q - quiet mode, does not display output to console; used in conjunction with
—0 option

Examples

In this example, the following command retrieves billing logs for the past two
days from the local VMS server. The output is displayed on the console using
local time zone.

vblt —r 2 -1

To retrieve billing logs for the past two days and save the results to a file call
samplel.log, starting with a session id of 1467, use this command:

vblt —r 2 —s 1467 —o samplel.log
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GUI Mode

GUI Mode

VBLT.ui provides a Windows user interface to the VBLT application. It also
allows the user to specify start/end time & date range for billing log retrieval

where as the console mode retrieves logs based on number of days from current
time.

To use VBLT.ui, start the VBLT.ui application from the Windows Explorer by
double clicking it. Verify that the VBLT.EXE application is in the same direc-
tory as VBLT.ui.EXE.

Operation

1. Enter the start date and time in the Start Date & Time box shown in
figure H-1.

2. Enter the s end date and time in the End Date & Time box shown in

figure H-1. The end date and time must be greater than the start date and
time.
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GUI Mode

i
Start |

@OMIECH =
VIPERSAT NETWORKS, INC. BEEN,, ko |

WS Server "Dutput File

IIocthost

IAcme Corp

r~ Start Date & Time End Date & Time

[~ Regress Mode
Date I 8/ 1/2005 vl Date I 8¢ 5/2005 vl Fuatii
etrieve events for past
Time 12000044 = Time |12:nu:uu M = [i day(s]

r— Options
¥ Uselocal Time [~ lgnore Sequential Home Events Session 1D IU

VBLT.Li 1.2 -]

4 o

Figure H-1 VLBT graphic user interface

. Selecting the Use Local Time option in the Options box determines whether

to use local time zone references with respect to start and end time, and the
time stamp on the output file. Selecting the Quiet Mode option will suppress
any output to a VBLT console window.

. The VMS Server entry is optional. Leaving it empty, or entering localhost

will retrieve the logs from the local VMS server running on the same PC as
VBLT. To access a remote VMS server, enter its [P address (i.e. 212.10.0.1),
UNC, or hostname. Any security privileges must be configured for remote
access and name resolution.

. An Output File must be provided. If the file does not exist, it will be created.

If it exists, it will be overwritten.

. Click the OK button to start the retrieval. A dialog box will be displayed to

indicate a successful or failed operation. Click Exit to quit VBLT.ui.
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3.3 Scheduled Task Mode

3.3 Scheduled Task Mode

The billing log retrieval process can be automated by using the Windows Task
Scheduler. The Windows Task Scheduler will execute VBLT on a scheduled
basis.

To create a scheduled VBLT task, use the Scheduled Task Wizard. Follow the
steps below:

1. Open the Windows Task Scheduler, shown in figure H-2, by clicking
Start, click All Programs, point to Accessories, point to System Tools,
and then click Scheduled Tasks.

File Edit Wiew Favorites Tools Advanced Help | ;','
) Back ~ ©J - ;i | ' Search Folders | & X 6 | [~
Address IJ Scheduled Tasks j Go
| Mame = | Schedule | Mext Run Time I Lask Run Time: | Skatus | Lask Result I Creator I
[2liadd Scheduled Task |

Figure H-2 Scheduled tasks

2. Click on the Add Scheduled Task item. This will open the “Scheduled Task
Wizard”

3. When prompted to select Windows program to run, click the Browse
button, and select the VBLT.EXE from its install directory.

4. Select a name for the task and scheduled period (Daily, Weekly, Monthly,
etc.) from the dialog shown in figure H-3.
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3.3 Scheduled Task Mode

5. Set the start time, start date, and recurrence options.

Scheduled Task Wizard [ %]

Tuvpe a name for thiz task. The task name can be

the same name az the program name.

[vBLT

Perfarm this task:
= Dail

= hileekly
= Monthly
" One time only

" ihen my computer starts
" when | log on

< Back I Mest » I

Cancel

Figure H-3 Scheduled task wizard

6. Enter your user and name password to confirm the new task entry. This user-
name and password should be a valid VMS user.

7. In the last step, check the “Open advanced properties for this task ....”
Option, then click Finish.

8. The last step is to add the VLBT command options to the task. In the Run
text box shown in figure H-4, go to the end of the VBLT.exe and add the

desired options. The
figure H-4.

« 9
-r

Tazk | Scheduse | Setings | Securiy|

E CAWINDOWS\TasksWELT b

Bun [y VBT Db WELT s 1 0 "o log™

il [ PreiectsWipeesal W5 snucehsytemWALT Dibesg

Commerts ‘

Funan COMTECHTEL ckia Sel parsd..

I~ Runorly f bgged on
[ Enabied [scheculed tack runs of specified fime)

ok Concel | peb |

Figure H-4 VLBT task tab

and “-0” options should be specified as shown in

The VLBT application will now be run as a scheduled task by the Windows

Task Scheduler.
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3.3 Scheduled Task Mode

An alternative method to running a scheduled VBLT task is to create a batch file
that calls VBLT with the desired options. A scheduled task is created to run this
batch file. This simplifies the maintenance as only the batch file needs to be
modified if they are any changes to VBLT options.
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Billing Log Format

Billing Log Format

The billing log format is created from switch events logged by the VMS. The
billing log consists of eight (8) comma separated value fields as follows:

1. Satellite Name - name of satellite, as shown in VMS, that contains the
subnet which generated the switch event.

2. Antenna Name - name of Antenna, as shown in VMS, associated with the
Subnet which generated the switch event.

3. Date - logged date of switch event in “dd/mm/yyyy” format
4. Time - logged time of switch event in “hh:mm:ss.mss” format

5. Session ID - increasing counter that changes anytime a subnet switches back
to its HOME state. This is an unsigned 32 bit counter.

6. Switch Type - indicates the type of switch. This value can be “HOME”,
“MANUAL”,”AUTOMATIC”,”SCHEDULED”,”"UNKNOWN?”

7. Bandwidth - bandwidth of channel switch in Hertz (Hz)

8. Bit Rate - bit rate of channel switch in bits per second (bps)

Billing Log Examples

“Galaxy 10R”, “R1”, 04/04/2005, 19:19:26:717, 996, HOME, 230400Hz, 512000bps
“Galaxy 10R”, “R17, 04/04/2005, 19:35:08:999, 997, MANUAL, 460800Hz, 512000bps
“Galaxy 10R”, “R17, 04/04/2005, 19:37:35:979, 997, HOME, 230400Hz, 512000bps
“Galaxy 10R”, “R17, 04/04/2005, 19:38:21:665, 998, MANUAL, 230400Hz, 256000bps
“Galaxy 10R”, “R1”, 04/04/2005, 20:46:37:210, 998, MANUAL, 115200Hz, 128000bps
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GLOSSARY

ALC

APL

ARP

ASR

ATM

BER

A

Automatic Limit Control — A closed loop mechanism controlling the gain stabi-
lization of the HPA’s RF output power.

Asynchronous Party Line — A Vipersat term for RS-485 multi-drop bus used for
control of indoor equipment. See also SPL.

Address Resolution Protocol — A protocol for a LAN device to determine the
MAC address of a locally connected device given its IP address. See also MAC.

Automatic Switch Request — A switch request message generated by a Vipersat
modem and forwarded to the VMS to establish a new satellite link or adjust
bandwidth between source and destination IP addresses.

Asynchronous Transfer Mode

B

Bit Error Rate (sometimes Ratio) — A measure of the number of data bits
received incorrectly compared to the total number of bits transmitted.
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BUC

BPS
BPSK

C-Band

CDD
CDM
CIR

CRC

CXR

DAMA

dBm
DHCP

DNA

DPC

I-2

Block Up Converter — An upconverter so called because it converts a whole
band or “block” of frequencies to a higher band. IF is converted to final transmit
frequency for satellite communications.

Bits Per Second — A measure of transmission speed. See also Kb/s & Mb/s.

Binary Phase Shift Keying — A modulation technique in which the carrier is
phase shifted +/-180 degrees. See also QPSK.

C

A frequency band commonly used for satellite communications (and sometimes
terrestrial microwave). For terrestrial earth stations, the receive frequency band
is 3.7-4.2 GHz and the transmit band is 5.925-6.425 GHz. See also Ku-band.

Comtech Data Demodulator
Comtech Data Modem

Committed Information Rate — The guaranteed minimum bandwidth assigned
to a remote terminal.

Cyclic Redundancy Check — A method of applying a checksum to a block of
data to determine if any errors occurred during transmission over communica-
tions links.

Carrier — A radio frequency transmission linking points and over which infor-
mation may be carried.

D

Demand Assigned Multiple Access — A process whereby communications links
are only activated when there is an actual demand.

Decibel referenced to 1 milliwatt.

Dynamic Host Configuration Protocol — An Internet protocol for automating
the configuration of computers that use TCP/IP.

Dynamic Node Announcement — A process in Vipersat satellite networks
whereby remote sites periodically announce their presence to facilitate network
setup and monitoring.

Dynamic Power Control
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DRAM
DSCP

DSP

DVB
DVP

Ex/No

FAST Code

FDMA

FEC

FIFO

FTP

Dynamic Random Access Memory

Differentiated Services Code Point — The 6-bit field in an IP packet header that
is used for packet classification purposes and is the portion of ToS that is
detected by Vipersat modems.

Digital Signal Processor — A microprocessor chip optimized for signal process-
ing applications.

Digital Video Broadcast

Digital Voice Processor — Used in packet voice applications.

E

E}/N, is the ratio of E;, (energy per bit) and N, (noise power density per Hz).
The bit error rate (BER) for digital data is a decreasing function of this ratio. Ey,
is the energy of an information bit measured in Joules or, equivalently, in Watts
per Hertz.

F

Fully Accessible System Topology Code — Designation for feature code used
by Comtech EF Data for their satellite modems. The FAST method makes it
easy to quickly upgrade the feature options of a modem while it is running live
in the network, either on site or remotely.

Frequency Division Multiple Access — A technique where multiple users can
access a common resource (e.g., satellite) by each being allocated a distinct
frequency for operation. See also TDMA.

Forward Error Correction — A process whereby data being transmitted over a
communications link can have error correction bits added which may be used at
the receiving end to determine/correct any transmission errors which may occur.

First In First Out — A simple buffer or queue technique whereby data queued
the longest is transmitted first.

File Transfer Protocol — An application for transferring computer files over the
Internet. See also TFTP.
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I-4

G.729

GIR
Group ID

GUI

HDLC
HPA
HTTP

Hub

ISP
ITU

G

ITU standard for LD-CELP (Low Delay — Code Excited Linear Prediction)
voice encoding at 8 kb/s.

Guaranteed Information Rate

A number assigned to equipment which defines it as a member of a group when
addressed by the VMS burst controller.

Graphical User Interface — A form of graphical shell or user interface to a
computer operating system or software application.

H

High Level Data Link Control — A standard defining how data may be transmit-
ted down a synchronous serial link.

High Power Amplifier — The amplifier used in satellite communications to raise
the transmit signal to the correct power level prior to transmission to satellite.

Hyper Text Transfer Protocol — The Internet standard for World Wide Web
(WWW) operation.

The central site of a network which links to a number of satellite earth sites
(remote’s).

Internet Control Message Protocol

Intermediate Frequency — In satellite systems, IF frequencies are usually
centered around 70 or 140 MHz (video/TV), or 1200 MHz (L-band).

Internet Protocol — A format for data packets used on networks accessing the
Internet.

Internet Service Provider — A company providing Internet access.

International Telecommunications Union
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Kb/s

Ku-Band

L-Band

LAN
LLA
LNA

LNB

LNC

LO

M&C
MAC

Mb/s

Modem
Multicast

K

Kilo bits per second — 1000 bits/second. A measure of transmission speed. See
also bps & Mb/s.

A frequency band used for satellite communications. For terrestrial earth
stations the receive frequency band is in the range 10.95-12.75 GHz and the
transmit frequency band is 14.0-14.5 GHz. See also C-band.

L

A frequency band commonly used as an IF for satellite systems using block up/
down conversion. Usually 950-1450 MHz.

Local Area Network
Low Latency Application

Low Noise Amplifier — An amplifier with very low noise temperature used as
the first amplifier in the receive chain of a satellite system.

Low Noise Block — A downconvertor so called because it converts a whole
band or “block” of frequencies to a lower band. It is similar to LNA.

Low Noise Converter — A combined low noise amplifier and block down
converter, typically with an L-band IF.

Local Oscillator

M

Monitor & Control

Media Access Control — A protocol controlling access to the physical layer of
an Ethernet network.

Mega Bits per Second — 1 Million bits/second. A measure of transmission
speed. See also bps & kb/s.

MODulator and DEModulator units combined.

Transmitting a single message simultaneously to all recipients.
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NAT

NIC

NMS
NOC

ODU

OPEX
OSPF

PLDM

PSTN

N

Network Address Translation — An Internet standard that enables a LAN to use
one set of IP addresses for internal (private) traffic and a second set of addresses
for external (public) traffic.

Network Interface Controller — The network interface for a PC/workstation that
provides Ethernet connectivity. Depending on the computer, the NIC can either
be built into the motherboard, or be an expansion card. Some computers (e.g.,
servers) have multiple NICs, each identified by a unique IP address.

Network Management System

Network Operation Center — Has access to any earth station installed using the
VIPERSAT Management System (VMS). A NOC can remotely interrogate,
control, and log network activities.

O

Outdoor Unit — In a VSAT system, the RF components (transceiver) are usually
installed outdoors on the antenna structure itself and are thus referred to as an
ODU.

Operating Expenditure
Open Shortest Path First — A common routing algorithm.

P

Path Loss Data Multicast — A message that is sent every sixty seconds and
contains information on messages received or lost.

Public Switched Telephone Network — The world’s public circuit-switched
telephone network, digital and analog, and includes mobile as well as land-line
voice and data communications.
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QPSK

QoS

Remote
RF

RFC

RIP
RS-232

RS-485

Rx

SCPC

SNMP

SOTM
SPL

Q

Quaternary Phase Shift Keying — A modulation technique in which the carrier
is phase shifted +/- 90 or +/-180 degrees. See also BPSK.

Quality of Service

R

Satellite earth site that links to a central network site (hub).

Radio Frequency — A generic term for signals at frequencies above those used
for baseband or IF.

Request For Comment — The de-facto Internet standards issued by the Internet
Engineering Task Force (IETF).

Routing Information Protocol

A common electrical/physical standard issued by the IEEE used for point to
point serial communications up to approximately 115 kb/s.

A common electrical/physical standard issued by the IEEE used for multi-drop
serial communications.

Receive

S

Single Channel Per Carrier — A satellite communications technique where an
individual channel is transmitted to the designated carrier frequency. Some
applications use SCPC instead of burst transmissions because they require guar-
anteed, unrestricted bandwidth.

Simple Network Management Protocol — A protocol defining how devices from
different vendors may be managed using a common network management
system.

Satellite On The Move

Synchronous Party Line — An electrically isolated interface between indoor and
outdoor equipment used in Vipersat satellite systems. See also APL.

Appendix I-Glossary 1-7



Star
Topology

STDMA

Streamload
Protocol

TCP/IP

TDMA

TFTP

ToS
Tx

UDP

UDP
multicast

VESP

I-8

A network topology which, if drawn as a logical representation, resembles a star
with a hub at the center.

Selective Time Division Multiple Access — A multiple access technique where
users time-share access to a common channel with variable-sized time slots
allocated on usage.

A proprietary Vipersat data streaming protocol.

T

Transmission Control Protocol / Internet Protocol — A standard for networking
over unreliable transmission paths. See also UDP.

Time Division Multiple Access — A multiple access technique where users
contend for access to a common channel on a time-shared basis. See also
FDMA and STDMA.

Trivial File Transfer Protocol — A simple file transfer protocol used over reli-
able transmission paths. See also FTP.

Type of Service

Transmit.

U

User Datagram Protocol — A standard for networking over reliable transmission
paths.

A multicast transmission using the UDP protocol.

Vv

Vipersat External Switching Protocol — A switch-request protocol that allows
external VPN equipment and Real-Time proprietary applications to negotiate
bandwidth requests between any two subnets on a Vipersat network.
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VCS

VFS

VMS

VolP

VOS

Wizard

WRED

Vipersat Circuit Scheduler — A proprietary satellite communication scheduling
system used to schedule Vipersat network resources in support of a variety of
high-priority applications such as video conferencing and scheduled broadcast-
ing.

Vipersat File Streamer — A file transfer application utilizing UDP and a proprie-
tary Streamload protocol to transmit data across the Vipersat network.

Vipersat Management System — A comprehensive M&C tool providing rapid
and responsive control of Vipersat satellite networks.

Voice over IP — The routing of voice communications over the Internet or
through any IP-based network.

Vipersat Object Service — The main software service of the VMS application.

W

A specialized program which performs a specific function, such as installing an
application.

Weighted Random Early Detection. — A queue management algorithm with
congestion avoidance capabilities and packet classification (QoS) providing
prioritization.
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